
PROTECTING VMWARE ESX 
VERSION 0.1 

INTRODUCTION 
This document will describe how to use a Unitrends DPU to protect a VMware ESX server.  If VMware Data 

Recovery is not available, or ESX 3.x is being used, VMware VCB can be used instead, which is also described. 

VMware Data Recovery runs on ESX 4.0 and ESXi 4.0 systems, and provides de-duplicated data transmission and 

storage for full and incremental virtual machine backups. 

VCB runs on ESX and ESXi systems, version 4.0 and 3.5, and provides backups for virtual machines. 

Unitrends client agents can be used to back up specific Guest VM systems. 

VMWARE DATA RECOVERY REQUIREMENTS 
 ESX 4.0 or ESXi 4.0 server to protect 

 Windows system for vCenter Server and vSphere client 

 vCenter Server license 

 VMware Data Recovery license 

 DPU 

VMWARE DATA RECOVERY INSTALLATION (PRE-REQUISITES) 
Required Information:  ESX server address and credentials 

VMware Data Recovery will use the general storage area on the DPU to store its backups.  For this to be accessible, 

the Samba service must be configured on the DPU.  If this has not been done previously, configure the service with 

the following steps: 

1. VNC to the DPU and login as root 

2. Select Admin -> Configuration -> Terminal 

3. Run “dpu samba ”. 

4. Close the VNC session. 

VMware Data Recovery requires VMware vCenter Server and VMware vSphere client to be installed onto a 

Windows host.  If these are not installed, please install them, following VMware’s documentation. 

 

Now, install the VMware Data Recovery Client Plug-in, as described in the VMware Data Recovery Administration 

Guide, using the VMware Data Recovery install media. 
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Launch vSphere client and connect to your vCenter server, using the IP of the Windows host vCenter Server is 

installed on. 

Create a datacenter, and add your ESX server to the datacenter by providing its IP and login credentials. 

 

FIGURE 1: ADD ESX SERVER TO DATACENTER 

 

Import the Data Recovery VM OVF from the VMware Data Recovery installation media, by selecting File -> Deploy 

OVF Template.  It is not necessary to add a hard disk to the VM, as we will be backing up directly to the DPU. 
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FIGURE 2: IMPORT THE DATA RECOVERY APPLIANCE 

Basic installation is complete, now we must configure the Data Recovery appliance. 

 

VMWARE DATA RECOVERY CONFIGURATION 
In Home → VMs and Templates, select the VMware Data Recovery from the inventory of virtual machines and 

power on the virtual machine. 

Attach to the console of the VM and wait for it to boot.  Choose “Configure Network” on the menu and configure 

networking for the VM.  (DHCP or static IP) 
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FIGURE 3: CONFIGURE NETWORKING ON THE APPLIANCE 

 

In vSphere client, browse to Home → Solutions and Applications → VMware Data Recovery.  Enter the IP of the 

Data Recovery VM you just configured, and press “Connect”.  Enter the password for the vCenter Server. 

 

FIGURE 4: CONNECT TO THE APPLIANCE 

 

You should now be at the main screen for VMware Data Recovery.  Choose “Create a backup job” to configure 

backups for a virtual server.  Select the VM, host, or datacenter you wish to backup. 
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Select “Add Network Share...” and enter the URL including the IP or hostname of the DPU. For example:  

\\192.168.215.95\samba\ 

 

FIGURE 5: CONNECT TO DPU SHARE 

 

Select the newly-created share and press next.  Choose the time window you want the backup to run in, and press 

next.  Choose the desired retention policy.  This will affect how much storage is consumed on the DPU. 

file:\\192.168.215.95\samba\
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FIGURE 6: CREATE THE JOB 

 

Confirm the job settings and press Finish.  The job will begin immediately if the current time is within the 

scheduled time for the backup to run. 

 

Note: VMware tools should be installed on the VM in order to provide I/O quiescing and VSS support for Windows 

VMs.  See the VMware Data Recovery Administration Guide for more details on this subject. 
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VMWARE CONSOLIDATED BACKUP (VCB) 
VMware Consolidated Backup, or VCB, allows backup of a Windows host to the Unitrends DPU. 

This will be accomplished by using VCB to stage virtual machine data to the Windows host, and then perform a 

selective backup to the DPU. 

VCB REQUIREMENTS 
 ESX or ESXi server, version 4.0 or 3.5, to protect 

 Windows host for VCB, with Unitrends agent installed 

 DPU 

VCB INSTALLATION 
Install VMware VCB onto the Windows host from the downloadable package or install media. 

ESX SERVER CONFIGURATION 
VCB will use the VMware Web Services API to perform the backup.  This must be enabled on the ESX server.  [I 

think this is enabled by default normally, but I had to take manual steps for my server ς need to verify.  Eric] 

VCB CONFIGURATION 
Select an appropriate directory on the Windows host to use to stage the VCB backups.  Ensure that this directory 

has enough free space to hold the VM will back up.  For this document, we will use C:\VCB\mnt. 

Edit config.js, which is located in C:\Program Files\VMware\VMware Consolidated Backup Framework\generic.  

The following options need to be set: 

 BACKUPROOT=”C:\\VCB\\mnt”;          (note the double backslashes) 

 HOST=”192.168.215.212”; 

 PORT=”443”; 

 USERNAME=”root”; 

 PASSWORD=”password1”; 

 TRANSPORT_MODE=”nbd”; 

DPU CONFIGURATION FOR VCB 
Using the RRC on the DPU, a schedule should be created for your VCB backup. 
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CREATING A SELECTION LIST 
In the RRC, choose Backup -> Selection Lists, and press “New”.  Create a selection list for your VCB backup which is 

of type “Include” and includes C:/VCB/. 

 

FIGURE 7: CREATE SELECTION LIST 

CREATING AN OPTION LIST 
Next, choose Backup -> Options and click “New” to create a new option list. 

Enter a name and description.  The Pre-Backup Command should be set to “C:\\PCBP\\bpvcb.cmd before Server1” 

and the Post-Backup Command should be set to “C:\\PCBP\\bpvcb.cmd after Server1”, where Server1 is the name 

of the VM you want to backup.  (Note the double backslashes in the commands.) 

These commands run at backup time to perform the VCB backup to the Windows host. 
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FIGURE 8: CREATE OPTION LIST 

CREATING A SCHEDULE 
Now, choose Backup -> Schedules in the RRC.  Select “New” to create a new schedule. 

Supply a name, description, and calendar for the schedule.  Choose the VCB Windows host as the client, and attach 

the selection list and option list you have just created to this client.  Finally, save the schedule. 

 

 

FIGURE 9: CREATE A SCHEDULE 
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The schedule can be run immediately with the “Run Now” button on the schedules list, if desired. 

 

Note: VMware tools should be installed on the VM in order to provide I/O quiescing and VSS support for Windows 

VMs.  See the VMware Virtual Machine Backup Guide for more details on this subject. 

BACKING UP GUEST VM 

Virtual machines can be backed up to allow individual file restore by installing the appropriate appliance agent 
software for the guest operating system and registering the virtual machine to the appliance as a client and using 
standard backup and restore operations. If performing full backups of the host and virtual machines, data on the 
virtual machines may be captured twice and this can have a significant impact on the total system content on the 
appliance. To avoid this, when performing file level backups of the virtual machine data, exclude the directories 
holding virtual machine data from the file level backup of the host system. 

For additional information on installation, backup and restore see the Agents User Manual. 

CONCLUSIONS 
This document has provided thee alternate ways of backing up VMware ESX servers.  VMware Data Recovery 

provides advanced features such as data de-duplication and specific retention policy configuration for your VMs.  

VCB provides an alternate method of performing backups to the DPU. Unitrends Client agents allow you to back up 

the individual Guest VMs. 


