Rapid Seed
(Seeding Backups to the DPV Appliance using an Archive Drive)

Applicable release
5.0.0 and above

Overview

This feature is supported on versions 5.0.0 and higher of the Appliance software. There may be times when
vaulting a full Bare Metal or Master backup to the DPV appliance over the WAN may be undesirable. In this case,
Bare Metal or Master Backups can be synchronized to a removable archive drive, and then seeded to the DPV

appliance by mounting the archive drive onto the DPV appliance.

To perform the seeding process, it is necessary to use a terminal prompt on the DPU and the DPV using putty, VNC
or a directly attached keyboard, mouse and monitor.

This procedure is applicable for appliances that use an internal archive disk an external eSATA device or a USB
device. Any appliance that has an eSATA or USB port can attach an eSATA or USB device.

Details

The vaulting process requires encryption keys, user names and permissions in order to synchronize data from a
DPU appliance to a DPV appliance. Therefore, it is best to synchronize the client’s backups rather than copy them
to the archive drive. The seeding process requires that vaulting has been previously configured for the appliance
and that a SyncUser has already been created on the DPV appliance. This document provides instructions for using
an archive drive to seed data from a DPU appliance to a DPV appliance, without losing the integrity of the vaulting
data.

Before starting this process, vaulting should be setup, but then suspended until seeding is complete. To set up
vaulting via the Rapid Recovery Console (RRC), select Configure->Vaulting Process->Connection Options and the

Vaulting Control (Pause/Stop/Start Vaulting) tab. Click the button labeled Suspend Vaulting.

NOTE: Backup operations that are in progress during the seeding process will not be marked for syncing. These
backups must be performed again after seeding has completed.

IMPORTANT: If you need to use a Recovery-Archive for vault seeding, please contact Unitrends Support Center at
(888) 374-6124 to engage in professional services.

Disable Archive Schedules

You must disable any active archive schedules while using this process. Follow the process below depending on the
type of archive being done:

RRC Archive
1. On the Rapid Recovery Console (RRC) go to the Archive menu
2. Select Schedules

3. Select the schedule and drag to the Enable/Disable icon. Repeat for each schedule.
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Legacy Archive:

At a terminal prompt (from a VNC connection, navigate to Admin — Configuration — Terminal), take the following

steps:

crontab —e

This will allow you to edit the schedule(s) that run the archive process. Using the arrow keys, position the
cursor at the front of the first line containing the phrase /usr/bp/bin/archive/archive. Press <i> (the lower
case letter i) to enter insert mode and place a # sign in front of the line. Press <Esc> to exit insert mode

Perform this step on all lines containing /usr/bp/bin/archive/archive

When all lines containing /usr/bp/bin/archive/archive have been edited, perform the following two steps
to save the file:

a. <Shift> : (holding down the shift key, press the : button)

b.wqg (enter a lower case wq — this writes the new file and quits the editor)

Backup Appliance Site

Before syncing to this drive, ensure that only those clients who require seeding to the DPV are set to sync. This is

done by enabling the Sync to Vaulbption in the Configure->Clients subsystem using the Rapid Recovery Console.

1.

From a VNC connection, navigate to Admin—>Configuration—>Terminal to open a terminal session (putty
can also be used)

Run the following commands:

a. mkdir /mnt/seed
This creates a mount point and only needs to be done once per DPU.

b. fdisk-
Make a note of which /dev/sd devices are present.

If an eSATA or USB device is being used, proceed to the instructions in step e after completing the fdisk
command; otherwise continue here.
c. tw_cliinfo
Make note of the current controller.

d. tw_cliinfo cx
Where cx is the current controller. Make note of the current units and ports.

e. Place the archive drive in the upper right slot of the appliance or in the eSATA/USB docking
station attached to the unit.

If an eSATA or USB device is being used, proceed to the instructions in step j.

f. tw_climaint rescan
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This scans all controllers for new drives. Some controllers will automatically find the new drive

g. tw_cliinfo cx
Where cx is the current controller. Determine the new unit which will show with a UnitType as
single. If the UnitType is not single, the unit should be removed and recreated using the steps
identified in the next line item.

If a new unit is not displayed, you must create a new unit on the port where the new drive located
(This will be the case if the drive has never been used to archive or seed). This is done by performing
these steps:

h. tw_cliinfo cx
Where cx is the controller containing the new drive.

i. tw_climaint createunit cx rsinglepx

Where px is the port containing the new drive in controller cx. On a DPU 2000 this is port 5. On DPU
3000 and 5000 appliances, this is port 11. This creates a new unit on the new drive in the archive
drive slot.

j. fdisk<
Determine which /dev/sd device is new — this will be the device node to use in the steps ahead.

k. Clean the archive disk using the clean_drive utility using the steps below.

e wgetftp://ftp.unitrends.com/utilities/clean_drive -O clean_drive
e chmod +x clean_drive
e ./clean_drive —d /dev/sdx

I.  cryptsetup-c aes-h ripemd160y create cryptdev /dev/sdx

Where “cryptdev” is the name being used for the virtual device and where “/dev/sdx” represents the
new device identified in the preceding step. You will be prompted for an encryption key and will
need to re-enter this key when mounting the drive at the vault site. This allows the data to be
encrypted on the drive.

m. mkfs—t xfs /dev/imapper/cryptdev
This creates a file system on the virtual device

n. mount/dev/mapper/cryptdev /mnt/seed
This mounts the virtual device.

Document the current SyncTo location and change SyncTo variable to the pathname of the local drive.
This is done in the Rapid Recovery Console by selecting Configure->Settings->Securesync. For example:

Value: /mnt/seed

Synchronize the backups for the selected clients to this drive and restart the sync process by performing
the following steps:

rm —f /backups/tmp/*
This removes the temporary sync data if previous sync jobs have occurred.

Restart the securesync process. Using the Rapid Recovery Console, go to Configure-> Vaulting Process ->
Connection Options and select the Vaulting Control tab. Select the Reset Vaulting button.
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Once synchronization is complete, suspend vaulting. Using the Rapid Recovery Console, go to Configure ->
Vaulting Process -> Connection Options and select the Vaulting Control tab. Select the Suspend Vaulting
button.

Unmount the drive using the following commands:

a. umount /mnt/seed

b. cryptsetup remove cryptdev

Continue with steps 7c and 7d only if using internal disk.

c. tw_cliinfo cx
Where cx is the appropriate controller number as noted in step three above.

d. tw_climaint remove cx ux
Where cx and ux are the appropriate controller and unit numbers as noted in step three above.

Physically ship or take the drive to the Vault. Enable archiving (if applicable) by performing the following
steps:
RRC Archiving

a. On the Rapid Recovery Console (RRC) go to the Archive menu
b. Select Schedules

c. Select the schedule and drag to the Enable/Disable icon. Repeat for each schedule.
Legacy Archive

a. crontab—e

b. This will allow editing of the schedule that launches the archive process. Using the arrow keys,
position the cursor over the # sign in front of the first line containing the phrase
Jusr/bp/bin/archive/archive. Press <x> (the lower case x) to delete the # sign.

c. Delete the # signs in front of all lines containing /usr/bp/bin/archive/archive

d. When all # signs in front of lines containing /usr/bp/bin/archive/archive have been deleted,
perform the following two steps to save the file:

e. <Shift>: (holding down the shift key, press the : button)

f. wq (enter a lower case wq — this writes the new file and quits the editor)
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DPV Appliance Site

1. If you are using a seed disk created using the eSATA or USB device and are seeding to a DPV that does not
have an eSATAor USB device, then you will need to enable the exporting of JBOD disks in the 3ware BIOS
Manager (3BM). For directions on how to do this, see Appendix A (below)

2. From a VNC connection, navigate to Admin—>Configuration—>Terminal to open a terminal session
3. To mount the drive, use the following commands:
a. mkdir /mnt/seed

b. fdisk-
Make a note of which /dev/sd devices are present.

NOTE: If an eSATAor USB device is being used, proceed to the instructions in step 3e after completing the
fdiskcommand; otherwise continue here.

c. Place the seed drive in the archive bay on the DPV appliance (upper right bay) or in the
eSATA/USB device attached to the unit. This drive will need to be mounted in order for synced
data to be read.

d. If you are using an eSATA or USB device, proceed to step e:

tw_climaint rescan cO
Where c0 is the current controller.

e. fdisk-
Determine which /dev/sd device is new — this will be the device node to use in the mount
commands.

f. cryptsetup-c aesh ripemd160y create cryptdev /dev/sdx
You will be prompted for an encryption key. Enter the identical key used when initially setting
up encryption at the DPU site.

g. mount /dev/mapper/cryptdev /mnt/seed

4. The SyncUser is established as part of the Vault setup process. To determine the SyncUser using the
Rapid Recovery Console on the vault, go to Configure-> DPUs and DPVs and select the DPU. The SyncUser
is located in the field labeled DPU Username. The ownership of the synchronized data needs to be
assigned to the SyncUser. In this example, we will use ‘SyncUser’ as our DPU’s SyncUser name. This is
done as follows:

chown-Rh SyncUser:Syred# /mnt/seed/SyncUser/syncd
5. Now the data on the seed drive must be copied to the correct location on the Vault.

cp-a--reply=yes /mnt/seed/SyncUser/syncd/* ~SyncUser/syncd

This will display the message “cp: the --reply option is deprecated; use -i or -f instead”, but the command
will complete the operation required. The --reply option is used to override user intervention when
overwriting existing files

6. Onthe DPU, be sure to change the setting in the master.ini back to the name of the DPV from the RRC go
to Configure->Settings), so that future vaulting goes to the DPV and does not look for this mounted drive.
You may now re-enable vaulting.
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e SyncTo = The Vault’s name. This is the value you recorded in step four of the DPU Site procedure.
Using the Rapid Recovery Console on the DPU, go to Configure->Settings and find the Securesync
section to make this change.

e Using the Rapid Recovery Console on the DPU, go to Configure->Vaulting Process->Connection
Options and select the Vaulting Control tab. Select the Resume Vaulting button.

7. (Optional) You can now remove all of the contents of the seed drive by running the following
command:

dd if=/dev/zero of=/dev/mapper/cryptdevbs=1M

8. Unmount the drive using the following commands.
a. umount /mnt/seed

b. cryptsetup remoe cryptdev

Note: If an eSATAor USB device is being used, do not continue past step 8b; otherwise continue here.

c. tw_cliinfo cx
Where cx is the appropriate controller number as noted in step three above.

d. tw_climaint remove cx ux

9. |If you enabled the exporting of JBOD disks in the 3ware BIOS Manager (3BM) in step 1, you need to
disable it now. For directions on how to do this, see Appendix A (below).

Appendix A.
How to enable exporting of JBOD (unconfigured disks) to the operating system
Overview:

These steps will allow a disk that has not had a 3ware unit written to it to show as having a unit. This allows the
operating system to present a device, such as /dev/sdb, for the disk. No unit is actually written to the disk and the
disk will show as having not unit again once the setting is disabled.

Warning:

Do not put the JBOD (unconfigured disk) into the DPU until after the “Export JBOD disks” options have been
enabled. Until the option is available, the 3ware controller considers the disk as available for use. Per 3ware’s
documentation, it is possible for the controller to attempt to rebuild a degraded array with the available disk.

Steps:

e To determine which model 3ware controller you have. To do this, you will need to login via the console or
VNC. Depending on your software version installed, you may have a button for the Motif interface. If you
do, click it. Then click Admin->Configuration->Terminal. At the Terminal, run:
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tw_cliinfo
Sample output (a Gen4 DPU 2U with a MDA):
[root@support2u-dev /1# tw_cli info

Ctl Model (V)Ports Drives Units NotOptRRateVRate BBU

cl 9550SX-8LP 8 4 1 0o 1 2 -
c2 9550SX-4LP 4 0 o o 1 1 -

e Now, reboot the DPU. During the boot cycle, just after the Adaptec SCSI portion of the POST operations,
you will see the 3ware BIOS Manager (3BM) prompt which shows the 3ware units and ports. This screen
also prompts you to enter <Alt+3> to enter the 3BM.

e The 3BM s a little different between the 3ware 9500 (DPU Generation Ill) and 3ware 9550 (DPU
Generation IV and MDA controller) series controllers. The first set of 3 screenshots below is for the 9550
and the second set for the 9500.

* Once enabled and changes saved, shutdown the DPU.

e Insert the drives and boot.

Screenshots:

Figure 1. The 9650 3BM main screen
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Figure 2. The 9650 3BM Settings->Controller Policies Screen
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Figure 3. The 9650 notice prompt when changing the Export JBOD Disks setting
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Figure 1. The 96500 3BM main screen
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Figure 3. The 96500 notice prompt when changing the Export JBOD Disks setting
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Disabling the Export JBOD disks setting:

e Shutdown the DPU and remove the drive(s) that have no true 3ware unit.
e  Power up the DPU and enter the 3BM.
e Reverse the steps above to disable the option, returning the DPU to its initial state.



