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SureComplete Appliance Remote Implementation Checklist 

A Unitrends appliance implementation requires the installer to perform the necessary steps to put the Unitrends Rapid Recovery system into operation while providing an overview of system operation for customer system administrators.  This document is a checklist used to:

· Verify certain information is available, and certain processes are completed prior to the remote installation activities to ensure a smooth deployment.

· Identify the major activities and options that the customer will require as part of the installation.

· Validate that each required component of the checklist is completed. 

· Provide a means for customer feedback for the installer and Unitrends on the services performed.

Note: It is important that a customer Project Leader be designated to act as a single point of contact for activity scheduling, issue resolution, and information collection and dissemination. The Project Leader must have timely support from all necessary customer personnel within appropriate business units, support organizations, systems and network administration teams.
For planning purposes, the total average implementation time for SureComplete is twelve (12) hours.
	Customer Identification
Company: 

	Location:
Location:  

	Project Leader:





Phone:
Project Leader:                                                              Phone:  


Pre-Installation Checklist:

The following list of items needed to be acquired from the customer to avoid unnecessary delays in the installation process.

1. A static IP address for the appliance (or two IP addresses if intending on using both of the onboard NICs when applicable), the IP address(s) of the DNS server(s), the IP address of the gateway, and the subnet mask.

	IP Address(s) for appliance
	
	

	IP Address(s) of DNS Servers
	
	

	IP Address of Gateway(s)
	
	

	Subnet Mask(s)
	
	

	Appliance host name
	
	


2. The name and/or IP address of an email server so the DPU can email reports (and the license request for registration), e. g. exhange.unitrends.com. 

Please note that it may be necessary to ask the mail server admin to allow the DPU (by name or IP address) to send emails and use the mail server as a relay.

	Email Server information (e.g . mail.cust.com)
	


3. A KVM connection (or a monitor, keyboard, mouse), if available, will simplify the installation process, (this can also be done via a notebook or PC connected by crossover cable link as detailed in the “Quick Start” guide). 

4. Review the “Quick Start Guide” that comes with the appliance.

SureComplete Installation Process and Appliance Deployment Check List

The major service components and minimum service requirements are listed below.  Please check ( or initial the appropriate box after each required item is completed and sign the document at the end.   Required service components that cannot be performed or are deferred to a later time should be noted in the comments section provided.

Please contact your Unitrends sales representative if you desire any additional services that are not listed below and are beyond the scope of the services described. 

	Required
	Service Description
	Complete

	                  Kick-Off Meeting

	(  (
Yes    No
	The Installer should communicate with the customer Project Sponsor, Project Leader and/or System Administrators, with the approved template. The e-mail exchange is intended to ensure that the customer understands the implementation plan, what information and participation is necessary from the customer team and what can be expected from the Installer during the implementation process.  This communication is critical to ensuring that all requirements are understood, expectations are met and the implementation is a success.

For remote installations of our current product, expectations should be set at two hours for initial installation and configuration (this can vary depending on the number of clients being protected) and one hour for follow-up (review backup status, address any issues). 

The entire installation will be considered a training session with the customer engineer doing close to all the installation and configuration steps and the Unitrends or partner engineer providing guidance using a WebEx session. The customer or partner engineer should understand that this is how the implementation will proceed. 
	(
Time to complete

(hh:mm)



	                  Customer Prerequisites

	(  (
Yes    No
	Before the implementation begins, the customer should have completed the following tasks:

· The appliance will be racked (if applicable), connected to the network and powered up. 

· Any agents that will be used during the implementation will be downloaded and made available in a network share for easy installation.

· All necessary passwords allowing administrator or root access to clients to be protected will be available to customer or partner engineer assisting with the implementation.

· The customer will have a list of host names and IP addresses for servers to be protected by the Unitrends appliance.  If DNS is to be used, reverse lookup pointer records should be enabled for all servers to be protected by the Unitrends appliance.

· The customer will be able to access the appliance via a KVM, directly attached monitor/keyboard/mouse or using a crossover cable as described in the Quick Start Guide.

· The customer must have reviewed the training videos and documentation available at  http://www.unitrends.com/support%20training%20certification.html prior to beginning the installation.
	(
Time to complete

(hh:mm)



	                  Backup Strategy Design & Review

	(  (
Yes    No
	Complete the following strategy design and review steps:

· Review and discuss best practices for backup scheduling considering customer backup windows and restore needs.  See Best Practices section on website in http://www.unitrends.com/support_training_certification.html .
· Review and discuss applicable regulatory issues.
· Determine custom reporting requirements.
· Determine file backup strategy for up to 25 clients.
· Identify data protection goals.

· Identify test restore requirements.

· Determine Vault2Cloud strategy (if Vault2Cloud service has been purchased), see 11 for Vault2Cloud Implementation Option.

· Determine BareMetal backup strategy for up to 25 clients.

· Review dissimilar BareMetal driver identification.

· Review dissimilar BareMetal driver downloading.

· Design backup schedules for up to 25 clients.

Discuss the customer’s current backup strategy and determine if something different is needed. Emphasize that managing and monitoring backups will be easier with fewer schedules. The most common backup strategy is weekly masters on Friday night with week night incrementals. Windows BareMetal schedules are often set weekly on Sunday evening. 

· DPU Replacement Note – if replacing a DPU, review the backup strategy and schedule configuration on the old DPU. Discuss with the customer the advantages on using fewer schedules. Capture other configuration data from old DPU including hostname, network, SMTP, e-mail recipient and archive schedule information.
	(
Time to complete

(hh:mm)



	                  Appliance Base Configuration

	(  (
Yes    No
	Complete the following DPU base configuration setup steps using the Rapid Recovery Console (use the RRC for all configuration steps with the exception of archiving and BareMetal media creation):

· Configure appliance onto customer network using the Configure menu in the Rapid Recovery Console (refer to the “Quick Start Guide”) to assign host name, IP address, Gateway, and DNS information. These steps should be performed by the customer with guidance provided by the partner or Unitrends engineer. Often the appliance will not be accessible to the assisting engineer until these steps are completed. If DNS is being used for name resolution, the appliance must have a DNS entry with reverse lookup zones configured.

· DPU Replacement Note – when implementing a replacement DPU, change the hostname and IP address of the old DPU. Use the previous DPU’s hostname and IP address on the new DPU. This eliminates the need to edit client hosts files and/or DNS. Disable all schedules on the old DPU.

· Assign appliance and RRC root passwords, set system time, and setup SMTP and recipients for alerts and reports. Using the IP address of the SMTP server will help avoid any name resolution issues. Configure SNMP if being used. Verify receipt of test e-mail and/or SNMP traps.
· If present, configure 3ware disk controller monitoring software (access 3ware management console by pointing a browser to https://<appliance_ip>:888) to enable direct email from the 3ware software.  The Unitrends appliance will send notification alerts and traps without this configuration step.  

· Verify the appliance has a client entry in the Client subsystem that matches the appliance’s host name. 

· Verify appliance license is correct. Compare license feature string with opportunity product list or PO.

· Verify D2DBackups device is configured with a size that matches the D2D= value in the license string. Verify the Maximum Concurrent Jobs entry is set to 8. Verify that the D2D device is online.

· When applicable, enable encryption under the Tools subsystem.  This should be represented in the license feature string as ENC if available.

· Verify tasker is started.

· If customer requires security settings other than the default (none), configure the security setting using the Ports subsystem under Configure. If non-default security settings are selected, make sure the client and appliance are able to communicate over the firewall.
· Create additional RRC users if desired.
	(
Time to complete

(hh:mm)



	                  Agent Software Installation and Configuration

	(  (
Yes    No
	Install and configure the Unitrends agent on the server as follows:

· If DNS is not being used or is not properly configured, add all servers to be protected to the hosts file on the DPU. The DPU should be added to the hosts file on the server(s). 

· DPU Replacement Note – when replacing a DPU, scp can be used to copy the hosts file from the old DPU to the new, however, having the customer enter client information in the hosts file using the RRC is best for training purposes.

· Install Unitrends agent software on the designated server.

· DPU Replacement Note – discuss the advantages of upgrading the agent software on servers with the customer. 

· Register client to DPU.

· Enable snapshots on Windows Server 2000 or Windows XP servers (reboot required).

· Discuss the need for local system access to files and directories on Windows servers.

· If vaulting and/or using encryption, enable these features on each client using said feature through the Clients subsystem.

For customers with more than 25 servers, walk the customer through the installation of the agent on a few servers of each OS type they have. Then have the customer install the agents on the balance of the servers with your oversight. If there are more than 25 servers to be installed, the customer can contact you once the agent is installed on all servers.

If the installation of an agent fails because of name resolution, add the server (or verify a correct entry) to the DPU’s hosts file and the DPU to the servers hosts file.
	(
Time to complete

(hh:mm)



	                  Backup Schedules

	(  (
Yes    No
	Configure backup schedules:

· Create calendars to be used with file and BareMetal backups.

· Create selection lists to be used with file backups. Use wildcards when possible and as few selection lists as possible. For example, instead of the full path to an Exchange information store, simply exclude *.edb and *.stm in a Windows exclude selection list. Make sure all active databases are excluded from backups. 

· Create options, if necessary. Configure file and BareMetal schedules for up to 25 clients. Remember to enable email of reports. 

· Implement file backup for up to 25 clients.

· Implement similar BareMetal for up to 25 clients.

· Implement dissimilar BareMetal for up to 10 clients.

· Implement up to three custom reports.

Advise the customer to use as few selection lists, options and schedules as possible. This makes backups easier to monitor and manage. If possible, launch a schedule manually to test connectivity and backup performance. Prepare the customer for the likelihood that there will be backup warnings that will need to be investigated after backups run the first time for permissions resolution.
	(
Time to complete

(hh:mm)



	                  Exchange Information Store Backup

	(  (
Yes    No
	Setup Exchange information store backups using the Backup Professional Exchange agent:

· Evaluate Exchange Server Database integrity for up to five servers.

· Implement Exchanger Server backup for up to five servers.

· Configure Exchange VSS backup.

· If possible, run VSS backup manually.

· Install and setup EQR – Exchange Quantum Recovery if purchased. 

· Check to make sure Circular Logging is NOT enabled. If it is, inform the customer they may only perform full backups. Differentials are not supported with Circular Logging.

· Implement clustering if applicable.
	(
Time to complete

(hh:mm)



	                  SQL Database Backup

	(  (
Yes    No
	Setup SQL database backups using the VSS  SQL agent:

· Create SQL backup schedule profiles.

· Implement SQL backup for up to five servers.

· If possible, run manual backups of SQL databases.

· Implement clustering if applicable.
	(
Time to complete

(hh:mm)



	                  Archiving

	(  (
Yes    No
	Setup Archiving of data to removable disk drive:

· Determine archiving strategy.

· Create archive profile.

· Create up to three schedules using the archive profile.

· Test file level archive restore.
	(
Time to complete

(hh:mm)



	                  Vaulting

	(  (
Yes    No
	Setup Vaulting:

· Implement private vaulting for up to three locations if applicable.

· Implement cross-vaulting for up to three locations if applicable.
	(
Time to complete

(hh:mm)




	                  System Operation Review

	(  (
Yes    No
	After backup schedule runs, review the status of backups with the customer. This may be the next day or the next week day after a weekend. Use this is a training session on reports and how to troubleshoot backup warnings or failures: 

· Review backup status.

· Investigate any warnings and/or failures. Provide the customer with instructions on how to resolve issues with backups. The most common issue is access denied errors. Allow customer to resolve these errors.

· Validate vaulting operation (if applicable).

· Review backup and failure reports. Show column chooser and multi-column sorting. Show report printing and exporting options. 

· Review e-mailed reports.

· Review file restore process for one file.

· Discuss the Tools system.

· Create one Windows BareMetal boot media ISO.

· Create one Linux BareMetal boot media (if applicable).

· Create Linux based BareMetal boot media for NetWare servers (if applicable).

· Discuss the cold BareMetal backup process (refer to training videos).

· Discuss the BareMetal restore process (refer to training videos).

· Hardware certification test for BareMetal for up to 25 servers if possible.

· Determine dissimilar BareMetal backup strategy.

· Determine private vaulting strategy.

· Determine cross-vaulting strategy.

· Show context sensitive help.

· Introduce customer to Unitrends website resources and user community.

· Refer customer to Unitrends Support Handbook.


	(
Time to complete

(hh:mm)




	Vault2Cloud Implementation Option

	Required
	Service Description
	Complete

	                  Customer Prerequisites

	(  (
Yes    No
	Before the implementation begins, the customer should have completed the following tasks:

· Open customer firewall for openVPN (1194 udp) and Support tunnel (port 222 tcp to tunnel.unitrends.com).

· Provide and discuss Vault2Cloud Setup Guide to help customer understand bandwidth and data expectations.  The Vault2Cloud Setup Guide is available in the Collateral & Technical Tips section of the Unitrends Partner Poral on www.unitrends.com.

· Change DPU hostname.  DPU appliances that are vaulting must have unique host names.  Hostnames should be created using the following scheme:

a. Up to 14 characters for the company name

b. 16 characters for the asset tag (located on the front of the DPU)

· Confirm that backups (especially Exchange and SQL) are working after hostname change.

· Please contact Unitrends Support for Vault2Cloud configuration.
	(
Time to complete

(hh:mm)




Total Time to Complete Installation:                

Service Completion
Please indicate by signing below that all activities and deliverables required for this Appliance Implementation Service have been provided and are complete, except as may be noted below:

	
	
	
	

	

	

	

	

	

	

	

	

	Engineer Digital

Signature: 
	Date:
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7 Technology Circle, Suite 100�
�
Columbia, SC 29203�
�
United States�
�



Phone:	[US] 866.359.5411


E-Mail: �HYPERLINK "mailto:info@unitrends.com"�info@unitrends.com�


URL:	�HYPERLINK "http://www.unitrends.com"�http://www.unitrends.com�
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