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INTRODUCTION

Data lives in more places than ever before and is constantly under attack. Ransomware remains one of
the most pervasive cyberthreats today. According to Corvus Insurance’s Q3 2023 Global Ransomware
Report, global ransomware attacks increased significantly, with their frequency increasing by 95%
year-over-year." As of October 2023, over 4,000 ransomware victims were listed on leak sites,
surpassing the number of ransomware victims in 2022 (2,670)." Even more alarming are the financial
costs associated with the resulting downtime. The Cost of a Data Breach Report 2023 found that the
average cost of a ransomware attack increased 13% from $4.54 million to $5.13 million compared to
the 2022 report.? When you factor in reputational, operational and other costs associated with a
ransomware attack, the resulting downtime can be a death knell for businesses, particularly SMBs.

Amid this ever-expanding threat landscape, 70% of SMBs admitted the impact of a ransomware attack
would be extreme or significant.> Ransomware’s success in overcoming traditional security mechanisms
places backup and disaster recovery solutions among the most important aspects of any cyber
resilience plan.

Unitrends Unified Backup helps enhance cyber resilience by protecting critical workloads no matter where they are
stored — on-premises, in cloud platforms or SaaS applications. Powered by Al and automation capabilities, Unitrends
simplifies manual and time-consuming backup and recovery processes, enabling you to recover from data loss and
cybersecurity incidents confidently. With regards to architecting, deploying and utilizing the Unitrends platform

to safeguard against cyberattacks, we've identified five pillars of defense that, in combination, offer you the best

protection against ransomware and enable 100% proof and confidence in recoveries to come:

=

In this paper, we expand upon these five pillars and take a closer look at these
capabilities in the context of Unitrends Unified Backup platform.
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SECURE

With annual revenue in the billions and growth projection in the double digits,
ransomware has become a highly lucrative multibillion-dollar business model for
cybercriminals today. The soaring popularity of open-source versions of ransomware
and the proliferation of delivery models like Ransomware-as-a-Service (RaaS) make
ransomware threats grow in number and complexity each day. New variants and more
sophisticated techniques are increasingly coming to the fore, rendering many existing defense
mechanisms inadequate. According to the AV-TEST Institute, over 450,000 new malware and
potentially unwanted applications (PUA) are detected every day.*

Ransomware security in particular is a major concern for enterprises running Windows operating systems. Over
90% of ransomware leverages Windows-based executables.® According to the Common Vulnerabilities and
Exposures (CVE) database, Microsoft has more than 748 vulnerabilities with a Common Vulnerability Scoring System
(CVSS) score of 7 (High Risk).® Despite these vulnerabilities, Windows systems represent a huge share of the global
OS market, with around 70% market share.” Windows is the prime target for threat actors, accounting for nearly
90% of all malicious files detected daily.® The sheer volume of Windows machines worldwide means cybercriminals
will get the greatest returns by tapping into this market. In response to widespread attacks on Windows machines,
many organizations are transitioning away from malware-susceptible Windows-based backup software.

By contrast, infections on Linux operating systems are far less common. Linux has a 3.82% market share of
desktop OS and a 15.20% market share of server 0S.>'° In addition to being far less common, and thus less lucrative
for prospective attackers, the hierarchical architecture of Linux systems makes them more difficult to compromise.

Unitrends understands the advantages of this solution and has the functionality to deploy a Linux-based virtual
appliance for VMware ESXI, Microsoft Hyper-V and Nutanix Acropolis (AHV), or as a purpose-built, turnkey hardware
appliance. Hardening of the appliance’s kernel helps in creating a more secure system, and additional security
measures can be implemented upon installation to limit the number of ports used by the appliance. The appliance
forces you to change the appliance root password during initial installation, so be sure to select a secure password
different from the default.

Unitrends appliances utilize agents to protect physical systems (and, in certain situations, for more granular
protection of virtualized servers or applications). For the protection of Windows-based assets, Unitrends utilizes
Secure Agent Pairing to automatically establish secure TLS communication between the agent and appliance.
TLS encrypts data and authenticates the connection between appliances and agents, preventing unauthorized
communication to the Unitrends agent.
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You will also want to secure your backup server behind company firewalls. A backup server or appliance should
never be on a public-facing IP address or unfiltered NAT. Many Unitrends customers deploy and operate their
solution on air-gapped networks. This keeps the backup appliance completely isolated, without any loss of
functionality (such as Unitrends predictive analytics engine for detecting ransomware anomalies). Your goal should
be to make access to the system as difficult as possible for any potential attackers.

Beyond hardening of the appliance kernel, agents and environmental security controls, role-based access control
(RBAC) enables individual self-service within a predefined scope. Active Directory authentication may also be
enabled. Each user's scope may be defined by operations they can perform within the backup environment (i.e.
Recovery Operator can only initiate a restore) as well as by systems and backups they have access to. If a particular
user or group would benefit from self-service over a subset of your environment, you can easily configure user roles
to meet those requirements without opening up unfiltered access to the full backup environment. RBAC can be
applied at the appliance level, protected asset level and task level for each user. Each user account is assigned a role
that defines the types of operations the user can perform on the appliance.

The example below shows screenshots of the configuration steps for adding a Manage level user assigned as a
Backup/Recovery Operator for a specific set of machines with Recovery Options limited to only file-level recovery to
the original protected asset. Additional options can be applied to further define what and how the user can recover
(for example, recover only files, recovery only to the original asset, etc.).

Enhancing security and management with Unitrends UniView

Unitrends UniView is a free, SaaS-based management platform providing Ul and APl integration across Unitrends
backup and recovery modules, including Unitrends physical and virtual backup appliances, SaaS backup for
Microsoft 365, Google Workspace and Salesforce, endpoint backup and backup for public cloud workloads.

Beyond unified management across modules and integrations, UniView offers additional layers of security for
your backup environment. The UniView portal is protected by two-factor authentication (2FA) using a time-based
one-time password (TOTP) authenticator application. From UniView, you can block access to the local Ul of your
backup appliance(s), ensuring that all users are verified by 2FA. UniView also allows you to restrict local network
access, significantly reducing the attack surface of your Unitrends appliance.
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PROTECT

Unitrends offers compatibility for backup and recovery of more than
200 versions of operating systems, hypervisors and applications. Regardless of
whether your environment is largely physical servers, virtual servers or a mix of both,
you can protect it with Unitrends.

A number of different backup approaches enable you to build a strategy to meet

the unique needs of your environment. Leverage agent-based, agentless protection,

or a combination thereof, to meet your recovery objectives. Consider the following:

File-Level Image-Level Host-Level Application-Level
Recovery Method : : . :
Protection Protection Protection Protection
Granular Item Recovery
(files, folders) v v v v
Original Target v v v 4
Bare Metal v v X X
Physical to Virtual (P to V) v v N/A X
Instant Recovery
(original or different host) v v v X
Replica(s) v v v X

*Refer to the Unitrends Admin Guide for full documentation of best practices and supported methods.
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https://www.unitrends.com/wp-content/uploads/rs-ub-administrator-guide.pdf

Beyond local backup and recovery functions, it is strongly recommended that you follow the 3-2-1 rule of backup at
the very least.

This means a minimum of three (3) copies of your data, stored on two (2) different formats, with one (1)
copy going off-site or immutable (unable to be modified).

Unitrends offers a variety of options in order to achieve redundancy and immutability for your data. Immutable
media may be rotational media, such as disk or tapes, that are physically disconnected from the network once the
backup copy job is completed and is taken off-site and stored at a secure secondary location. Some vendors offer
immutable storage via a cloud service. This includes our own Unitrends Forever Cloud. Once written to the cloud
target, objects cannot be changed or deleted until the end of their specified retention period. Your appliance has
the ability to access any backup copies replicated to the Unitrends cloud in an on-demand, self-service fashion.
Backup copies are stored in the cloud in a ready-for-recovery state and are accessible right from your local
appliance user interface (Ul) without any egress or per-incident charges.

In addition to the
) Backup Copy Target Supported Protocols
Unitrends Cloud,

Unitrends supports NAS CIFS, NFS
replication via Backup
: SAN iSCSI, Fibre Channel
Copy to a variety
of different targets HDD/Disk USB2, USB3, eSATA, SAS
and media:
LTO/Tape SAS, SCSI, Fibre Channel
> AWS S3, AWS S3-I1A
> Google Cloud Storage Standard
N :
Public Cloud Google Cloud Storage Nearline
> Rackspace
> Wasabi Cloud
> Azure Blob

The Unitrends backup appliance may be configured as a backup appliance, replication appliance (receiving and
storing backup copies for DR), or both backup and replication, if it is necessary to have the appliance perform
both roles.

When following best practices, it is recommended to store backups on your local appliance and on a hot target
(such as a secondary appliance or Unitrends Cloud), where data is immediately available for recovery with a third
copy on cold media, such as disk, that's taken securely off-site (off-network and immutable). Keep in mind that
recovery from cold media, such as disk or tape, will have a longer Recovery Time Objective (RTO) as compared to a
hot target. Use a combination of local and replicated backups to achieve local recovery objectives, meet long-term
retention requirements, secure a copy of data from attacks on your local network, and enable disaster recovery.
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TEST

IT environments today are not always well suited for backup and often even
less so for recovery. Once backup and recovery processes are implemented,
configured and running in production, it is critical to establish a cadence for regular
recovery testing to ensure valid, recoverable backups in the event of a ransomware
attack or other downtime events. With the evolution of ransomware techniques, including
attacking environmental utilities such as VSS, and periods of dormancy with the hope of
having the malware backed up along with legitimate data', the only way to be 100% confident
in a successful recovery is by testing your backups. This testing is also helpful for identifying clean
points of recovery after an attack.

Some methods of testing, such as screenshot verification, may leave much to be desired when it comes to
ransomware recovery since they don't provide a way of identifying data corruption within backups or whether
applications and services are functional upon recovery. With regards to ransomware recovery, screenshot
verification may leave users with a false sense of security. Ransomware contained within backups may not disable
your operating system or boot volumes since it wants to display its ransom messages and instructions for providing
payment upon login to the machine. To be fully confident in your DR strategy, you need proof that all data and
services are recoverable at the application level.

Unitrends helps organizations automate backup verification and recovery testing with Recovery Assurance.
Recovery Assurance enables deep, application-level testing for both simple and complex environments and offers
full control over configurations of boot order dependencies, networking and application-specific tests. If you're
looking for a quick test to simply determine whether a machine is bootable, you can leverage screenshot verification
methods as well.

The only way to be 100% confident in a successful
recovery is by testing your backups.

© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM


https://www.unitrends.com/wp-content/uploads/Unitrends-Datasheet-Recovery-Assurance.pdf

The screenshots below show how Recovery Assurance testing is configured via a Data Copy
Access (DCA) job. In this case, we have VMware host-level backups of a domain controller,

SQL host and an application server that will be tested. You can also test backup copies replicated
to the appliance as well as any VM or Windows replicas.

Job Name | Data Copy Access Job

1. Select Azsets 2. Define Job Options 3. Define Schedulz 4, Define VM Options
Data Copy Access jobs allow you to take advantage of your existing backups for a number of use cases.  Delails...

WM Accets with at least one successiul backup or VM Replica, and agent-based assets with at least one succesciul Image Level backup or an active Windows Replica can be included in this job.

rBACKUP INVENTORY- JOB INVENTORY SETTINGS

What do you want to certify? | VMware + Windows Replica w s

A LABAPP1
4 @ usz

- [7] @l Backup Copies LABsQLY
o il EBackups

2 LABFS1

&) LABARP1
&) LaBsaLt
Tl LABWEB1
& Laepci

& LABFS1

2 LABDC

. [F] @& VM Replicas

i Windows Replicas

LABDCH

0OOoEcEEOD

Select from your backup inventory the assets you want to test.
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After determining the backups you want to include in your DCA job, the next step is determining the location in
which you will run testing. DCA jobs can be created on your local source appliance, managed appliances or any
distributed appliances. The DCA job will create a VM for testing either on the appliance directly (on-box DCA,
Recovery Series physical appliances only) or on a selected virtual host (on-virtual host DCA). The steps required vary
by where the DCA VMs reside. On-box DCA jobs will automatically create a lab profile for testing. For on-virtual host
testing, you will need to create a lab profile that enables you to apply consistent settings across multiple DCA jobs.
Depending on testing requirements, you can create additional profiles to test alternate locations and/or compliance
settings for RTO and RPO tracking.

Edit Data Copy Access Jo
Job Name  Data Copy Access Job
1. Select Assets 2. Define Job Options 3. Define Schedule 4. Define VM Options
LOCATION AND RECOVERY ASSURANCE SETTINGS JOB OPTIONS
The Lab profile lets you quickly assign location, network and recovery assurance settings Post Custom Script:

Lab Profile: 24H RPQ 1H RTO - Premium v M Post Custom Script Arguments:

Power On Timeout:

TARGET LOCATION

Default Suffix:
Host 10.21.88.25 Recovery Network VM Network
Resource Test Network Sandbox

Datastore Appliance Network ens192

COMPLIANCE SETTINGS

Recovery Point Objective (RPQ) 24 Hour(s)

Recovery Time Objective (RTO) 1 Hour(s)

Manage Lab Profiles to configure Target Location and Compliance Settings.

© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM



Once the job inventory and lab profile have been configured, you will need to set a custom schedule for testing and
configuring VM Options. Configuration of VM Options is used to perform a number of different tests, from verifying
service profiles, reconfiguring the recovery VM and executing application-level tests to validate data integrity and
service functionality. This deep level of testing certifies backups at the application level. You can leverage 50+
canned application test scripts or write your own custom arguments.

The screenshots below show the job inventory and a summary of the VM Options configuration
and drill down into advanced configuration options for our SQL server LABSQLT1.

Customize settings for each
individual recovery instance.

Options Location

Recovery Name LABSQLI

A guided wizard assists in configuring oeees AT e TSR
boot orders, defining credentials, BactOncer 2

application tests, and more under the sty (Wines) =

Define VM Options step. O sweoweron @

[l Reconfigure CPU and Memory

CPU
Memory (MB}

Guest Credentials: lservice Admin v & Manage Credentials

Please select the type of application test -

Microsall Exchange Maibox Transpon Submission (MSExchangeSubmisson)
Microsoft Exchange Throttling (MSExchangeThrotting)
Microsoft Exchangs Transport (MSExchangeTransport)
Micrasofl Exchange Transpor Log Search (MSExchangeTransportLogSearch)
Microsoft Exchange Unilied Messaging (MSExchengelUM)
Microsoft SQL
Run S0L Query
Check SOL instance status

Hetwork

Pi'!nhoshﬂP

o Wt danics

‘_:neckH'l"l'F_l.liL
" Nets rcin Bomain Seves 016 Choose from more than 50 canned

Active Directory Web Senice (atws)

o s application tests and/or write your own
115 World Wide Web Publishing Server (wisvc) . . 0

scripting to further customize

your tests.
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Data Copy Access automates testing for both simple and complex environments to provide 100% proof and
confidence in your recovery to come. The job runs according to the defined schedule and produces two key reports:
Recovery Assurance and Compliance. Reporting functionality is native to the appliance; you do not need to add
proxies, third-party databases or resources beyond the configured testing location (for on-virtual host testing). You
can export either report in .csv or .pdf formats directly from your appliance.

Recovery Assurance details the results of the application-level tests and indicates results as Successful/Warning/
Failure. The Compliance Report presents results from RTO & RPO tracking as either Success (meets RTO and RPO)
or Failure (fails to meet RTO, RPO or both). Insights from testing results can be used to adjust schedules and/or
backup approaches to better meet compliance, address environmental issues impacting restore and identify any
bad backups in advance of needing them for recovery efforts.

VMware DR Testing

Recovery Step Result Start Time End Time

g
H
i

~ B VMware DR Testing @ successful 12/29/2023 05:00:01 am 12/29/2023 05:19:55 am Finish
< Get Job Properties © successful 12/29/2023 05:00:02 am 12/29/2023 05:00:05 am

> U start Instant Recovery © successful

Fi

12/29/2023 05:00:05 am 12/29/2023 05:08:55 am

> [ Reconfigure VM @ successful

]

12/29/2023 05:08:55 am 12/29/2023 05:09:05 am

~ @ Poweronvm @ successful 12/29/2023 05:09:05 am 12/29/2023 05:18:46 am

Ed

~ ¥5 Boot order: group 1 © successful 12/29/2023 05:09:05 am 12/29/2023 05:15:13 am

~ @ pci @ successful 12/29/2023 05:09:05 am 12/29/2023 05:15:13 am

¥

B Active Directory Domain Service (ntds) © successful 12/29/2023 05:14:46 am 12/29/2023 05:14:56 am

¥

B DHCP Server (dhepserver) @ successful 12/29/2023 05:14:56 am 12/29/2023 05:15:04 am

]

¥

E DNS service (dns) @ successful 12/29/2023 05:15:04 am 12/29/2023 05:15:13 am

~ ¥5 Boot order: group 2 © successful 12/29/2023 05:15:13 am 12/29/2023 05:17:02 am

Each step in the recovery process is detailed, from which
you can identify potential risks and errors, and perform any
remediation required prior to an actual DR event.
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Compliance Details : Data Copy Access Job [2]

Name Job RPO Actual RTO Actual RPO RTO Profile
LABDC1 Data Copy Access Job ° 12h 38m °5m 1h 24HRPO 1HRTO - Pr... *
LABAPP1 Data Copy Access Job @ 12h38m @ 1om 1h 24HRPO 1H RTO - Pr...

LABSQL1 Data Copy Access Job @ 12h37m ®sm 1h 24H RPO 1H RTO - Pr...

Machine spin-up and application-level tests are executed and RTO
is validated. Recovery Assurance tests your most recent backups,
providing you with an RPO relative to your testing schedule.

In addition to orchestrating Recovery Assurance, the Data Copy Access job also offers Instant Lab and Failover
modes. Instant Lab enables access to production data in fully functional virtual machines (VMs) contained within
preconfigured, isolated testing labs. Prior to restoring machines into production, the Instant Lab may be used

to spin up machines from backups for additional testing. This may include the use of third-party cybersecurity
tools to perform scans and ensure that backups being used in recovery efforts are clean and free of malware or
ransomware, in addition to Recovery Assurance tests that validate functionality.

© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM
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DETECT

Early generations of ransomware detonated their payload upon infection of a
system, immediately encrypting data through transparent background processes.
Once complete, the malware deletes the encryption key and holds data at ransom,
usually demanding payments in stages based on pre-determined time limits. As the
ransom goes unpaid, the malware starts to delete files at random to put pressure on the
victim. If the ransom still isnt paid at the expiration of the time limit, malicious actors destroy
their side of the key, leaving the data irreparably damaged.

Both industry experts and IT practitioners have long touted backup (collectively, “backup” may refer to dedicated
backups, replicas or snapshots) as the best defense against ransomware. Unfortunately, cybercriminals know this as
well and ransomware merchants are constantly trying to up their game to overcome security and backup defenses.
The latest innovations in ransomware include variants designed to overcome backup defenses with phased attacks
that aim to defeat backups in a number of ways, typically including the use of gestation periods or dormancy.'

While conventional ransomware attacks usually demand ransom after data encryption, novel attacks often utilize
a double-pronged strategy. The attackers first gain access to the victim’s network without their knowledge and
spread laterally as far as possible, exfiltrating the maximum organizational data. It's only then they will carry out
ransomware deployment. The damage would have already been done by the time the victim learns about the
infiltration. When organizations refuse to pay the ransom, the hackers release portions of the data to heighten the
pressure on them. The report by BlackFog found that 89% of ransomware attacks exfiltrate data, making them a
growing concern for businesses of all sizes.

Unitrends appliances are constantly on the search
for ransomware threat conditions.

14
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The three critical aspects of these sophisticated attacks are:

01

Gestation

Modern ransomware does

not detonate and encrypt
immediately. The gestation
period is designed to give the
malware time to spread as widely
as possible from machine to
machine, typically by using the
permissions of the systems it
has infected. It's also the time
during which data exfiltration is
carried out.

02

Deletion

Once the ransomware has
spread as far as it can, the

next phase involves deleting
network-accessible backups.
Backup files have known
signatures that make them easy
to target and encrypt. In addition
to targeting file signatures,
ransomware uses APIs published
by backup vendors to delete
backups autonomously.

(T

03

Dormancy

Once spread, ransomware
typically does not encrypt or
delete backups immediately. With
access to data, threat actors may
begin extracting data to later

use for extortion. The malware
may lie dormant for one, three,
six or even “n” months before
detonation. Dormancy poses a
challenge because malware is
backed up along with legitimate
data, creating an attack loop.
When infected backups are used
in recovery, the malware remains
present and will detonate again.™

In the fight against ransomware, early detection means faster recovery. Backup vendors are increasingly making
use of predictive analytics and machine learning to recognize possible attacks and alert administrators of abnormal
fluctuations of data as backups are ingested. This provides visibility beyond antivirus and security tools since
traditional AV solutions compare the code they scan to the code that exists in their database. This means that it
may be months before AV providers catch up to newer variants, to say nothing of zero-day threats. Traditional
security tools are not sufficient as a standalone defense. In fact, most organizations infected with ransomware

run up-to-date endpoint protection.

Unitrends appliances are constantly on the search for ransomware threat conditions. Predictive analytics and
machine learning run during every backup, analyzing data based on a number of heuristics, including data entropy
(the randomness of file changes, not just change rates), to identify backups infected with ransomware. Upon
detection, email and dashboard alerts are immediately sent to administrators and all suspected backups are
flagged with an icon in the Ul to prevent recovery attempts using infected backup files.

© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM
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The below screenshot is an example of the dashboard alert. Unitrends communicates the
potentially infected systems, the appliance that detected the anomaly, the process during
which abnormalities were detected (in this case, a Backup Job), as well as the initial date of the

alert and subsequent updates. Use this information in coordination with Backup History and

Recovery Assurance reports to identify your most recent, clean, recoverable backup point.

The predictive analytics engine has detected anomalies on the following systems
which probabilistically matches the behavior of systems impacted by Ransomware. It
is recommended to check the systems for malware and recover them to the latest
available backup, if malware is confirmed. For more information please refer to KB
article https://helpdesk. kaseya.com/hc/en-gb/articles/4407510083601-How-
Unitrends-helps-detect-and-recover-from-a-ransomware-attack. Systems: FILESRV1

Date: 12/27/2023 02:05 AM
Last updated: 12/27/2023 02:05 AM
Alert Source: Backup

Appliance: SEA-UB1-3fdb1d7beaea

Dismiss Alert [4 Knowledge Base

Example of a Unitrends Ransomware Detection alert,
identifying system, time detected and alert source.

The icon at the top of your Ul displays as a red skull icon
when a predictive analytics engine alert is triggered.
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RECOVER

Unitrends helps protect the backup environment — from a hardened appliance
kernel to various options for offline, immutable storage — against ransomware
in a number of ways. However, no defense is 100% effective. The hardened platform

in conjunction with our predictive analytics engine and automated Recovery Assurance
testing provides insights into the onset of an attack as well as identification of clean
recovery points.

Should you fall victim to a ransomware attack, it is critical to isolate the infection to stop
the spread before working towards recovery. In response to an attack, consider the
following steps:

Isolate impacted systems

Unitrends uses predictive analytics for ransomware detection that gives you a leg up when

combating fast-moving attacks before they propagate fully. The success of a ransomware attack

is predicated on how quickly it can spread across your network. Responding as quickly as possible

can greatly impair the infection from spreading and reduce the impact on your organization.

Upon detection or suspected infection, first isolate all devices in question from other computers

1 and storage devices. Shut down infected machines and disconnect them from all network
communications, both wired and wireless, and remove any external storage devices. Be warned that

there may be more than one “patient zero” and malware may be lying dormant or not yet visible on

some systems. Treat all connected and networked devices with an abundance of caution and apply

measures to ensure asymptomatic systems are not infected. Powering off any devices that have

not yet been infected can help contain the damage. Additionally, suspend all backup schedules until

you have a full understanding of the infection origins and spread, and have completed all security

forensic efforts to identify impacted systems and any potentially affected backups.

17
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Identify the ransomware

Ransomware will often identify itself when it asks for ransom. A number of online resources are
available to help you identify the ransomware. Identifying the strain helps to understand how the
malware behaves, what files it encrypts, where it hides its code within your device(s), and what
2 options may exist for removal and recovery. You may start by assessing any machines that were
accessed by “patient zero.” Checking the ransomware registry will help identify encrypted files since
the malware uses the registry to know which files to decrypt when the ransom is paid. Consult your
security team or the proper authorities to conduct forensics. Identification of the ransomware strain
is also useful when reporting the attack to the authorities, which is a recommended step.

Report the attack

3 The FBI encourages victims to report ransomware incidents regardless of the outcome. This provides
law enforcement and cyber defense organizations with a greater understanding of the threat and
may prove useful in investigations and other ongoing cases.

Validate your backups

As discussed previously, advances in ransomware include operations to disable or damage backups.
In preparing for recovery, you must ensure you have clean, validated backups. Unitrends Recovery
Assurance testing validates backups down to the application level. Combine this with predictive
4 analytics to identify the time at which anomalies were detected. You can cross-reference Recovery
Assurance and alert timestamps against your Backup History report to identify backups that may be
atrisk. See the below screenshot for an example of filtering columns on the Backup History report to
show all backups of the protected asset (LABDC1) that have been certified by Recovery Assurance in
the defined date range.

Backup History @

B+ Expt FOF | [ Expor 2V

s oy peateched azsed wiznin the
Dt Range 120402023 - 122075093 Cratec: Darsmisar 26, 2073 S:57 43 Fi

Aoplirce: S ———

Protectsd Asswl -~ Dulabees/VM Star Dute Endd Dutw o Jobs Name
Frotected As: [T Start Date Erd Dats s Name

Dec28, 2023101, DecZoanzilid. K

Dec20, 2033 1Z00.  Doc0,30231202.  Fapard LABHY3

Dec 2B U3 101 . [ReZA 033106 Auwers-WEEAL

Do 220120 DeeBLINEI2M kb

U2 AEA T . DecTLIUEITON. Wewee el

DecI7, 23120 DecZT.aZ3IZ0Z.  haperd-LABHYT
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Should you need to recover further back than your on-appliance retention, import data from
Backup Copies that were replicated to an immutable target such as the Unitrends Cloud or
removable hard drives.

Confirm retention

Investigation, analysis and remediation efforts take time following a ransomware attack. These

5 timelines may be impacted when engaging with cyber insurers as well. During this time, it may be in
your best interest to extend on-appliance retention (retention of local backups) so that backups do

not expire prior to completion of remediation efforts, thereby ensuring you have clean, recoverable

backups from prior to the infection.

Determine your options
The required recovery efforts following an attack will vary from case to case. When the infection is

6 caught early on, replacing infected files may prove sufficient.

In other cases, rebuilding a portion or the totality of your environment may be
required. After an attack, you have several options:

Pay the ransom

Authorities and industry experts agree it's generally a bad idea to give in to the
ransom demand and pay up. Payment encourages further criminal behavior and
emboldens the attackers with each successful ransom paid, perpetuating the cycle
and increasing the ransoms demanded of future victims. As per the recent report,
ransomware groups are using multiple extortion strategies to maximize damage to
victim organizations.™ In many cases, decryption does not go as expected either.
The encryption methods used by these malwares are not always clean.

Do nothing and accept the data loss

Organizations who lack a sound business continuity and disaster recovery strategy,
or are unable to find a decryptor, may choose not to recover their damaged

files. Naturally, a strong ransomware remediation plan should be developed,
implemented and tested following any such attack to ensure rapid response and
recovery in the event of a future attack.

19
© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM



Try to remove malware, select restores of affected system(s)

Depending on the type of ransomware, removal ranges from simple to impossible.
Lightweight scareware attacks install a malicious program that can be removed in minutes,
but the more common and well-known variants fall into the filecoder or encryption
ransomware category. These are much more challenging to remove. While you may manage
to remove the malware itself, you still need to decrypt valuable files to access your data.
Rather than deleting your data, the malware encrypts and holds it hostage until you pay for
the decryption key. Every filecoder has its own method of encryption, making it more difficult
to remove than other forms of malware. Compounding this problem, most ransomware
deletes itself after a period of time to avoid being studied and decrypted. If you're able to
identify which type of ransomware has infected your system, you may find a legitimate
ransomware decryption tool, such as those offered by Avast Antivirus and others. Should
you look for a decryptor, proceed with caution. Ransomware often uses enterprise-grade
encryption, which is impossible to crack. There's a criminal aspect to decryption as well,

with threat actors looking to take advantage of people in this situation by tricking them into
downloading more malware under the guise of fast, effective decryption.

Wipe system(s) and rebuild from backups

The most reliable way to be certain that ransomware has been eliminated from a system is to
completely wipe all devices and reinstall from scratch. Reformatting hard drives will ensure
no remnants of malware remain on the system. A complete rebuild is an intensive effort and
you may be tempted to use a System Restore point to bring a machine back to a running
state. This is not recommended, however, since ransomware often buries itself into obscure
places throughout the system making it difficult to root out. This may include hiding in Temp
folders, .INK files and the Windows Registry, where the malware modifies registry keys to
establish a foothold within the network and deploy additional malware each time the OS

is launched. Recovery from (tested) backups ensures you can restore affected machines to
their most recent, clean recovery point. Comprehensive testing, as with Unitrends Recovery
Assurance, is critical to any ransomware remediation strategy.

Unitrends helps protect the backup
environment — from a hardened appliance
kernel to various options for offline,
immutable storage — against ransomware
in a number of ways.
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https://www.avast.com/ransomware-decryption-tools#mac

UNITRENDS RECOVERY

There are a number of backup approaches you can leverage with Unitrends
to meet the needs of your environment. As outlined in the “Protect” section,
Unitrends supports File, Image, Host and Application-level backups. Your recovery
goals (RTO, RPO, granularity, flexibility) should be used in part to inform your backup
strategy. While the options detailed here are not all-inclusive, we have identified a few key
recovery processes that may prove valuable in recovery from a ransomware attack.

Consult the Unitrends Administrator Guide for additional documentation and consider the
following recovery approaches:

Instant Recovery

In the wake of an attack, it is imperative to respond as quickly as possible to stop the infection,
investigate, remove the threat and recover. Once you are ready to restore impacted systems,
Unitrends Instant Recovery enables you to quickly recover VMs running any operating system.
Instant Recovery enables you to recover a failed machine from VMware or Hyper-V Host-Level
backups or from a Windows Image-Level backup. To perform instant recovery, you specify the
recovery point (from a backup or backup copy) and a target location where the recovered VM
will reside. Unitrends creates a disk image recovery object directly on the appliance and spins up
a new VM on the target host. By directly injecting data into the recovery object, your VM will be
available in minutes. After creating the recovered VM, instant recovery migrates data from the
on-appliance recovery object to the new VM. The recovered VM remains fully operational during
the migration.

Supported Backup Types

Host Level (VMware*, Hyper-V*), Image Level (Windows*)

*See the Compatibility Matrix for details.
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Granular Item (File/Folder) Recovery

Should the infection be caught early on and contained to specific systems, removing the malware
(as discussed above) and recovering any infected files may prove sufficient. You can recover and
restore individual files and/or folders from File, Image and Host Level backups by searching the
file tree of any protected asset or by searching for specific parameters with indexed file search.
See the screenshots below for an example of Unitrends Search File function to easily locate and
restore files.

Search Flles

1, Sarch Pl 2 Recover Opfioin.

SEARCH OFTIONS

Saarch for e wihin avisting batkups o backup copne

Use the sebrch opfions 1o Snd indeodusl fles ans fokders

search Fies

Customize your search based on
Type, Asset, File String (wild cards
supported), Date Range and File
Size. Select one or more files from
the same backup to recover.

Tokat Sclected 5
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Once files have been selected for recovery, determine the target recovery location and place files specifically within
the Directory, and adjust Advanced Options as needed.

Search Files
1. Search Files
RESTORE TARGET ADVANCED OPTIONS
Select where to restore files. Commands to run pre-restore
Asset FILESRV1
Directory C:/Users/Public/Documents/ owse Commands to run post-restore

EXCLUSIONS

Preserve directory structure
Exclusion Pattern

Overwrite existing files

() Restore newer files only

[0 Set fie dates to today

UNIX text conversion

Recover to the original target or another asset, set Directory path and
Advanced Options as required.

Supported Backup Types

File Level*, Image Level*, Host Level*, Application Level*

*See the Compatibility Matrix for full details.

23
© 2024 UNITRENDS // ALL RIGHTS RESERVED // WWW.UNITRENDS.COM


https://unitrends3.wpengine.com/compatibility-matrix-2/

Bare Metal Recovery

Unitrends Bare Metal technology is used for disaster recovery of protected assets. Bare

Metal Recovery (BMR) enables you to perform disaster recovery directly from a file-level or
image-level backup. For Windows assets, Unitrends provides Unified Bare Metal protection,
which reduces recovery time, provides additional recovery points, increases on-appliance
retention (by eliminating the need for bare metal backups) and simplifies the DR process.
Unified BMR is performed by using the Bare Metal Recovery Wizard and standard 32-bit

and/or 64-bit ISO images, eliminating the need to create bare metal ISOs for each protected
asset. In many cases, recovery to dissimilar hardware is supported. See the Compatibility Matrix
for all systems supported with Bare Metal Recovery.

&
>

Supported Backup Types

File Level (Windows, Linux, pSeries/AlX, Solaris SPARC, etc.)*, Image Level (Windows)*

*See the Compatibility Matrix for full details.

CONCLUSION

Defense against ransomware requires a multipronged, continuous effort in the form of end-user training and
awareness, security controls and a well-tested BCDR strategy. As part of your BCDR solution, Unitrends provides
protection against and recovery from these advanced threats via our five pillars of defense: Secure, Protect, Test,
Detect and Recover.

IF YOU'RE INTERESTED IN LEARNING MORE ABOUT
WHAT UNITRENDS CAN DO FOR YOU AND YOUR ORGANIZATION,

GET IN TOUCH WITH US TODAY.

DISCLAIMER

1. This document is intended as an educational tool to supplement, not replace, existing ransomware response,
remediation and disaster recovery plans.

2. This template is made available “as is,” without warranty, and is free from liability for damages resulting from
the use of the information provided in this template.

3. Customization of the template, strategies and techniques defined within, and testing of your remediation and
recovery plans, is a requirement for success.
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