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Chapter 1: Welcome

Virtual System Administrator™ User Guide
Some things to keep in mind as you navigate the user guide:

® Enable Internet Explorer to accept cookies and JavaScript.

® (Click ? to display context-sensitive help for the currently selected function.

Additional Documentation

See these additional documentation resources:

HTML

® Release Notes

® System Requirements

® Platform Configuration and Prerequisites

® |nstallation & Upgrade Guide

® Standard Solution Package

® REST API User Guide

e VSAWSDL API User Guide

Modules Guides (PDF)

You must have Acrobat Reader installed on your system to view PDF files.
* Agent (pdf)

® Agent Procedures (pdf)

®  Audit (pdf)

® Configuration (pdf)

® |nfo Center (pdf)
®  Monitor (pdf)

® Remote Control (pdf)

® System (pdf)

® Ticketing (pdf)
® Database Views (pdf)

® VSA Glossary (pdf)

www.kaseya.com

23

Chapter 1: Welcome



https://www.kaseya.com/
http://help.kaseya.com/webhelp/EN/RN/index.asp#VSAReleaseNotes.htm
http://help.kaseya.com/webhelp/EN/VSA/9050000/reqs/index.asp#home.htm
http://help.kaseya.com/webhelp/EN/VSA/9050000/Install/index.asp#10277.htm
http://help.kaseya.com/webhelp/EN/VSA/9050000/Install/index.asp#home.htm
http://help.kaseya.com/webhelp/EN/SSP/9050000/index.asp#11220.htm
http://help.kaseya.com/webhelp/EN/RESTAPI/9050000/index.asp#home.htm
http://help.kaseya.com/webhelp/EN/SOAPAPI/9050000/index.asp#home.htm

24 Virtual System Administrator™ User

Guide
9.5 | June 2019

Quick Start Guides (PDF)

® Agent Deployment (pdf)

® Live Connect, Kaseya Remote Control, Quick View, User Portal (pdf)

® Log Parsers (pdf)
® User Administration (pdf)

®  Monitoring Configuration (pdf)

® (etting Started (pdf)

® Custom Reports (pdf)

Kaseya University

See the Kaseya University for training options.

Support
® See "Request Support" on page 524 for support options.

® See user guides for other products.
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Chapter 2: Configuration

In this chapter:

® "Configuring the server"

® "System security"

®  "Minimum system requirements" on page 26
® '"Updating or moving the VSA" on page 26

® "Logon and browser settings" on page 26

Configuring the server

The server is the heart of the system. Users access all functions through this server's web interface. The agents, on all
managed machines, connect to this server to get any instructions/tasking orders. Your server must be accessible to both
users and agents.

For configuring the server, see the latest installation instructions.

System security

We designed the system with comprehensive security throughout. Our design team brings over 50 years of experience
designing secure systems for government and commercial applications. We applied this experience to uniquely combine
ease of use with high security.

The platform’s architecture is central to providing maximum security. The agent initiates all communications back to the
server. Since the agent will not accept any inbound connections, it is virtually impossible for a third party application to
attack the agent from the network. The system does not need any input ports opened on the managed machines. This
lets the agent do its job in virtually any network configuration without introducing any susceptibility to inbound port
probes or new network attacks. VSA also creates a certificate to authenticate agents.

The VSA protects against man-in-the-middle attacks by encrypting all communications between the agent and server
with AES 256 using a key that rolls every time the server tasks the agent. Typically at least once per day. Since there are
no plain-text data packets passing over the network, there is nothing available for an attacker to exploit.

Users access the VSA through a web interface after a secure logon process. The system never sends passwords over the
network and never stores them in the database. Only each user knows his or her password. The client side combines the
password with a random challenge, issued by the VSA server for each session, and hashes it with SHA-256. The server
side tests this result to grant access or not. The unique random challenge protects against a man-in-the-middle attack
sniffing the network, capturing the random bits, and using them later to access the VSA.

Kaseya uses TLS for all secured HTTP and WebSocket connections. See the following security related topics for more
information:

® Using Security Certificates
® |mporting a Security Certificate

® Automatically redirect to https at logon page
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Minimum system requirements

See up to date minimum system requirements.

Updating or moving the VSA

If you are updating from an earlier version of Kaseya to this version, or want to update or move your existing K2 server to
the latest version, see the latest installation instructions.

Logon and browser settings

To logon to Virtual System Administrator™
1 Use your browser to display the logon page of your VSA server.

2 Enteryour user name and password.

Note: For initial logon, use the master user account name and password entered during installation.

3 Check the Remember my username and domain (if any) on this computer checkbox to save the username and
domain name to a cookie on the local computer so you don't have to re-enter each time you log in. The password is
not stored.

Note:  The Discovery add-on module can be used to manage VSA user logons and Portal Access logons using

domain logons.

4 Click the Logon button.

Note:  To prevent unauthorized access after making configuration changes, log off or close the session by
terminating the browser application.

Enabling browser cookies, JavaScript and popups

Your browser must have cookies and JavaScript enabled in order to proceed. Popups for the VSA website are
recommended. See these procedures for details:

® '"To enable cookies in Internet Explorer 10, 11"

® '"To enable JavaScript in Internet Explorer 10, 11"

® '"To enable popups in Internet Explorer 10, 11" on page 27
® '"To enable cookies in Firefox" on page 27

® '"To enable JavaScript in Firefox" on page 27

® '"To enable popups in Firefox" on page 28

® "To enable cookies in Chrome" on page 28

® '"To enable JavaScript in Chrome" on page 28

® '"To enable popups in Chrome" on page 28
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To enable cookies in Internet Explorer 10, 11

o A W N B

Click the Tools menu or gear icon.
Select Internet Options.

Switch to the Privacy tab.

27

Select a privacy setting no greater than Medium High (i.e. the setting must not be High nor Block All Cookies).

Click OK.

To enable JavaScript in Internet Explorer 10, 11

0o N o o A WON B

Click the Tools menu.

Select Internet Options.

Switch to the Security tab.

Click on Internet in the Select a Web content zone.
Press the Custom level... button.

Scroll down to the Scripting section.

In Scripting of Java applets, click the Enable option.

Click OK.

To enable popups in Internet Explorer 10, 11

o O A W N PP

Click the Tools menu.

Select Internet Options.

Switch to the Privacy tab.

Click Settings. The Pop-up Blocker Settings dialog displays.

Enter the URL or IP address of your VSA in the Address of website to allow field.

Click Close, then OK.

To enable cookies in Firefox

A WO N -

5

Click the Firefox menu.
Select Options.

Switch to Privacy settings.

Set History to Remember History. (You can also Use custom settings for history and make sure Accept cookies

from site is checked.)

Click OK.

To enable JavaScript in Firefox

1
2

Click the Firefox menu.

Click Addons.

www.kaseya.com
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4
5

Click Plugins.
Click the Java plugin to select it.

Select the Always Activate option.

To enable popups in Firefox

N OO o~ WN P

Click the Firefox menu.
Select Options.
Switch to the Content tab.

Click Exceptions... The Allowed Sights - Pop-ups dialog displays.

Enter the URL or IP address of your VSA in the Address of web site field.

Click Allow.
Click Close, then OK.

To enable cookies in Chrome

o o1 A W N P

Click the Wrench icon.

Select Settings.

Click Show advanced settings.

In the Privacy section, click Content settings.

Select the Allow local data to be set (recommended) option.

Click OK, then Close for all the parent dialogs.

To enable JavaScript in Chrome

N OO o~ WN e

Click the Wrench icon.

Select Settings.

Click Show advanced settings.

In the Privacy section, click Content settings.

Select the JavaScript feature.

Select the Allow all site sites to run JavaScript (recommended) option.

Click OK, then Close for all the parent dialogs.

To enable popups in Chrome

A WO N BB

Click the Wrench icon.
Select Settings.
Click Show advanced settings.

In the Privacy section, click Content settings.
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Select the Pop-ups feature. (You may have to scroll down to see it.)

Select the Do not allow any site sites to show pop-ups (recommended) option.

5

6

7 Click Manage Exceptions... The Pop-up Exceptions dialog displays.

8 Inthe Add new hostname pattern edit box at the bottom of the list, enter the URL or IP address of your VSA.
9

Set Action to Allow.

10 Click OK, then Close for all the parent dialogs.

www.kaseya.com Chapter 2: Configuration
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Chapter 3: Getting Started

In this chapter:

"VSA modules"

"Page layout" on page 32
"Notification bar" on page 35
"Toolbox" on page 37

"Status Monitor" on page 38
"Administrator Notes" on page 39
"Bookmarks" on page 40

"User Menu" on page 40

"Color Scheme" on page 544
"Agents" on page 50

"Check-in Icons" on page 41
"Live Connect" on page 42

"Quick View" on page 44

"Agent Badges" on page 459
"Data Table Column Options" on page 44

"Learning More" on page 45

VSA modules

All VSA functions can be accessed through modules located along the left side of the user interface. Within each module
are the core functions that allow users to perform a variety of tasks on remotely managed machines and the Kaseya
Server.

www.kaseya.com
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Agent Procedures

Patch Management

Folicy Management
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P ©QC0DOC

Anti-Mabware Rermote Control
Antivirus Security
Audit Senvice Billing
Authamyil Senvice Desk

w*a
Backup w  Software Deployment

Cloud Backup Software Management

Cata Backup Systemn

Cesktop Management System Backup and Recoveny

DGO eOQ

D &b

- LY Discovery Tenant Management
J Info Center 3 Ticketing

QW R obility 9 Time Tracking

Q Monitor %:: wPro

% Metwork Monitor

Page layout

The user interface of the VSA is designed to be flexible while streamlining the choices a user makes.
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® Navigation Panel - The module tabs and function panes are combined into a single expandable-collapsible explorer
like navigation panel.

® Navigation Modes - Two modes are available:
— Tree-Based - Allows you to select and expand individual folders within a module.

— Classic - Displays one module at time. Defaults to fully expanded. Defaults to a collapsed folder view which
can then be selectively expanded.

® Selector Panel - Many VSA functions display a middle selector panel to select one or more records. The selector
panel can be scrolled, filtered and sorted independently from any other pane.

® Data Panel - On the right hand side of the screen, is a data panel designed as a series of tabbed views, providing
quick access to each property or data view no matter how complex a function might be. Many of the tabs have
fields you can edit and buttons that provide additional functionality.

® Module Selector - At the top of the navigation panel is a module selector. Clicking the visible module displays all
the installed modules in the VSA. Clicking any of the other modules selects that module and displays the folders
and functions within that module the user has access rights to see.

® Notification Bar - Displays the status and counts for categories of notifications. Notifies you when a specified RSS
feed has been updated.

® Notification Maintenance - Customizes the display of notifications, by category.

® Toolbar - The toolbar, just above the module selector, provides instant access to the global functions Show
Bookmarks, Add Bookmark, Help, Status, and Notes. This feature can be hidden using the gear icon in the top right
corner of the "Notification bar".

® Search Navigation - Enter a string to find all navigation items that match the string. This feature can be hidden
using the gear icon in the top right corner of the "Notification bar".

® Expand/Collapse - A << icon on the right side of the toolbar collapses the navigation panel. Once collapsed a >>
icon expands the navigation panel.
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Selector Panel Buttons - At the top of the selector panel is a page-specific button bar. Typically these buttons

include creating, editing and deleting records listed in the selector panel. Additional buttons display, depending on
the page and your logon access rights.

Page Selector - If the selector panel list is longer than one page, the page selector enables you to browse through
multiple pages. You can set the number of rows displayed on each page.

® Site Header - A customizable site logo and header text displays in the upper left corner.

Machine Search - Enter a string without spaces into the edit box and all machine names containing that string
display in a drop down list.

Role/Scope Selector - Selects the combination of role and scope that is currently active for your logon. If you have
more than one role or scope available to you, you can switch roles or scopes anytime during your logon.

Logged On User / Logoff - Displays the username of the user currently logged on and a logoff link.

Unread Messages - The number of unread messages displays in the upper right corner. You can click this counter at
any time to display your VSA inbox immediately.

® Timers - Records time entries that can be applied to timesheets and other work type records.
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® Machine ID / Machine Group Filter - If a page displays an agent list, then the Machine ID / Machine Group filter
displays at the top of the page. The filter enables you to limit the list of agents displayed on the machine, by
individual machine, machine group, organization or by view definition.

® Folder/ Object Trees - Certain functions display a folder tree in the selector panel instead of list of records. Typically
two folder trees are provided, one Private and one Shared, but sometimes only the Shared folder tree displays. You
can create new objects in these folder trees, and in the Shared folder tree, share them with other users.

® Tree Filter - All folder trees panels can be filtered by entering a string into the tree filter.

® Agent Lists - Agents lists display on many VSA pages. In the new user interface, agents frequently display in one of
the tabs in the data panel on the right side of the page.

® Tab Specific Buttons - Any tab in the data panel on the right side of the page can display a tab specific set of
buttons. Tab specific buttons affect the child record just below it. For example, when you want to run an agent
procedure immediately, you select the procedure in the folder tree in the middle panel, then select one or more of
the agents in the tab, then click the "Run Now" tab button to execute the agent procedure.

® Collapsible Regions - Panels, tabs and dialogs are sometimes segmented into collapsible regions. Clicking the
down arrow lets you hide that region of the user interface. A collapsed region displays an expand button, enabling
you to expand that region again.

Notification bar

A notification bar displays at the top of the VSA window and is visible from any module. The bar's icons provide
immediate notifications throughout the VSA environment.

2 B9 W © B o000 | He Timer Furning | | B, bcmin e ()
14 online

13 online Permanent
1 oniine Temporary
1 offing
1 offlime Permanent
0 oifline Terporary
T Enim Assets

16 Tatal Licensed

0 mever checked-in

Types of notifications include:

® Service Desk tickets - Multiple notification icons can be created for different desks, groups of desks, or other filter
criteria.

® RSS announcements - Multiple icons for different RSS feeds can be specified.
e System notifications - Includes both critical and warning system-level messages.

® Inbox messages - Multiple icons can be created for different types of inbox message.
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® Agents online / agents offline - Clicking either of the monitor icons displays a list of counts for agents online and
offline, permanent and temporary, KNM assets, total licensed and never checked in. Click View to display the
Agents > "Manage Agents" page.

Machine search

A Machine Search edit box displays on the right side of the notification bar. Enter a string without spaces into the edit
box and all machine names containing that string display in a drop down list. Search strings are matched against the
following types of information:

® (display name

® currentlogin

® J|astlogin name

® mach name

® admin contact

® contact name

® contact phone

® contact email

® jpaddress

® ipv6 address

® default gateway

® connection gateway ip

® primary wins server

® dnsserverl

® dnsserve?2

® ostype

® osinfo

® macaddr

® org name

® group name

The drop-down list displays the following information for each machine ID found:
® The computer name.

® The VSA administrator name responsible for this machine ID.
® The contact name for this computer.

® The number of tickets associated with this machine. Click the <.~ icon to display the tickets in a ticket table.

Chapter 3: Getting Started www.kaseya.com
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® The number of alarms associated with this machine. Click the ' icon to display the "Alarm Summary" page for this
machine.

The admin contact, contact name, contact phone, and contact email can all be specified using the Agent > "Edit Profile"
page. All other fields are collected from audits and display on the Agent > "Manage Agents" page or Audit > "Machine
Summary" page.

Notification bar settings

A gear icon % at the far right of the notification bar provides access to Notification Bar Settings, enabling the user to
customize the notification bar. Customization includes:

® Selecting different icons for each type of notification.

® Selecting which system-level warnings you want to be reminded of.

® Setting how "noticeable" the notification is: silent, subtle, or flyout.

® Using the separator bar to group icons.

® Hiding notifications that have no items to show.

You can also move any notification icon left or right simply by dragging it along the notification bar.
Left side navigation

A gear icon %5F at the far right of the notification bar provides access to a Left Side Navigation pair of options.
® Shortcuts - If checked, displays the tool bar above the navigation pane.

® Search Navigation - If checked, displays the search box above the navigation pane.

Alerts

Currently, the only alerts displayed by the notification bar are alerts generated using the Agent Procedures "sendAlert()"
command. Additional types of alerts will be supported in future releases.

Toolbox

The Toolbox provides the user with a common area to access frequently used commands and functions. The Toolbox is
accessible from any module, giving users convenient access to frequently used features of the VSA.

Navigation
Click the Navigation icon to toggle between a single module and multi-module (tree) navigation panel.
Bookmarks

Click the Bookmarks icon Il to display the list of "Bookmarks" you have saved.
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Notes

Click the Notes icon ' to display the User Notes window (see "Administrator Notes" on page 39). User Notes provides a
place to record and retrieve what previous user actions were performed on each machine.

Status

Click the Status icon ‘2 to display the "Status Monitor" window. Status Monitor continuously monitors selected
machines, notifying you when they go online or offline.

Help
Click the Help icon "' to display context-sensitive help for the currently selected function page.

Expand/Collapse

Click the Expand/Collapse icon = to expand or collapse the navigation panel.

Status Monitor
Toolbox > Status

The status monitor ‘22! continuously monitors selected machines, notifying you when they go online or offline. If someone
is currently logged onto the machine, Status Monitor displays their user name in bold along with the IP address of the
machine. Master role users can also display the list of logged on VSA users.

Turn off sound

A unique audible tone sounds each time a machine goes online, machine goes offline, a user logs in, or a user logs out.
Turn these sounds off by checking this box.

Refresh Rate

Refreshes the browser every 30 sec, 1, 2, or 5 minutes. Each browser refresh gets the latest status from Virtual System
Administrator™. To get an immediate update, click the Refresh link.

List logged on users

Uncheck this box to hide the list of users.

Note:  This option is available to master role users only.

Sort By
List machines in any of the following order:

® Connection Gateway - Numerically, left to right, by IP address. Best for grouping machines by how they are
connected on the network.

® Group ID - Alphabetically by group ID.
® Machine ID - Alphabetically by machine ID.
Hide offline machines

Uncheck this box to list all machines. Offline machines have a grayed out icon.
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Administrator Notes

Administrator Notes allows you to log what you did to a machine or group of machines into the system database. The
next time you have a problem with any machine, check the notes and see what other VSA users have done on that
machine. The system time-stamps each administrator note and associates the note with a VSA user name. Open the
notes editor by clicking the Notes icon "' in the "Toolbox", or in "Live Connect (Classic)", "Machine Summary", or "Quick
View (Classic)".

Notes:
® You can print Administrator Notes using Info Center > Reporting > Reports > Logs - Admin Notes.

® Audit > "Documents" provides a different method of documenting a machine, by uploading documentation files
for a specific machine to the Kaseya Server.

Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Machine Group Filter" and the machine groups
the user is authorized to see using System > User Security > "Scopes" on page 514. Check the box in front of the
machines you wish to apply the note to.

Time

Displays the time-stamp when the note was first entered. The time-stamp can be edited by clicking the edit icon El next
to the specific note whose time-stamp you wish to change.

Admin

Logon name of the user that entered the note. If a different user edits the note, this field is updated with the new user's
name.

Delete the note

Delete the note by clicking the delete icon 7 next to it. If more than one machine has the same note entered by the
same user and has the same time-stamp, the system asks if you want to delete all occurrences of the note.

Edit the note

Change a note by clicking the edit icon [ next to it. Click the Apply button to commit the changes. Click Cancel to
restore the original text. If more than one machine has the same note entered by the same user and has the same time-
stamp, the system asks if you want to modify all occurrences of the note.

Note
Displays the user entered note for the selected machine.
Notes per Page

Number of notes to display at a time. Choices are 10, 30, and 100.
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Bookmarks

You can bookmark any item on the navigation pane. Bookmarks are defined by user. If you work with the same set of
navigation items each day, this can save you navigation clicks.

® Click the Bookmarks icon || to display the list of bookmarks you have saved.
® C(Click Organize Bookmarks to create bookmark folders and organize your bookmarks.

® Click Add Bookmark to add a navigation item to your list of bookmarks.

0

I Crganize Bookmarks 0 Add boockmark
= =] Beekmarks

= =5 Links
hanage Agents
Run Audit
Scan Machine

User Menu

Click your VSA user logon name in the upper right hand corner of the VSA to display your User menu.

(s & -
2

Role

Soope 3
Change Logen
Freferences

Logaff

® Role - Lists the "User Roles" you can select. Determines the functions you have access to.

® Scope - Lists the user "Scopes" you can select. Determines the user data you have access to.
® Change Logon - Selects the "Change Logon" page.

® Preferences - Selects the "Preferences" page.

® Logoff - Logs the user out of the VSA and redisplays the logon page.

Note:  Forincreased security, it is recommended that users log off and terminate all browser sessions when not
administering the server.
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Color Scheme

System > Customize > Color Scheme

The Color Scheme page determines the set of colors displayed by the VSA environment. Color Scheme selection applies
to all users within the same partition (see "Software as a Service" on page 683).

To change color schemes:
1 Select a color scheme in the middle pane.

2 Click the Set Scheme button.

Agents

The VSA manages machines by installing a software client called an agent on a managed machine. The agent is a
system service that does not require the user to be logged on for the agent to function and does not require a reboot for
the agent to be installed. The agent is configurable and can be totally invisible to the user. The sole purpose of the agent
is to carry out the tasks requested by the VSA user. Once installed:

® Anagenticon—for example the E agent icon—displays in the system tray of the managed machine. "Agent Icons"
can be custom images or removed altogether.

® Eachinstalled agent is assigned a unique VSA "Machine ID / Group ID / Organization ID". Machine IDs can be
created automatically at agent install time or individually prior to agent installation.

® Eachinstalled agent uses up one of the available agent licenses purchased by the service provider.

® Agents are typically installed using packages created using Agent > Deploy Agents inside the VSA (see "Manage
Packages" on page 70).

® Multiple agents can be installed on the same machine, each pointing to a different server (see "Installing Multiple
Agents" on page 80).

® "Check-in Icons" display next to each machine ID in the VSA, displaying the overall status of the managed machine.
For example, the 3 check-in icon indicates an agent is online and the user is currently logged on.

® (Clicking a check-in icon displays a single machine interface for the managed machine called "Live Connect". Live
Connect provides instant access to comprehensive data and tools you need to work on that one machine.

® Hovering the cursor over a check-in icon displays an agent "Quick View" window immediately. You can view agent
properties, quick launch selected agent procedures, or launch Live Connect from the agent Quick View window.

Check-in Icons

Once a machine ID is created, an agent check-in icon displays next to each machine ID account in the VSA. These icons
indicate the agent check-in status of each managed machine. Click a check-in icon to display Live Connect. Hovering the
cursor over a check-in icon displays the agent "Quick View" window.

B8 online but waiting for first audit to complete

B .
L Agent online

www.kaseya.com Chapter 3: Getting Started



https://www.kaseya.com/

42 Virtual System Administrator™ User

Guide
9.5 | June 2019

I'_'I Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

‘?.J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page
448).

Live Connect

The Live Connect app is a single-machine user interface that runs natively on your local machine, independent of the
browser you are using to log into the VSA. The Live Connect app is designed using a Material Design look and feel.

® The first page you see is the Asset Summary page.

® Multiple icons along the left provide access to other menus or pages.

® You can click the add tab | * |icon to work with multiple menu options for the same machine at the same time.
® Most data lists throughout Live Connect can be filtered and sorted.

® Live Connect sessions continue without user interruption, even if the VSA user logs out of the VSA or the VSA
session times out.

® Enhanced Live Connect features do not display until agents are updated.
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ag-orange-w7...sset Summary £ +
p— ag-orange-w732.root.unnamed
—_— Session Time: 00:00:14
m ag-orange- w?32 root.unnamed g Windows 7 @ Country Unavailable @ Intel(R) Xeon(R) CPU E5530 @ 2.40G...
@ ag-orange-v Bl Frofessional Edition Service Pack 1 uTc -7 2GB RAM
@ Memory/CPU Volumes
| ® CFU ® RAM
: 100% C:\
| s0%
— s .
l /
o 0% g T,y
-
| Agent Procedures + Top 5 Processes i
o Send Message if Logged On X FID Process Name CPU% Memory User
1736 winvnc4.exe 0.0% 1.59MB BUILTIN\Adminisirators
° Lock Workstation X
4 System 0.0% 0.05MB NT AUTHORITY\SYSTEM
o Reboot X
o ° Flush DNS X 364 csrss.exe 0.0% 1.60MB BUILTIN\Administrators
° Shutdown X 404 wininit.exe 0.0% 0.94MB BUILTIN\Administrators
| ., .
sk Before Executing 416 csrss.exe 0.0% 7.63MB BUILTIN\Administrators
@
User Info Last 5 System Events
Current User.
o Info 2016-04-18T23:16:20.000Z Application Experience running
Last Login
) . o Info 2016-04-18T22:53:17.000Z Background Intelligent Transfer Service auto sta..
Contact Name:
Contact Email: o Info 2016-04-18T22:31:52.000Z WinHTTP Web Proxy Auto-Discovery Service sto..

Note:  This updated version of Live Connect replaces "Live Connect (Classic)". Live Connect (Classic) and Quick View
(Classic) can be enabled by setting the Use new Live Connect when clicking the Live Connect button in
Quickview option to No in System > "Default Settings".

Launching Live Connect

® |f you hover the cursor momentarily over the agent icon, the Quick View window displays. You can use Quick View to
launch Live Connect.

® Ctrl+clicking the agent icon launches Live Connect immediately.

® The first time you launch Live Connect, you are prompted to download and install the Live Connect app on your
local computer.

® Youcan also launch Live Connect independently of the VSA using;:
— The "Agent/Asset Browser"
— '"Live Connect Mobile"

— A Custom URL Scheme (for details, see this article: Launching Live Connect Using a Custom URL Scheme)
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Quick View

Hovering the cursor over a check-in icon displays an agent Quick View window immediately. You can use Quick View to:
® View agent properties

® Starta shared or private "Kaseya Remote Control" session

® |aunch an agent procedure

® Launch "Live Connect (Classic)"
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Agent Badges

Add badges to the lower right corner of agent status icons, such as W@ These badges display everywhere the agent
icon displays in the user interface. For example, you could mark a machine with a o badge to indicate the customer

requires a phone call before anyone works on that machine. Or mark a server with a ‘E:’ badge because you should not do
anything to it until after hours.

Select one or more machines on the Agent > Configure Agents > "Edit Profile" page, then click the Icon Badge link at the
top of the page and select one of the available badges. You can define a Special Instructions text message for each
badge. Click the Update button to assign the badge to selected machines.

When you hover the cursor over an agent status icon with a badge, the "Quick View" window displays the Special
Instructions text in the bottom of the window.

Data Table Column Options

Data tables in the VSA typically provide the following column options:
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Current User - |

‘%l Sort Ascending

il Sort Descending
[E3 Columns b

Fitters ]

® Column Selection - Click any column header drop-down arrow =, then Columns to select which columns display in

the table. Click the Sort Ascending 4l orsort Descending %4 icons to sort the table by the selected column
heading.

® Column Sorting - Click the Sort Ascending 4lorsort Descending %} icons to sort the table by the selected column
heading.

® Column Filtering - Click the column drop-down arrow = to enter a filter value for that column. For example enter NS
to find all rows that start with NS in that column. Enter NS%2 to find all rows that start with NS and end with 2 in
that column. You can filter by multiple column filters if you like.

® Flexible Column Widths - Expand or collapse the width of each column by dragging the column header boundaries
left or right.

Learning More

PDFs are available to help you quickstart your implementation of Virtual System Administrator™. They can be
downloaded from the "Welcome" on page 23 topic in the VSA online help.

If you're new to Virtual System Administrator™ we recommend the following VSA QuickStart guides:

® Getting Started

® User Administration

® Agent Configuration and Deployment

® Live Connect, Kaseya Remote Control, Quick View, User Portal
®  Monitoring Configuration

® Custom Reports

See Kaseya University for training options.
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Chapter 4: Agent

In this chapter:

e "Agent Overview" on page 48

e "Agents" on page 50

® "Manage Agents" on page 58

® '"Agent Logs" on page 63

® "Log History" on page 65

® "Event Log Settings" on page 67

® "Screen Recordings" on page 69
® "Automatic Update" on page 69

® "Manage Packages" on page 70

® '"Templates" on page 84

® "Copy Settings" on page 91

®  "Import / Export" on page 93

® "Agent Menu" on page 94

® "Check-In Control" on page 97

e "Edit Profile" on page 100

® "Portal Access (Classic)" on page 102
® "LAN Cache" on page 104

® "Assign LAN Cache" on page 106
® "Set Proxy"on page 107

® '"File Access" on page 108

® "Network Access" on page 109

e "Application Blocker" on page 112
e "Application Logging" on page 114
® "Configuration" on page 114

® "Dashboard" on page 115
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Agent Overview

Functions in the Agent module allow users to create, edit, and delete machine IDs, customize the appearance of the
machine's agent icon =in the "System tray", control agent check-in frequency, and update the version of agent software
that resides on managed machines.

Guide
9.5 | June 2019

Note: If you're new to agent installation, see the Agent Configuration and Deployment Quick Start Guide.

Description
Functions
"Manage Agents" | Displays agent properties and performs a number of functions on multiple agents:
® Update Agents
®* Delete Agents
® Rename (Agents)
® Change Group (Agents)
®*  Working Directory
® Suspend/Resume (Agents)
® Set Credentials
"Agent Logs" Displays logs of:
® Agent system and error messages
® Execution of agent procedures, whether successful or failed.
® Configuration changes made by a user.
® Send/receive data for applications that access the network.
® Application, System, and Security event log data collected from managed machine.
¢ Alarm log
® Remote control log
® |og monitoring
"Log History" Specifies how long to store log data.
"Event Log Specifies event log types and categories included in event logs.
Settings"
"Automatic Updates agents to the latest version automatically.
Update"

Chapter 4: Agent
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Functions

Description

"Manage Creates agent install packages for installing agents on multiple machines

Packages"

"Create" Creates machine ID accounts and/or install packages for installing agents on single machines.
"Delete" Deletes machine ID template accounts.

"Rename" Renames existing machine ID template accounts.

"Change Group" Reassigns templates to a different machine group or subgroup.

"Copy Settings" Mass copies settings from one machine account to other machine accounts.

"Import / Export"

Imports and exports agent settings, including scheduled agent procedures, assigned monitor sets,
and event sets, as XML files.

"Agent Menu" Customizes the agent menu on managed machines.
"Check-In Controls agent check-in frequency on agent machines.
Control"

"Edit Profile" Edits machine account information.

"Portal Access

Sets up accounts to allow machine users remote control access to their own machines.

(Classic)"

"LAN Cache" Designates a machine to act as a file source for other machines on the same LAN.

"Assign LAN Assigns machines to, and removes machines from, a selected LAN Cache machine.

Cache"

"File Access" Prevents unauthorized access to files on managed machines by rogue applications or users.

"Network Access"

Lets you approve or deny network access on a per application basis.

"Application Application blocker prevents any application from running on a managed machine.
Blocker"

"Application Displays a log of Agent module activity.

Logging"

"Configuration" Configures and enables the Live Connect on Demand feature.

"Dashboard" Provides a dashboard view of temporary agent session metrics.

www.kaseya.com
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Agents

The VSA manages machines by installing a software client called an agent on a managed machine. The agent is a
system service that does not require the user to be logged on for the agent to function and does not require a reboot for
the agent to be installed. The agent is configurable and can be totally invisible to the user. The sole purpose of the agent
is to carry out the tasks requested by the VSA user. Once installed:

® Anagenticon—for example the E agent icon—displays in the system tray of the managed machine. "Agent Icons"
can be custom images or removed altogether.

® Eachinstalled agent is assigned a unique VSA "Machine ID / Group ID / Organization ID". Machine IDs can be
created automatically at agent install time or individually prior to agent installation.

® Eachinstalled agent uses up one of the available agent licenses purchased by the service provider.

® Agents are typically installed using packages created using Agent > Deploy Agents inside the VSA (see "Manage
Packages" on page 70).

® Multiple agents can be installed on the same machine, each pointing to a different server (see "Installing Multiple
Agents" on page 80).

® "Check-in Icons" display next to each machine ID in the VSA, displaying the overall status of the managed machine.
For example, the na check-in icon indicates an agent is online and the user is currently logged on.

® Clicking a check-in icon displays a single machine interface for the managed machine called "Live Connect". Live
Connect provides instant access to comprehensive data and tools you need to work on that one machine.

® Hovering the cursor over a check-in icon displays an agent "Quick View" window immediately. You can view agent
properties, quick launch selected agent procedures, or launch Live Connect from the agent Quick View window.

Agent Icons

Once installed on a machine, the agent displays an icon in the computer's system tray. This icon is the machine user's
interface to the agent. The icon may be disabled at the discretion of the VSA user using the Agent > "Agent Menu" page.

Note:  You can fully customize agents icon using System > Site Customization. See "Creating Custom Agent Icons"
on page 548. This includes unique icons for Apple and Linux machines.

Agent icon background is blue

When the agent is running and successfully checking into the VSA, the agent icon's background is blue. Double clicking
the agent icon displays the Portal Access Welcome Page.

Agent icon background is grey

A running agent that can not check into the VSA displays a gray icon. This indicates that either the network connection is
down or the agent is pointed at the wrong address for the VSA.
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If the agent icon is gray check the following;:
1 Verify this machine has internet access.

2 Check to see if there is a firewall blocking the outbound port used by the agent to connect to the VSA. The default is
port 5721.

3 Verify this machine account's Check-in Control settings are correct.

4  Manually set the VSA server address in the agent by right clicking the agent menu, selecting Set Account..., and
filling in the form with the correct address:

Set Agent Account Information E|

Please enter the address of wour management server, This Agent
automatically connects ko the server's IP &ddress or hostname to
ranage yaur syskem,

Machine. Group ID | newmaching, company, companty -org |

Server Address | help . compary . com |

| o, | [ iZancel

Agent icon background is red

The agent icon turns red when a machine user manually disables remote control. VSA users prevent anyone from remote
controlling their machine by selecting Disable Remote Control when they right click the agent menu.

L, S 4236 PM

Agent icon background flashes between white and blue

The agent icon flashes between a white background and its normal background when a message is waiting to be read.
Clicking the icon displays the message. See Remote Control > "Send Message" for an explanation of how to set up the
sending of messages.

Agent menu options

Right clicking the agent icon pops up a menu of options available to the machine user.
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About Agent

Contact Administrator...
whany K 3seya.com ...
Disable Rermote Contral

Set Account, ..
Refresh

Exit

Note: See Agent > "Agent Menu" for a description of how to turn these options on or off.

Disabling the Agent menu

VSA users may completely disable the "Agent Menu" and remove the icon from the machine's desktop.

L, 4036 PM

Machine ID / Machine Group Filter

Machine ID: I:I Q, apply | Machine Grl:lup:| < All Groups = b | ‘-.-’iew:| < No View = hd | ﬁEdit... ¥ Reset
Gntn:| aegizw 02 asgiz.as ¥ | Shnwl 10 % | 1084 machines

The Machine ID / Machine Group filter is available on all tabs and functions. It allows you—rather than an administrator—
to limit the machines displayed on all function pages. The View Definitions window lets you further refine a machine ID /

machine group filter based on attributes contained on each machine—for example, the operating system type. Once filter
parameters are specified, click the Apply button to apply filter settings to all function pages. By default, the Machine ID /

Group ID filter displays all machine IDs in <All Groups> managed by the currently logged on VSA user.

Note:  Even if a VSA user selects <All Groups>, only groups the VSA user is granted access to using System > User
Security > "Scopes" are displayed.

® Machine ID - Limits the display of data on all function pages by machine ID string. Include an asterisk (*) wildcard
with the text you enter to match multiple records. For example, entering the string ABC* limits the display of
machine IDs on all function pages to machine IDs that start with the letters ABC.

Filters the display of machines by machine ID. Enter the beginning of a string to find all machine IDs that match that
string. Include an asterisk at the beginning of a string to find all devices that match that string anywhere in the
machine ID. For example, entering the string *ABC matches all machine IDs that include ABC anywhere in their
machine ID.

® Apply - Click the Apply button to apply filter settings to all function pages.

® Machine Group - Limits the display of data on all function pages by group ID or organization (see "Machine ID /
Group ID / Organization ID"). An organization with only one machine group only displays the machine group in the
Machine Group drop-down list, not the organization. Organizations with multiple machine groups display both the
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organization and all machine groups for that organization. This allows the organization to be optionally selected to
include all the machine groups.

® View -Change views by selecting a different view definition. The View Definitions window lets you further refine a
machine ID / machine group filter based on attributes contained on each machine—for example, the operating
system type.

® Edit... - Click to display the "View Definitions" page.
® Reset-Clears all filtering.

® Goto-When more rows of data are selected than can be displayed on a single page, click the .= and |#= buttons
to display the previous and next page. The drop-down list alphabetically lists the first record of each page of data.

® Show - Select the number of machines IDs displayed on each page.

® (Machine Count) - Shows the machine count, based on filter settings.

View Definitions
Machine ID / Group ID Filter > Edit...

The View Definitions window lets you further refine a machine ID / machine group filter based on attributes contained on
each machine—for example, the operating system type. You can create and name multiple views. View filtering is
applied to all function pages by selecting a View from the drop-down list on the "Machine ID / Machine Group Filter" on
page 52 panel and clicking the Apply Q icon. Options are organized by sections that can be expanded and collapsed as
needed. When an option is set the section remains expanded.

Header options

® Save-Save the selected view.

® Save As-Save the selected view view to a new name.
® Delete - Delete the selected view.

® Select View -Select a view.

® Edit Title - Edit the title of a view.

® Share...-You can share a view with selected VSA users and user roles or make the view public for all VSA users and
user roles.

To create or edit a view

1 Click the Edit... button to the right of the View drop-down list in the machine ID / group ID filter panel to open the
View Definitions editor.

2 Click the Save As button and enter a name for a new view.
3 Enterthe desired filter specifications.

4 Click the Save button.

Machine filter

® Set machine ID - Checking this box overrides any value set for the Machine ID field on the Machine ID / Group ID
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filter panel with the value entered here. The Machine ID field on the Machine ID / Group ID filter panel is disabled
to prevent inadvertent changes while displaying a view with Set machine ID selected.

Set group ID - Checking this box overrides the Group ID filter on the Machine ID / Group ID filter panel with the
value entered here. The Group ID field on the Machine ID / Group ID filter panel is disabled to prevent inadvertent
changes while displaying a view with Set group ID selected.

Only show selected machine IDs - Save a view first before selecting machines IDs using this option. Once the view
is saved, a <N> machines selected link displays to the right of this option. Click this link to display a Define
Collection window, which allows you to create a view using an arbitrary collection of machine IDs.

Machine status

Show machines that have / have not / never been online in the last N periods - Check to list those machines whose
agents have checked into the Kaseya Server, or not, within the specified period of time. Use the never option to
filter "Machine ID template" accounts, because these accounts never check in.

Show machines that are suspended / not suspended - Check to list machines that are suspended or are not
suspended.

Show machines that have/have not rebooted in the last N periods - Check to list machines that have not rebooted
in the specified number of periods.

Machines with Credential status - Check to list machines with the selected credential status.

Connection gateway filter - Check to only list machines that have a connection gateway matching the specified
filter. Include an asterisk (*) wildcard with the text you enter to match multiple records. For example 66.221.11.*
matches all connection gateway addresses from 66.221.11.1 through 66.221.11.254.

IP address filter - Check to only list machines that have an IP address matching the specified filter. Include an
asterisk (*) wildcard with the text you enter to match multiple records. For example 66.221.11.* matches all IP
addresses from 66.221.11.1 through 66.221.11.254.

OS info

OS Type - Check to only list machines that match the selected operating system as reported by a Latest Audit.

OS Version - Check to only list machines that match the OS version string as reported by a Latest Audit. Use this
filter to identify machines by service pack.

Agent procedure

With agent procedure scheduled/not scheduled - Check to only list machines that have the specified agent
procedure either scheduled to run or not.

Note: Click the select agent procedure link to specify the agent procedure by name.

Last execution status success/failed - Check to only list machines that have already executed the selected agent
procedure. Select the appropriate radio button to list machines that successfully executed the agent procedure or
failed to execute the agent procedure.

Agent procedure has/has not executed in the last N days - Check to only list machines that have or have not
executed the agent procedure in the specified period of time.
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Applications

Contains/Missing application - Check to only list machines that have, or don't have, an application installed using
the specified filter. Include an asterisk (*) wildcard with the text you enter to match multiple records.

Version string is > < = N - Check to further refine the application filter with a version number greater than, less than
or equal to a specified value.

Show Machines with the following module installed:
- Anti-Malware

- Antivirus

Add-on modules

Filter machines based on whether they have had client software installed for selected add-on modules.

Label

Show machines with all or any of the following labels - Filters machines using all or any of the selected labels.

A series of keys in a machine's local registry is checked to identify whether the machine can be "labeled" a certain
type of machine. Examples of labels include: DNS Server, Domain Controller, POP3 Server, SMTP Server, and SQL
Server. Labeling is automatic. Each agent machine is checked periodically, typically once an hour, for configuration
changes that may affect the labeling of the machine.

Patch management

Show/Hide members of patch policy - Checking this box works together with the machine ID and group ID filters to
only list specific machines belonging (Show) or not belonging (Hide) to a specific "Patch policy".

Machines that have no patch scan results (unscanned) - Check to only list machines that have not been scanned
for missing patches.

Machines missing greater than or equal to N patches - Check to only list machines missing a specified number of
Microsoft patches.

Use Patch Policy - Check to only list machines missing a specified number of approved missing Microsoft patches.
Patch scan schedule / not schedule - Check to only list machines with either a patch scheduled or not scheduled.

Last execution status for patch scan success / failed - Check to only list machines whose patch scan succeeded or
failed.

Patch scan has / has not executed in the last <N> <periods> - Check to only list machines whose patch scan has or
has not executed within a specified time period.

Machines with Reboot Pending for patch installations - Check to only list machines with a reboot pending for patch
installations.

Machines with Patch Test Result - Check to only list machines with the selected patch test result.

Machines with Patch Automatic Update configuration - Check to only list machines with the selected Automatic
Update configuration.
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® Machines with Patch Reboot Action configuration - Check to only list machines with the selected Reboot Action
configuration.

® Machines with Patch File Source configuration - Check to only list machines with the selected patch File Source
configuration.

® Machines missing a specific patch (use KB Article ID - digits only) - Check to only list machines missing a specific
patch.

® Machines with installed patch (use KB Article ID - digits only) - Check to only list machines with an installed patch
identified by KB Article.

® Machines being used as file share - Check to only list machines configured as a file share using File Source.

® Machines with file share located at select a machine - Check to only list machines using a file share that was
configured using File Source.

® Machines with patch scan source set to online but offline scan ran last - Check to only list machines with a Default
Scan Source set to online but ran an offline scan most recently.

e Default patch scan source Offline/Online. - Check to only list machines using an offline or online default patch scan
source.

® Windows Automatic Update Disabled/Not Disabled - Check to only list machines where Windows Automatic Update
is disabled or is not disabled.

Monitoring

® Only show machines with monitorset assigned <Select a Monitorset> - Select to list all machines assigned this
monitor set.

® Only show machines with monitorset assigned <Select a SNMPset> - Select to list all machines assigned this
SNMP set.

Advanced filtering

® Advanced Agent Data Filter - Check and click the Define Filter... button to further refine the view using the "Filter
Aggregate Table".

WARNING! You must enter a space character to separate the operator from the data in a filter entry. For
example, the filter entry >= 500 includes a space character just after the equal sign.

Filter Aggregate Table
Machine ID / Group ID Filter > Edit... > Define Filter...

The Filter Aggregate Table lists over 75 agent and managed machine attributes that can be used to further refine a view
definition using "Advanced Filtering" on page 57.

Note:  "Collection"s provide an alternate method of selecting machine IDs for "View Definitions" on page 53,
regardless of whether they share any attributes.
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User Defined Attributes

You can add user defined attributes to the Filter Aggregate Table using the Audit > "System Information" page, then
create view definitions that select machine IDs based on these user defined attributes.

Advanced Filtering

Advanced filtering lets you design complex searches to isolate data to just those values you want. Enter filter strings into
the same edit fields you enter filter text.

WARNING! You must enter a space character to separate the operator from the data in a filter entry. For example,
the filter entry >= 500 includes a space character just after the equal sign.

Advanced filtering supports the following operations:

White Space

To search for white space in a string, enclose the string in double quotes.

For example: "Microsoft Office*" OR "* Adobe *"

Nested operators

All equations are processed from left to right. Use parenthesis to override these defaults.
For example: (("* adobe " OR *a*) AND *c*) OR NOT *d* AND <m

AND

Use the logical AND operator to search for data that must contain multiple values but can appear in different places in
the string.

For example: Microsoft* AND *Office* returns all items that contain both Microsoft and Office in any order.
OR

Use the logical OR operator to search for data that may contain multiple values but must contain at least one.
For example: *Microsoft* OR *MS* returns all items that contain either Microsoft and MS in any order.
NOT

Search for a string not containing the match data.

For example: NOT *Microsoft* returns all non-Microsoft applications.

For example: NOT *Windows* AND NOT *update* returns all items that do not contain either the strings Windows or
update.

<, <= (Less than or less than or equal to)
Performs a string comparison to return all data whose value is less than the entered value.
For example: < G* returns all applications starting with a letter less than G.

For example: < 3 returns the values 2, 21, and 287.
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Notes:

® Dates may also be tested for but must be in the following format: YYYYMMDD HH:MM:SS where YYYY is a four
digit year, MM is a two digit month (01 to 12), DD is a two digit day (01 - 31), HH is a two digit hour (00 - 23),
MM is a two digit minute (00 - 59), and SS is a two digit second (00 - 59). HH:MM:SS is optional. Date and time
are separated with a space.

® Forexample: < 20040607 07:00:00 or < "20040607 07:00:00" returns all dates earlier than 7:00 on 7 June
2004. Ensure a space exists after the < operator.

>, >= (Greater than or greater than or equal to)

Performs a string comparison to return all data whose value is more than the entered value.
For example: > G* returns all applications starting with a letter greater than G.

For example: > 3 returns the values 3, 3abc and, 30.129.101.76.

Agent Ver

Returns all machines using a specified agent version (see "Manage Agents" on page 58). For example, agent version
6.2.1.1 is specified as 6020101.

Manage Agents

Agent > Agents > Manage Agents
The Manage Agents page consolidates a number of agent functions all in one page.
Agent properties and column sets

The page can display a wide variety of "Agent Properties". You can use selectable columns, column sorting, column
filtering, and flexible columns widths to adjust the display of agent properties (see "Data Table Column Options" on page
44).You can also create named "column sets" to save a preferred display of data. Column and filter selections apply to
each VSA user individually. You can click the cell of any column and copy its value to your clipboard.

Maintenance
A gear icon %5F provides access to these maintenance functions:

® Export - Exports agent data to a csv file. Only data or columns currently displayed are exported—for all agents,
selected agents or just the current page of agents.

® Refresh - Refreshes the table.

® Reset - Resets the display of table columns to the default.

Actions

Select one or more agents before selecting any of the following actions. In many cases an additional dialog displays.
Manage menu

® Update Agents - Updates selected agents with the latest version of the agent software. Updating the agent
software makes no changes to the agent settings you have defined for each agent. Optionally
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Force update even if agent is at version x.x.x.x - If checked, machines selected for update are updated with
new files to replace the agent files on the managed machine, even if the agent version is currently up to date.
This performs a "clean" installation of the agent files.

Agent procedure to run after update <select agent procedure> - Select an agent procedure to run immediately
after an agent update completes. This lets you re-apply customizations to an agent that may be lost after an
agent update. Typically these customizations involve hiding or renaming agent identifiers on managed
machines so as to prevent users from recognizing the agent is even installed.

® Cancel Update - Cancels a pending update on selected managed machines.

® Delete Agents - Deletes three different combinations of machine ID accounts and agents.

Uninstall agent first at next check-in - Uninstall the agent from the machine and remove the machine ID
account from the Kaseya Server. The account is not deleted until the next time the agent successfully checks
in.

Delete account now without uninstalling the agent - Leave the agent installed and remove the machine ID
account from the Kaseya Server.

Uninstall the agent and keep the account - Uninstall the agent from the machine without removing the
machine ID account from the Kaseya Server.

Select old accounts that have not checked in since <date> <time> - Enter a date and time since old machines
have not checked in. This is an easy way to identify and remove obsolete machine IDs.

Clean Database - Deleting a machine account initially marks it for deletion. Actual deletion usually occurs
during off hours to reserve resources during working hours. There are some cases where it is useful to purge
machine accounts immediately. For example, your Kaseya Server may exceed the agent license count. Click
Clean Database to immediately purge machine accounts that are already marked for deletion.

® Cancel Delete - Cancels a pending delete on selected managed machines.

® Rename

www.kaseya.com

Rename account - Renames an existing machine ID account (see "Machine ID / Group ID / Organization ID").
You can also assign the machine to a different machine group. Renaming an agent only changes how the
name is displayed in the VSA.

Merge offline account <Offline Machine ID> into <Select Machine ID> Delete <Offline Machine ID> after
merge - Use merge to combine log data from two different accounts into the same machine. This could be
necessary if an agent was uninstalled and then re-installed with a different account name. Merge combines
the accounts as follows:

— Log data from both accounts are combined.
— Baseline "Audit" data from the old offline account replaces any baseline data in the selected account.
— Alert settings from the selected account are kept.

— Pending agent procedures from the selected account are kept. Pending agent procedures from the old
offline account are discarded.

— The old account is deleted after the merge.
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Note:  Since the machine can only be active on a single account, only offline accounts are provided in
the drop-down list to merge with.

Change Group - Assigns multiple agents to a different machine group. Machines currently offline are assigned the
next time they check in. Changing the machine group may trigger automated actions. For example, Policy
Management may apply different policies, based on the assigned machine group.

Working Directory - Sets the path to a directory on the managed machine used by the agent to store working files.
Depending on the task at hand, the agent uses several additional files. The server transfers these files to a working
directory used by the agent on the managed machine. For selected machine IDs you can change the default
working directory from C:\kworking to any other location. You can approve this directory in security programs, such
as virus checkers, to allow operations such as remote control from being blocked. A working directory can be
written to using a "getVariable()" command in agent procedures. A Set System Default Working Directory button
displays for master users (see "Master user / standard user").

WARNING! Do not delete files and folders in the working directory. The agent uses the data stored in the
working directory to perform various tasks.

Suspend/Resume - Suspends/resumes all agent operations, such as agent procedures, monitoring, and patching,
without changing the agent's settings. When suspended, a machine ID displays a suspended icon O nexttoit.
While a machine ID account is suspended the managed machine displays a gray agent icon &in the system tray.
You can filter the display of machine IDs on any agent page using the Show machines that are suspended/not
suspended option in "View Definitions" on page 53.

Credentials menu

Set Credentials - Registers an agent credential used by an agent to perform user level tasks on a managed
machine. A credential is the logon name and password used to authenticate a user or process's access to a
machine or network or some other resource. Most agent tasks do not require an agent credential.

— Username - Enter the username for the credential. Typically this a user account.
— Password - Enter the password associated with the username above.

— Local user account - Select this option to use a credential that logs into this machine locally, without reference
to a domain.

— Use machine's current domain - Create a credential using the domain name this machine is a member of, as
determined by the latest "Audit". This makes it easier to Select All and rapidly set a common
username/password on multiple machines, even if selected machines are members of different domains.

— Specify Domain - Manually specify the domain name to use for this credential in the Specify field.
Test Credentials - Verifies whether an agent credential works.

Clear Credentials - Removes the agent credential from all checked machine IDs.

Deploy Agent

Downloads the current VSA user's default package to the user's local machine.

Columns Sets menu

New - Create a new column set. Add agent property columns to display when this column set is selected in the
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Manage Agents page.
® Edit - Edit a selected column set.
® Delete - Delete a selected column set.

® Manage - Displays a dialog of all columns sets. You can add, edit or delete column sets from this dialog.

Agent Properties

Agent > Agents > Manage Agents

The "Manage Agents" on page 58 pages displays the following agent properties.

® Machine ID - Machine ID label used throughout the system.

® Current User - Logon name of the machine user currently logged into the machine (if any).

® Quick Checkin Period - Quick check in time setting in seconds (see "Check-in - full vs. quick").
® Last Reboot Time - Time of the last known reboot of the machine.

® Last Checkin Time - Most recent time when a machine checked into the Kaseya Server.

® Group ID - The machine's organization ID and group ID, in that order.

® First Checkin Time - Time when a machine first checked into the Kaseya Server.

® Timezone - The time zone used by the machine.

® Computer Name - Computer name assigned to the machine.

® Domain/Workgroup - The workgroup or domain the computer belongs to.

® Agent GUID - A unique identifier for a machine ID.group ID account and its corresponding agent.
®  Working Dir - The directory on the managed machine the agent uses to store temporary files.

® DNS Computer Name - The fully qualified DNS computer name for the machine, which comprises the computer

name plus the domain name. For example: jsmithxp.acme.com. Displays only the computer name if the machine is
a member of a workgroup.

® QOperating System - Operation system type the machine is running.

® OS Version - Operation system version string.

® |P Address - IP address assigned to the machine, in version 4 format.
® Subnet Mask - Networking subnet assigned to the machine.

® Default Gateway - Default gateway assigned to the machine.

® Connection Gateway - IP address seen by the Kaseya Server when this machine checks in. If the machine is behind
a DHCP server, this is the public IP address of the subnet.

® Country - The country associated with the Connection Gateway.

® |Pv6 Address - IP address assigned to the machine, in version 6 format.
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MAC Address - MAC address of the LAN card used to communicate with the Kaseya Server.
DNS Server 1, 2 - IP address of the DNS servers assigned to the machine.

DHCP Server - The IP address of the DHCP server used by this machine.
Primary/Secondary WINS - WINS settings.

CPU Type - Processor make and model.

CPU Speed - Clock speed of the processor.

CPU Count - The number of CPUs.

RAM Size - MBytes of RAM on the machine.

Agent Version - Version number of the Kaseya agent loaded on the machine. To filter by this column, enter the
format 9030004 instead of 9.3.0.4.

Last Logged In User - Logon name of the last person to log into the machine.
Portal Access Login - Logon name given to a machine user for logging into the Kaseya Server.

Portal Access Remote Cntl - Enabled if this machine user can log in and get remote control access to their own
machine from another machine. Disabled if access is denied.

Portal Access Ticketing - Enabled if this machine user can log in and enter trouble tickets. Disabled if access is
denied.

Portal Access Chat - Enabled if this machine user can initiate chat sessions with a VSA user. Disabled if access is
denied.

Primary/Secondary KServer - IP address / name the machine uses to communicate with the Kaseya Server.
Contact Name - Machine user name entered in "Edit Profile".

Contact Email - Email address entered in "Edit Profile".

Contact Phone - Phone number entered in "Edit Profile".

Contact Notes - Notes entered in "Edit Profile".

VDI - Displays a green check if the /v agent install switch is used to install an agent to an existing agent account.
(See "Agent Install Command Line Switches" on page 78.)

Reverse Group ID - The machine's group ID and organization ID, in that order.
Manufacturer - System manufacturer.

Product Name - System product name.

System Version - Product version number.

System Serial Number - System serial number.

Chassis Serial Number - Serial number on the enclosure.

Chassis Asset Tag - Asset tag number on the enclosure.
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® External Bus Speed - Motherboard bus speed.

® Max Memory Size - Max memory size the motherboard can hold.

® Max Memory Slots - Total number of memory module slots available.

® (Chassis Manufacturer - Manufacturer of the enclosure.

® (Chassis Type - Enclosure type.

® (Chassis Version - Enclosure version number.

® Motherboard Manufacturer - Motherboard manufacturer.

® Motherboard Product - Motherboard product ID.

® Motherboard Version - Motherboard version number.

® Motherboard Serial Num - Motherboard serial number.

® Processor Family - Processor type installed.

® Processor Manufacturer - Processor manufacturer.

® Processor Version - Processor version ID.

® (CPU Max Speed - Max processor speed supported.

® CPU Current Speed - Speed processor is currently running at.

® Transition Time

® Timezone Offset - The time zone used by the machine.

® Tool Tip Notes - Special instructions specified for this agent in the Agent > "Edit Profile" page.
® Show Tool Tip - Displays the index number for the icon badge set for this agent in the Agent > "Edit Profile" page.

® Agent Info - Displays pending tasks assigned by the Manage Agents page.

Agent Logs
Agent > Agents > Agent Logs

The Agent Logs page displays log data related to managed machines. There are corresponding "Reports" for each type of
log provided.

Note:  The system automatically limits the number of log entries per log type per machine to 1000. Once the limit
has been reached, log entries exceeding the limit are archived, if archiving is enabled, and deleted from the
system. The archive option is set in "Log History".

Select a machine by clicking the hyperlink of a machine ID to list all logs for that machine ID.
Select one of the following tabs to display that log:
Diagnostic Logs

Endpoints - Lists endpoint logs generated by the agent for this machine. Click the link of any log type to display the list of
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available logs for that agent.
Technician Logs
® KRC - Displays a log of remote control sessions using "Kaseya Remote Control".

® (Classic Remote Control - Displays a log of remote control sessions using the Remote Control module (see "Control
Machine" on page 475).

® Live Connect-Displays a log of Live Connect sessions.

Agent Admin Logs

® Agent-Displays a log of agent, system, and error messages.

® Configuration Changes - Displays VSA settings changes for the selected machine.
® Procedure History - Displays a log of successful/failed agent procedures.

® Events - Displays event log data collected by Windows. Not available for Win9x. Only event logs that apply to the
selected machine display in the event log drop-down list.

- A indicates a log entry classified as a warning.
- AW indicates a log entry classified as an error.
- A @ indicates a log entry classified as informational.

Select a log entry, then click the Setup Event Log Monitor to create a new event set criteria based on that log entry.
The new event set criteria can be added to any new or existing event set. The new or changed event set is
immediately applied to the machine that served as the source of the log entry. Changing an existing event set
affects all machines assigned to use that event set. The monitor wizard icon displays in:

- Agent > Agent Logs

— Live Connect > Event Viewer

— Live Connect > Agent Data > Event Log

See Monitor > "Event Log Alerts" on page 378 for a description of each field shown in the wizard.
Agent Monitoring Logs

® Alarm Log - Lists all alarms triggered for the selected machine. This tab includes three action buttons you can
select for a single alarm.

— Delete Alarm - Deletes the alarm.
— Change Alarm State - Toggles the alarm state between Open and Closed.
— Create/Edit Ticket - Creates or edits a ticket associated with this alarm.

® Actions -The log of alert conditions that have occurred and the corresponding actions, if any, that have been taken
in response to them. (For details, see "Alerts" on page 342.)

Note: A countervalue of -998 in the monitor logs indicates the monitor set is returning no data. Check that the
the Performance Logs & Alerts service in Windows is running. This is a pre-requisite for monitoring of
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performance counters.

®* Network Stat - Displays a log of send/receive data for network applications.

Note:  This log requires the Agent > "Network Access" driver be enabled. This driver inserts itself into the TCP/IP
stack to measure TCP/IP-protocol-based network traffic by application. The driver is disabled by default.

® Monitoring - Displays "Log monitoring" entries.
Events per Page

Select the number of rows displayed per page.
Select Page

When more rows of data are selected than can be displayed on a single page, click the .==/and .=~/ buttons to display
the previous and next page. The drop-down list alphabetically lists the first record of each page of data.

Log History
Agent > Agents > Log History

The Log History page determines the number of days to store log data in the database on a per log basis for each
machine ID. Log data is displayed using "Agent Logs" or printed to a report using Info Center > Reporting > Logs. This
page also determines whether agent log data is subsequently archived to text files located on a network directory. The
directory is specified using System > Server Management > "Configure". Changes made using this page take effect at
the next agent check-in and display in red text until then.

® |og Settings can also be maintained using the Agent Settings tab of "Live Connect (Classic)" > Agent Data or the
"Machine Summary" page.

® System > System Preferences > "Check-in Policy" can restrict the number of days users can keep log entries, to
avoid placing undue stress on servers running the Kaseya Server service.

® These settings default from the agent install package. Agent install packages are created using Agent > "Manage
Packages".

Estimating Database Sizing Requirements

The more data you log, the larger your database grows. Database sizing requirements can vary, depending on the
number of agents deployed and the level of logging enabled. To estimate database sizing requirements for log data,
create a dump of your database's nteventlog table. Determine how much data is being logged per day, then use that to
predict the amount of extra space required to extend the log retention period.

Set days to keep log entries, check to archive to file

Set the number of days to keep log data for each type of log. Check the checkbox for each log to archive log files past
their cutoff date.

® Configuration Changes - The log of configuration changes made by each user.
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® Network Statistics - The log of incoming and outgoing packet count information and the application or process
transmitting and/or receiving such packets. This information can be viewed in detail using Agent > "Agent Logs" >
Network Statistics.

® Agent Procedure Log - Displays a log of successful/failed agent procedures.

® | egacy Remote Control Log - Displays a log of remote control sessions using the Remote Control module (see
"Control Machine" on page 475).

® Kaseya Remote Control Log - Displays a log of remote control sessions using "Kaseya Remote Control".
® Alarm Log - The log of all alarms issued.

® Monitor Action - The log of alert conditions that have occurred and the corresponding actions, if any, that have been
taken in response to them.

® SYS log - The 'log monitoring' log.

®* Agent Uptime Log - Logs the uptime history of agents. Number of days must be set to 1 or greater for accurate last
reboot time collection. See Collecting last reboot times for the agent and Reboot Now button remains and/or end
user reports ongoing patch reboot nag after reboot.

Note: All agent log archives listed above are stored in the directory specified by the System > Server Management >
"Configure" > Log file archive path field.

Set days to keep monitoring logs for all machines
The following monitoring log settings are applied system-wide:

® EventLog-The log of all events. The events collected are specified in more detail using Agent > Event Log
Settings.

® Monitor Log - The log of data collected by monitoring sets.
® SNMP Log - The log of all data collected by SNMP sets.

® AgentLog - The log of agent, system, and error messages

Note:  Monitoring data log archives—identified on the Agent > Log History page—are stored in the
<KaseyaRoot>\UserProfiles\@dbBackup directory. This is to improve performance on systems where the
database is on a different server. All other agent log archives are stored in the directory specified by the
System > Server Management > "Configure" > Log file archive path field.

Set All Days
Click Set All Days to set all "day" fields to the same setting.
Select All Archive / Unselect All Archive

Click the Select All Archive link to check all archive checkboxes on the page. Click the Unselect All Archive link to
uncheck all archive checkboxes on the page.

Update

Click Update to update selected machine IDs with agent log settings.
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Select All / Unselect All
Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent Quick View window.

£& online but waiting for first audit to complete

[] Agent online

I'_'I Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

"?.J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).

Machine.Group ID

The list of Machine.Group IDs displayed is based on the Machine ID / Group ID filter and the machine groups the user is
authorized to see using System > User Security > "Scopes".

Event Log Settings

Agent > Agents > Event Log Settings

The Event Log Settings page specifies the combination of event log types and categories that are collected by the VSA.

Note:  Alerts can be separately specified for events using Monitoring > "Event Log Alerts". If NO or ALL event logs
types and categories are collected for a machine, then event log alerts are generated for that machine. If
SOME event log types and categories are collected for a machine, then NO event log alerts are generated.

To specify event log settings
1 Click an event log type in the Event Log Types list box. Hold down the [Ctrl] key to click multiple event log types.

2 Click Add > to add event log types to the Assigned Event Types list box. Click << Remove or << Remove all to
remove event log types from the Assigned Event Types list box.

3 Check one or more event categories: Error, Warning, Information, Success Audit, Failure Audit, Critical, Verbose.
4  Select one or more machine IDs.

5 Click Update or Replace to apply these settings to selected machine IDs.
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Global event log black lists

Each agent processes all events, however events listed on a "black list" are not uploaded to the VSA server. There are
two black lists. One is updated periodically by Kaseya and is named EvLogBIkList.xml. The second one, named
EvLogBIkListEx.xml, can be maintained by the service provider and is not updated by Kaseya. Both are located in the
\Kaseya\WebPages\ManagedFiles\VSAHiddenFiles directory. Alarm detection and processing operates regardless of
whether entries are on the collection blacklist.

Flood detection

If 1000 events—not counting black list events (see "Global event log black list") —are uploaded to the Kaseya Server by
an agent within one hour, further collection of events of that log type are stopped for the remainder of that hour. A new
event is inserted into the event log to record that collection was suspended. At the end of the hour, collection
automatically resumes. This prevents short term heavy loads from swamping your Kaseya Server. Alarm detection and
processing operates regardless of whether collection is suspended.

Update

Adds event log types listed in the Assigned Event Types list box to the set of event log types already assigned to selected
machine IDs.

Replace

Replaces all event log types assigned to selected machine IDs with the event log types listed in the Assigned Event
Types list.

Clear All

Clears all event log types assigned to selected machine IDs.

Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent Quick View window.

£& online but waiting for first audit to complete

[] Agent online

[l Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

QJ An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
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Machine.Group ID

The list of Machine.Group IDs displayed is based on the Machine ID / Group ID filter and the machine groups the user is
authorized to see using System > User Security > "Scopes".

Delete icon
Click the delete icon #% to delete this record.

Edit icon

Click the edit icon ) next to a machine ID to automatically set header parameters to those matching the selected
machine ID.

Assigned categories

The event categories stored by the VSA for this machine ID and event log:
® Error

® Warning

® Information

® Success Audit

® Failure Audit

®  (Critical - Applies only to Vista, Windows 7 and Windows Server 2008

® Verbose - Applies only to Vista, Windows 7 and Windows Server 2008

Screen Recordings

Agent > Agents > Screen Recordings

The Screen Recordings page lists selected Kaseya Remote Desktop session recordings. Recordings can be set by policy
using the Remote Control > "User Role Policy" and "Machine Policy" pages. See "Recording KRC Sessions" on page 439.

Storage limit

Each partition is allocated a fixed storage space, using the System > Server Management > Storage Configuration page.
Recordings are automatically removed, based on the Length of time to keep logs setting on this page.

Actions
Select a machine.

® (View) - Click the link of a listed *.webm video recording file to download it. Run the *.webm file in your preferred
browser.

® Delete - Delete a selected row.

Automatic Update

Agent > Agents > Automatic Update

Chapter 4: Agent

www.kaseya.com



https://www.kaseya.com/

70 Virtual System Administrator™ User
Guide

9.5 | June 2019

This page only displays for master role users (see "Users").

The Automatic Update page enables you to update agents to the latest version automatically. Scheduling is staggered to
avoid bandwidth issues.

Procedure

1 Check Enable Automatic Updates.

2 Enterthe number of agents to update during each recurring interval.

3 Enterthe number and type of recurring intervals.

4  Click Save Auto Update Settings to start scheduling agent updates automatically to the latest version.
Settings

® Enable Automatic Updates - If checked, automatic updates are enabled.

® Update Agents - The number of agents to update during each recurring interval.

® Recurring Interval - The number of time periods to wait between update sessions.

® Recurrence Type - Minutes, Hourly, Daily

Manage Packages

Agent > Packages > Manage Packages

The Manage Packages page creates and distributes an agent install package to multiple machines.

Note:  You can quickly create agent packages for any machine group using the Deploy Agent URL link on the System
> "Manage - General tab" tab or "Manage - Machine Groups tab" tab.

Agent Install Packages

Agents are installed on managed machines using an agent install package. An agent install package contains all the
settings you prefer an agent to work with on a target machine.

The Agent > Manage Packages page displays the agent install packages that are available in your VSA. A Default Install
package is provided with the VSA. You might see other agent install packages already created and listed on this page.

An agent install package is created using the Create Agent Package wizard. The wizard copies agent settings from an
existing machine ID or machine ID template and generates an install package called KcsSetup. All settings and pending
agent procedures from the machine ID you copy from—except the machine ID, group ID, and organization ID—are
applied to every new machine ID created with the package.

Updating the agent software

An agent install package always downloads a KcsSetup.exe that uses the latest version of the agent software available.
Once the KesSetup.exe file is created, its version of the agent software remains fixed within the exe. Consider replacing
KesSetup.exe files that were created a while ago, then stored in network locations or added to CDs for ease of
distribution. Similarly, the version of agent software installed on machines always remains fixed, until you update them
using the Manage Agents page.
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Note:  See the PDF quick start guide, Agent Configuration and Deployment.

Actions

Create - Creates a new agent install package (see "Creating an Agent Install Package" on page 72).
Edit - Edits a selected agent install package (see "Creating an Agent Install Package" on page 72).
Delete - Deletes a selected agent install package.

Share - Shares a selected agent install package (see "Sharing User-Owned Objects" on page 516).
Settings

— Setas Default Install Package

— Show on Download Page - Adds the select agent install package to the Download Page. Machine users can
use your VSA's dl.asp page—formatted as http;//<YourVSAaddress>/dl.asp—to download agents without
having to log into your VSA.

- Remove from Download Page
Download Page - Displays the dl.asp download page shown to machine users.

Click the link underneath the Name of an install package to display a download link you can copy to your clipboard
or into an email message. Anyone who receives an email with that link can click it to install the agent package.

Click the Download Package link for an install package to immediately download that package to your local
machine.

Additional topics

"Creating an Agent Install Package" on page 72
"Manually Installing the Agent" on page 73
"Automating the Installation of the Agent" on page 74
"Configuring Agent Settings" on page 75

"Agent Install Command Line Switches" on page 78
"Install Issues and Failures" on page 79

"Installing Multiple Agents" on page 80

"Installing Linux Agents" on page 82

"Supported Linux Functions" on page 83

"Supported Apple Functions" on page 84

Actions

Click to download default Agent - Click this link to download the current VSA user's default package directly from
this page.
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® Users can download agents from - Paste this hyperlink into an email message. The unique ID number ensures that
when the link is clicked in the email message, the default install package is selected and downloaded. Set a
different install package as the default to display the link for that install package.

® Manage packages from all administrators - Check to display all packages created by all VSA users. Once a hidden
package is displayed, you can use the package or make the package public. This option only displays for master
role users (see "Users").

Table columns

® Set Default - Specify your own default install package by selecting the radio button to the left of the package name
in the Set Default column.

e Delete Icon - Click the delete icon # to remove a package from the paging area. If you created the package, then
this also deletes the package from the system and removes it for all VSA users.

® EditlIcon - Click the edit icon H next to a package to change parameters for that package using the Create Agent
Package wizard.

® Package Name - Lists the name of the package.

® Public Package - Public package rows display with a brown background. Private package rows display with a gray
background.

® Share - Click Share to share a private package with other users, user roles or to make the package public. (See
"Sharing User-Owned Objects" on page 516.)

® Listondl.asp - Click the dl.asp link in the column header to display the web page machine users see when they
install an agent on their machine. Check a box in this column to include its package in the list of available
download packages on the dl.asp page.

® Description - Displays the description of the package.

Creating an Agent Install Package

On the Agent > "Manage Packages" page, click Create to start the Create Agent Pack wizard. The wizard isa 7 step
process.

Note: To save changes to an existing agent package that is not shared, Master users can Take Ownership of the
agent package using the Share button.

1 Specify how the machine id is assigned.
®*  Prompt the userto enter a machine ID.
® Use the computer name as the machine ID.
® Setthe user name of the currently logged on user as the machine ID.
® Specify a fixed machine ID for this install package.
2 Specify how the group id is assigned.
® Existing Group - Select an existing group ID from a drop-down list.

® Domain Name - Uses the user's domain name.
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9

® New Group - Specify a new group ID. This option only displays for master role "Users".
®  Prompt User - Asks user to enter a group ID. This option only displays for master role"Users".

Optionally specify installer options using "Agent Install Command Line Switches". This includes the ability to install
silently without any task bars or dialog boxes (see "Silent install" on page 681).

Optionally select a machine from the Agents list to copy settings from. This is oftentimes a "Machine ID template"
account. All copied settings and pending agent procedures—except the organization ID, machine ID, and group ID—
are applied to every new machine ID created with the package.

If Do Not Copy Settings is checked, default agent settings are used. If unchecked, click Select Copy Agent to select
the agent or agent template account to copy settings from.

Select the operating system you are creating the install package for: Automatically choose OS of downloading
computer: Windows, Macintosh, or Linux. Linux requires a Linux-specific install package.

Ensure Select Agent Type is set to Linux.

Optionally bind a user logon credential to the install package. Fill in the Administrator Credential form to securely
bind user rights to the install package.

® Users without administrator rights can install the package successfully without having to enter an
administrator credential.

® |[f the administrator credential is left blank and the user does not have administrator rights to install software,
the install package prompts the user to enter an administrator credential during the install. If the package is
also silent KesSetup will fail without any dialog messages explaining this.

Note:  Administrator Credentials - If necessary, an agent install package can be created that includes an
administrator credential to access a customer network. Credentials are only necessary if users are
installing packages on machines and do not have administrator access to their network. The
administrator credential is encrypted, never available in clear text form, and bound to the install package.

Provide a name and description for the install package for easy reference later. This name displays on the Manage
Packages page and the dl.asp download page.

Optionally set the new install package as the default install package.

10 Optionally show the install package on the download page.

Manually Installing the Agent

Manually downloading install packages from the Manage Packages page

The Manage Packages page provides three types of links for downloading agent install packages:

www.kaseya.com

Click the link underneath the Name of an install package to display a download link you can copy to your clipboard
or into an email message. Anyone who receives an email with that link can click it to install the agent package.

Click the Download Package link for an install package to immediately download that package to your local
machine.

Select an install package and click the Download Page to display a download link you can use to download the
package to your local machine.
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Any of these methods downloads the same KcsSetup file used to install the agent.
Installing an agent using the Download page (on premises only)

The following is the fastest way to install an agent manually.

Notes: The dl.asp download page is available to install partition 1 agents in an on-premise VSA, whether or not tenants
are created using the Tenant Management module. The dl.asp page is not available in any partition in SaaS
environments.

1 Log onto any machine you want to install an agent on.
2 Enterthe following URL in the browser of that machine:
http://<YourVSAaddress>/dl.asp
3 Click the Default Install package to begin installation of the agent on that machine.
® |[f otherinstall packages are listed, select your preferred install package.
® Once the install starts you may have to confirm the installation to ensure it completes.
4  Logon to your VSA:
http://<YourVSAaddress>
5 Within the VSA, select the Agent > "Manage Agents" page.

You should see a new machine account listed on this page for the agent you just created.

Automating the Installation of the Agent

You can use the following methods to automate the installation of agent install packages:
Logon

® Windows - Set up an NT logon procedure to run the install package every time a user logs into the network. See
system requirements.

® Apple-SetupanApple OS X Login Hook Procedure to run the install package every time a user logs into the
network. See Apple KB Article HT2420.

Procedure
1 Create the deployment package using the Agent > Manage Packages wizard.

®* The KcsSetup installer skips installation if it detects an agent is already on a machine if the /e switch is
present in the installer package.

® You will probably want to select the silent install option.

® |t may be necessary to bind an administrator credential if users running the logon procedure don't have user
rights.

2 Download the appropriate KcsSetup installer package using the dl.asp page and copy it to a network share which
users can execute programs from.

3 Add KcsSetup with its network path to the logon procedure.
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Email

Email KcsSetup to all users on the network. Download the appropriate install package from the Manage Packages page,
then attach it to an email on your local machine. You can also copy and paste the link of the default install package into
an email message. Include instructions for launching the package.

Discovery by network or domain

Use the Discovery module to discover machines on networks and domains, then install the agents on discovered
machines, either manually or automatically.

Automatic account creation

You should be aware that automatic account creation is enabled using System > Check-in Policy to automatically create
a machine ID account when an agent install package is installed. This option is enabled by default when the VSA is
installed.

Assigning new machine IDs to machine group by IP address

You may choose to create a "generic" install package that adds all new machine accounts to the unnamed group ID.
When the agent checks in the first time, the System > Naming Policy assigns it to the correct group ID and/or sub-group
ID using the IP address of the managed machine. Agent settings can be configured afterward by policy or template. See:

® "Configuring Agent Settings Using Policies" on page 76

® "Configuring Agent Settings Using Templates" on page 77

Configuring Agent Settings
Agent Settings

Agent settings determine the behavior of of the agent on the managed machine. Although each agent can be configured
individually, it's easier to manage machines if you adopt similar settings for each type of machine you manage. For
example, laptops, desktops and servers could all have settings that are unique to that type of machine. Similarly,
machines for one customer may have unique characteristics that differ from the machines used by other customers.
Type of agent settings include:

®* Agent "Credential" on page 670

e '"Agent Menu" on page 94

® "Check-In Control" on page 97

®*  Working Directory (see "Manage Agents" on page 58)
® Logs (see "Log History" on page 65)

® "Edit Profile" on page 100

® View "Collection"s

® "Portal Access (Classic)" on page 102

® Remote Control Policy (see "Select Type" on page 479)

® Patch Settings (see "Patch policy" on page 678)
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® Patch File Source

® Patch Policy Memberships

e "Alerts" on page 342

® "Event Log Alerts" on page 378

®  "Monitor Sets" on page 325

® '"Distribute File" on page 178

® Scheduled Agent Procedures (see "Schedule / Create" on page 118)

Policies vs templates

There are two general methods of maintaining agent settings on multiple machines.

® "Configuring Agent Settings Using Policies" on page 76 - This is the preferred, dynamic method of managing agent
settings on hundreds, even thousands, of machines. Once a policy is applied to a target machine, propagation is
automatic.

® "Configuring Agent Settings Using Templates" on page 77 - This is the legacy, static method of maintaining agent
settings on multiple machines. Agent settings must be manually copied to each target machines each time you
make a change.

Configuring Agent Settings Using Policies

The Policy Management (KPM) module in the VSA manages agent settings by policy. Once policies are assigned to
machines, machine groups or organizations, policies are propagated automatically, without further user intervention.

The System Management Wizard
A policy setup wizard is located on System > Orgs/Groups/Depts/Staff > Manage > Systems Management tab.

The Systems Management Configuration setup wizard enables you to quickly configure and apply machine
management policies for a specific organization. Once configured, these polices are assigned to each machine you
manage on behalf of that organization. Policies govern many different aspects of machine management:

® Audit scheduling

®  Monitoring

® Alerts

® Patch Management

® Routine machine maintenance using agent procedures

With policies you no longer have to manage each machine individually. You only have to assignh or change the policy. A
policy assignment or a change within an assigned policy is propagated within 30 minutes to all member machines
without you having to schedule anything. Once applied, you can quickly determine whether managed machines are in
compliance or out of compliance with their assigned policies. Compliance tracking by individual policy provides you with
the information you need to deliver IT services consistently throughout the organizations you manage.
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Note:  See the Standard Solution Package for a detailed explanation of each option in the setup wizard (see The.
Setup Wizard in the Standard Solution Package Guide).

Configuring Agent Settings Using Templates
Machine ID templates

A machine ID template is a machine ID record without an agent. Since an agent never checks into a machine ID
template account, it is not counted against your total license count. You can create as many machine ID templates as
you want without additional cost. When an agent install package is created, the package's settings are typically copied
from a selected machine ID template. Machine ID templates are usually created and configured for certain types of
machine. Machine type examples include desktops, Autocad, QuickBooks, small business servers, Exchange servers,
SQL Servers, etc. A corresponding install package can be created based on each machine ID template you define.

® Create machine ID templates using Agent > "Create" on page 85.
® Import a machine ID template using Agent > "Import / Export" on page 93.
® Base an agent install package on a machine ID template using Agent > "Manage Packages".

® Copy selected settings from machine ID templates to existing machine ID accounts using Agent > "Copy Settings"
on page 91.

® |dentify the total number of machine ID template accounts in your VSA using System > "Statistics" on page 538.

® Configure settings for the machine ID template using the standard VSA functions, just as you would a machine ID
account with an agent.

® Separate machine ID templates are recommended for Windows, Apple and Linux machines. Alternatively you can
create a package that selects the appropriate OS automatically and copy settings from a template that includes an
agent procedure that uses OS specific steps.

To apply a machine ID template to a package

1 Use the Create Agent Package wizard in Manage Packages to use the template as the source machine ID to copy
settings from when creating the package to install.

2 Add additional attributes to the package using this same wizard. These additional attributes usually differ from one
customer to the next and therefore cannot be usefully stored in the template.

Copying agent settings

"Machine ID template"s are initially used to create an agent install package using the template as the source to copy
settings from. But even after agents are installed on managed machines, you'll need to update settings on existing
machine ID accounts as your customer requirements change and your knowledge of the VSA grows. In this case use
Agent > Copy Settings to copy these changes to any number of machines IDs you are authorized to access. Be sure to
select Do Not Copy for any settings you do not want to overwrite. Use Add to copy settings without removing existing
settings. Kaseya recommends making changes to a selected template first, then using that template as the source
machine ID to copy changes from. This ensures that your machine ID templates remain the "master repositories" of all
your agent settings and are ready to serve as the source of agent install packages and existing machine ID accounts.

Templates and filtered views

There is a corresponding relationship between machine ID templates and filtering your view of selected machines using
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the Only show selected machine IDs view definition option. For example, if you define a machine ID template called
"laptops", then it's easier to apply settings to all the "laptops" you're responsible for if you have a filtered view called
"laptops". Simply select the view for "laptops" and only laptops are displayed on any function page, regardless of the
machine group they belong to. The same idea applies to "desktops", "workstations", Exchange servers", etc.

Filtered views of selected machines are particularly useful when you're getting ready to copy settings from a machine ID
template to existing agents using the Copy Settings function described above.

Base templates and audits

Since you can never be sure what settings should be applied to a machine until you perform an audit on the machine,
consider installing an agent package created from a "base" template that has most of the agent settings turned off.
Once you have the audit, then you can decide which settings should go on which machine. Use the Copy Settings
function to copy settings from the appropriate template to the new agent.

Agent Install Command Line Switches

Agent install command line switches for KcsSetup are case insensitive and order independent. Separate switches with
an empty space. For example: KesSetup /e /g=root.unnamed /c

Note:  ForApple agents, command line switches can only be used when creating the agent install package.

/b - Reboot the system after installation completes. Agent installation requires a reboot in order to load its drivers. Use
this switch on packages given to users that do not have rights to shut down the computer.

/c - Use the computer name as the machine ID for the new account. If the computer name cannot be determined
programmatically, the machine user is prompted to enter a machine ID. The exception is silent mode, /s, in which case
the installation stops and an error is logged to the installation log.

/d - Use the current domain name as the group ID for the new account. If the domain name cannot be determined
programmatically, the machine user is prompted to enter the group ID. The exception is silent mode, /s, in which case
the installation stops and an error is logged to the installation log.

/e - Exitimmediately if the installer detects that an agent is already installed. Use /e at the end of logon procedures. /k
or /r overrides /e.

/£ "Publisher" - Specifies the full name of the service provider or tenant. Windows only.

/g=xxx - Specifies the group ID to use for the new account. xxx must be an alpha-numeric string and can not contain
spaces or punctuation marks.

/h - Display the help dialog box listing all the command line switches, unless the /s switch is set, in which case the
application exits.

/i - Ignore non-critical errors such as incorrect or indeterminate versions of WinSock2, or indeterminate versions of the
0S, and force the installation to proceed.

/3 - Does not install an agent shortcut to the Start > All Programs menu. Windows only.

/k - Displays a dialog box asking the user if it is OK to re-install when the agent is already detected on the machine.
Without this switch, the installer exits if an agent is already present.

/m=xxx - Specifies the machine ID to use for the new account. xxx must be an alpha-numeric string and can not contain
spaces or any punctuation marks except period(.).
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/n = partitionId - Specifies the partition ID of the tenant partition the installed agent/machine ID account is a
member of.

/o "Company Title" - Specifies the company title of the service provider or tenant. Windows only.

/p "install path" - Overrides the default installation path by specifying the full directory path, including drive letter, in
which to install the agent.

® On Windows, by default, the agent installation creates a directory using the %ProgramFiles% variable path as
\<company>\<Agent-Instance-Guid>.

® On Linux, by default, the agent installation creates a directory named /opt/Kaseya/<Agent-Instance-Guid>
® OnApple, the /p switch is not supported & ignored.

WARNING! Kaseya does not support installing agents in the %windir% (typically c:\windows) directory.

/x - Executes the installation program and re-installs the agent even if an agent is already on the machine.
/s - Runs in silent mode. Suppresses all dialog boxes.

/t "Title" - Specifies the title of any dialog windows shown to the machine user during installation. The default title is:
"Kaseya Agent".

/u - Uses the current machine user name as the machine ID for the new account. If the machine user name cannot be
determined programmatically, the user is prompted to enter a machine ID. The exception is silent mode, /s, in which
case the installation stops and an error is logged to the installation log.

/v - Associates this agent with an existing agent account in the VSA when the machine name, agent name and
organization are the same for the same partition. Ignores creating a new agent account when a new MAC address is
detected. Suitable for re-using existing agent accounts created for reverted VDI resources.

/w - Overwrites the existing configuration file with a configuration file included in the agent installation. Use with the /x
switch to re-install an agent with new server settings. Intended for an existing agent that is attempting to connect to a
server that no longer exists. A green check displays in the VDI column of the "Manage Agents" page if the /v agent install
switch was used to install an agent to an existing agent account.

/x - Disables remote control after successfully installing the agent. This option is ighored when updating or re-installing.
Remote control of this machine can only occur after the user selects Enable Remote Control by right clicking the K icon
E on the system tray.

/z “Message” - Specifies the message shown to the user when installation completes. The exception is silent mode, /s,
in which case the installation completes and the status message is written to the installation log. The default message
is: "The Agent has been installed successfully on your computer.”

/? = Display the help dialog box listing all the command line switches, unless the /s switch is set, in which case the
application exits. Windows only.

Linux Only Install Switches

See "Installing Linux Agents" on page 82.

Install Issues and Failures

The following issues and failures can occur when installing agents:
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® |nvalid "Credential" - The credential bound to the package must have administrator rights on the local machine. The
agent installs as a system service requiring full administrator privileges to install successfully. The administrator
name may be a domain user of the form domain\administrator or administrator@domain. On Vista, 7, and 2008
machines, ensure User Account Control (UAC) is disabled for the administrator rights credential being used.

® Domain Specified for a Machine Not in the Domain - If, in step 2 of package creation in Manage Package, the
Domain Name option is selected and the computer is not part of a domain, an installation package will peg the
CPU at 100% during install, but eventually install.

® Blocked by Anti-Virus Program - Some anti-virus programs may classify the agent installation as a security threat
and block its execution.

® Blocked by Security Policy - Local or domain security policies may prevent access to the installation directory,
typically by default the Program Files directory.

® |nsufficient Licenses - The agent may be prevented from checking in the first time and creating an account if there
are insufficient VSA licenses available. When this happens a gray K icon appears in the system tray just after the
agent is installed on the machine and never turns blue. A tooltip displays when the cursor is placed over the gray
agent icon and reports "Machine ID.Group ID' not recognized by the Kaseya Server".

Apple

Macintosh agents cannot be deployed silently without a valid username and password.

Installing Multiple Agents

Multiple agents can be installed on the same managed machine, each checking into different VSAs. Run the R95 agent
installer from a different VSA and you will get an additional agent.

® Applies to Windows and Linux agents. Installing multiple Macintosh agents is not supported.
® AR95 agent can co-exist with other R95 agents.
Driver usage - Windows agents only

If multiple agents are installed on a machine, only one agent at a time controls the drivers required to use "File Access",
"Network Access", and "Application Blocker". These functions can only be performed by the agent controlling these
drivers.

® Originally the first agent installed controls the drivers.

® If the first agent controlling the drivers is uninstalled, then these drivers are uninstalled as well and these three
functions cannot be performed by any agent.

® These drivers are re-installed by either of the following events:

— Any of the existing agents on the machine are updated. The updated agent takes control of the drivers and can
perform these three functions.

— Anew agentis installed. The newly installed agent takes control of these drivers and can perform these three
functions.

® To determine which agent has control of the drivers, see "Registry" on page 82 below.
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Identifying agents on managed machines

When a Kaseya agent is installed, a unique identifier is created for the agent comprising the Kaseya Server’s 6 character
customer ID and a randomly generated 14 digit number. This unique agent identifier, called the agent GUID, is used to
create separate sub-folders to store agent program files, and as a sub-key for agent registry values.

In the examples below, agents display specific information for the following placeholders:

® <GUID>-The agentinstance GUID.

® <company> - The agent's install directory.

® <serveraddress>- The Kaseya Server address the agent checks into.

® <machineID.groupID.orgID>-The machine ID, group ID, and organization ID of the agent on the Kaseya Server.
® <shortcutname> - The name of the shortcut. Example: Kaseya Agent #2.

Shortcuts

When you move the mouse cursor over a Kaseya Agent shortcut—for example, a shortcut on the Windows Start Menu—a
tool tip displays as:

® Start Agent service. (machine.GroupID:<machineID.groupID.orgID> Address:<serveraddress>)
® Ifyouright click a shortcut, you'll also see this text in the comment field of the shortcut property page.
E Kazeya Agent

K Kazeya Agent #2
E Kazeya Agent #3

Starts Agent service, {Machine.Group
ID: jsmith.root. myOrg Server Address dev-av-winOd)

About Agent

A

Right click the K icon &2 in the system tray of a managed machine and select the About Agent option to display the
following information:

® Agent Version

® Server Address - <serveraddress>

® Product ID - <GUID>

® Program Title - <shortcutname>

Windows agents

Add/Remove

Agents display as follows:

® Kaseya Agent (<machineID.groupID.orgID> - <serveraddress>)

® Kaseya Agent #2 (<machineID.groupID.orgID> - <serveraddress>)

® Kaseya Agent #3 (<machineID.groupID.orgID> - <serveraddress>)
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Services

The description field of the service displays the same text shown above in the agent shortcut.
Registry

Agent registry settings displays as follows:

HKLM\Software\Kaseya\Agent
DriverControl - The agent that controls driver usage.
KES Owned By - The agent that manages the KES client.

I
I

I

I

I

I

I

I

: HKLM\Software\Kaseya\Agent\<GUID>

i Title - <shortcutname>

: Path - C:\Program Files\<company>\<GUID>

: ServAddr - <serveraddress>

: machineID - <machineID.groupID.orgID>

i DriverControl - The agent that controls driver usage.
: KES Owned - The agent that manages the KES client.

Default Agent Installation Folders

See the /p switch in "Agent Install Command Line Switches" on page 78.

Installing Linux Agents

See System Requirements for supported Linux operating systems and browsers.

Installing Linux agents manually
1 From a Linux machine open a Firefox or Chrome browser in a Gnome session and log into the VSA.
2 Display the Agent > Install Agents > "Manage Packages" page.

3 Create a Linux agent install package—if one does not already exist—by clicking Create and stepping through the
Create Agent Package wizard.

Ensure Select Agent Type is set to Linux.
4  Click the Linux agent install package you just created to begin downloading the agent.

5 Once the download is complete, locate the KcsSetup.sh file in the download directory of the Linux machine.

Note: If you have downloaded KcsSetup.exe or KcsSetup.zip, you have downloaded the wrong install file
because the selected install package is dedicated to Windows or Macintosh installs.

6 Issue the following commands as root:

I
| # chmod +x KcsSetup.sh
I

: # ./KcsSetup.sh

The agent installs and starts. Log into your VSA and view the status of the agent.
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For further information see the install log file, located at: /tmp/KASetup_<pid>.log, where <pid> is the process id of
the ./KcsSetup.sh execution.

Notes:
® RunKecsSetup.sh -V -D forverbose terminal output.

® RunKcsSetup.sh -Xto save the temp files created in the /tmp file. Saving these files is useful when
troubleshooting a failed install.

7 Afterthe Linux agent is installed, log in and log out to see the Kaseya agent icon in a Gnome panel.
Installing Linux agents after scanning networks

1 Schedule a Discovery > By Agent scan using an existing Linux agent as the discovery machine. For details, see By
Agent in the Discovery Guide.

2 Install a Linux agent on a discovered Linux machine using one of the Discovery > Discovered Devices pages:
® Enterrootin the Admin Logon field.
® Enter the password for the root user of the targeted Linux machines in the Password field.
® Selectan agent install package in the Select an Agent Package to install field.

® Check the checkboxes next to one or more targeted Linux machines, or enter the IP address or name of a
targeted Linux machine in the Undiscovered Machine field.

® C(Click the Submit button.

Note: The Install Agents page does not currently distinguish between Linux and other systems. It is the
installer's responsibility to select only Linux systems.

Uninstalling a Linux agent manually

A <install-dir>/bin/KcsUninstaller always gets installed with the agent and will remove the agent. Agents are typically
installed to the /opt directory.

Issue the following command as root:

S S

R ——

Note: Runthe command ./KecsUninstaller -D -V to uninstall the agent with verbose terminal output.

Troubleshooting Linux agents installs

See the Troubleshooting Linux Agent Installs community page.

Supported Linux Functions
Linux agents support the following functions:
® 'Headless'agent procedures

® | atest audits, baselines audits and system audits
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® The SSH page in the legacy Remote Control module

® Selected alerts

® Monitoring of Processes

®  Monitoring of SNMP

® Log Parser

® Site Customization - The Agent Icons tab includes a set of icons for Linux agents you can customize.

See System Requirements.

Supported Apple Functions
Apple agents support the following functions:

® Audits - selected hardware and software attributes
® Agent procedures

® Remote Control

® FTP

e SSH

® Reset Password

® Task Manager

® ‘"Live Connect"

® "Kaseya Remote Control"

® '"Live Connect (Classic)"

® Network scan via Discovery

® Supported monitoring:

—  SNMP monitoring

Process monitoring in monitor sets

System Check
- Log Parser

See System Requirements.

Templates

In this section:

® '"Create" on page 85
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® "Rename" on page 89
® "Delete" on page 90
® "Change Group" on page 90

® '"Set Credential" on page 91

Create

Agent > Templates > Create

The Create page creates a machine ID account and optionally agent install package for a single machine. You create the
machine ID account first, then create an install package for this single machine. Typically the Create page applies to:

® Machine ID templates - In this case, no install package need be created, since "Machine ID template"s are not
intended for installation to a machine.

® Reinstalling Agents for an Existing Account - Because the Create install packages does not automatically create a
new machine ID account, you can use the Create page to re-install agents on managed machines for existing
accounts.

® Secured environments - Secured environments may require each machine be setup manually. For example, you
might be required to name a new machine ID account manually and/or create an agent install package with a
unique credential for a single machine. A user must be logged into a target machine locally to install the package.

Notes:

® Use Agent > "Manage Packages" to create and distribute agent install packages to multiple machines. The
Manage Packages install package automatically creates a machine ID account when it is installed provided
automatic account creation is enabled using System > "Check-in Policy" on page 498.

® Use Discovery to install agents on remote systems.

Machine IDs vs. agents

When discussing agents it is helpful to distinguish between the "Machine ID / Group ID / Organization ID" and the
"Agent". The machine ID / group ID / organization ID is the account name for a managed machine in the VSA database.
The agent is the client software installed on the managed machine. A one-to-one relationship exists between the agent
on a managed machine and its account name on the VSA. Tasks assigned to a machine ID by VSA users direct the
agent's actions on the managed machine.

Agent license counts

The following events affect agent license counts:

® An'"unused"agent license is changed to "used" if a machine ID account is created and the agent installed.

® |fthe agentis deleted but not the account, the agent license is still considered "used".

® |fthe account is deleted, regardless of what happens to the agent, the agent license goes back to "unused".

® |fanaccountis created, but the agent is not yet installed the first time, the account is called a "Machine ID
template". Machine ID template accounts are not counted as "used" until you install the agent.
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Including credentials in agent install packages

If necessary, an agent install package can be created that includes administrator "Credential" on page 670 to access a
customer network. Credentials are only necessary if users are installing packages on machines and do not have
administrator access to their network. The administrator credential is encrypted, never available in clear text form, and
bound to the install package.

Operating system selection

Agent packages can be created to install agents on machines running either Windows, Apple, or Linux operating
systems, or to automatically choose the type of operating system of the downloading computer.

Machine ID templates

A machine ID template is a machine ID record without an agent. Since an agent never checks into a machine ID
template account, it is not counted against your total license count. You can create as many machine ID templates as
you want without additional cost. When an agent install package is created, the package's settings are typically copied
from a selected machine ID template. Machine ID templates are usually created and configured for certain types of
machine. Machine type examples include desktops, Autocad, QuickBooks, small business servers, Exchange servers,
SQL Servers, etc. A corresponding install package can be created based on each machine ID template you define.

® Create machine ID templates using Agent > Templates > "Create".
® Import a machine ID template using Agent > Configure Agents > "Import / Export".
® Base an agent install package on a machine ID template using Agent > Packages > "Manage Packages".

® Copy selected settings from machine ID templates to existing machine ID accounts using Agent > Configure
Agents > "Copy Settings".

® |dentify the total number of machine ID template accounts in your VSA using System > "Statistics" on page 538.

® Configure settings for the machine ID template using the standard VSA functions, just as you would a machine ID
account with an agent.

® Separate machine ID templates are recommended for Windows, Apple and Linux machines. Alternatively you can
create a package that selects the appropriate OS automatically and copy settings from a template that includes an
agent procedure that uses OS specific steps.

Predefined alerts

If you create a machine ID account using Agent > Create and do not copy settings from any other machine, then several
typical alerts are created for the machine ID account by default.

Copy new account settings from

Click a radio button next to any machine ID listed in the paging area. Agent settings are copied from this machine ID.

Note: If you don't include a machine ID to copy from and click Create, a new, usable machine ID account is created
using Kaseya Server defaults.

New machine ID

Enter a uniqgue name for the new machine ID you are creating.
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Group ID

Select an existing group ID for the new machine ID you are creating. The default is root.unnamed. Group IDs are created
by a VSA user using System > Orgs / Groups / Depts > "Manage" on page 518.

Create

Click Create to create the new machine ID for the selected group ID.

Set/clear new accounts created in group ID <Group ID> copy settings from <Machine ID>
For each group ID you can specify a different default machine ID to copy settings from.

1 Select a machine ID to copy settings from by clicking the radio button next to any machine ID listed in the paging
area.

2 Selectagroup ID from the group ID drop-down list.

3 Click Set to ensure that new machine IDs you create for the selected group ID will copy settings from the selected
default machine ID.

4 Click the Clear link to remove this assighment.
Set/clear accounts created in unassigned group IDs copy settings from <Machine ID>

This option specifies the default machine ID to copy settings from if no default machine ID is set for a group ID. This
option only displays for master role "Users".

1 Select a machine ID to copy settings from by clicking the radio button next to any machine ID listed in the paging
area. Initially this value is set to unassigned.

2 Click Set to ensure that new machine IDs created without a group default machine ID copy settings from the master
role user's default machine ID. Initially this value is set to unassigned.

3 Click the Clear link to remove this assignment.
Entering contact information

When you enter contact information on this page for a new machine ID account, then create the new machine ID
account by clicking the Create button, these same contact information fields populate the Agent > "Edit Profile" page.
Contact information includes:

® Contact Email - Enter the email address of the individual using the managed machine.

® Auto - Check Auto to automatically populate the Contact Email field with an email address that uses the following
format: machineid@groupid.com. This feature assumes you are creating machine IDs and group IDs that conform
to user email addresses.

® Contact Name - Enter the name of the individual using the managed machine.
® (Contact Phone - Enter the phone number of the individual using the managed machine.

® Admin Email - Enter the email address of the individual responsible for providing IT support for the managed
machine.

Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
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displays the agent "Quick View" window.

&8 online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

"?3 An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Copy settings

Click a radio button next to any machine ID listed in the paging area. Machine ID settings are copied from this machine
ID.

Download / email agent installation

Click a machine ID link to create and distribute an install package for an existing machine ID account using the
Download Agent wizard.

Note:  Aninstall package created using this page is for a specific machine ID account. Use "Manage Packages" on
page 70 to create install packages for multiple machines.

1 Select the operating system you are creating the install package for: Windows, Macintosh, or Linux.

2 Optionally bind a user logon credential to the install package. Fill in the Administrator Credential form to securely
bind user rights to the install package.

® Users without user rights can install the package successfully without having to enter an administrator
credential.

® |fthe administrator credential is left blank and the user does not have user rights to install software, the install
package prompts the user to enter a administrator credential during the install.

3 Select the method of distribution:

® Download - Download the install package immediately to the machine you are currently using. The install
package is always called KcsSetup.

®* Email - Email a text message that contains a link to download the install package.
Type
The type of operating system used by the managed machine:

®  Windows
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®  Macintosh
® Linux
First checkin

Lists the time that each agent checked into the Kaseya Server for the first time.

Rename

Agent > Templates > Rename
The Rename page renames "Machine ID template" accounts.
Procedure
1 Selecta machine ID in the paging area.
2 Click one of the following radio buttons:
® Rename account - Select this option to rename a selected machine ID account.

®* Merge offline account <Offline Machine ID> into <Select Machine ID> Delete <Offline Machine ID> after
merge - Use merge to combine log data from two different accounts into the same machine. This could be
necessary if an agent was uninstalled and then re-installed with a different account name. Merge combines
the accounts as follows:

— Log data from both accounts are combined.
— Baseline "Audit" data from the old offline account replaces any baseline data in the selected account.
— Alert settings from the selected account are kept.

— Pending agent procedures from the selected account are kept. Pending agent procedures from the old
offline account are discarded.

— The old account is deleted after the merge.

Note:  Since the machine can only be active on a single account, only offline accounts are provided in
the drop-down list to merge with.

3 Optionally enter a New Name for the machine ID account.

4 Optionally select a different Group ID for the machine ID account.

5 Click the Rename button.

Rename

Click Rename to change the name of a selected machine ID account, using the options previously selected.
New name

Enter the New Name for the selected machine ID.

Group ID

Select the Group ID to assign to the selected machine ID account. The default leaves the group ID unchanged.

Chapter 4: Agent

www.kaseya.com



https://www.kaseya.com/

90 Virtual System Administrator™ User
Guide

9.5 | June 2019

Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete

[] Agent online

I'_'I Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

"?5 An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" on page 675 and the machine
groups the user is authorized to see using System > User Security > "Scopes" on page 514. Click the radio button to the
left of the machine account you wish to rename.

New name at next check-in

Lists the new name the account will be renamed to the next time that agent checks in. Only pending renames are
displayed here.

Delete

Agent > Templates > Delete

The Delete page deletes "Machine ID template" accounts.

Note: To delete agent accounts, use the Agent > "Manage Agents" page.

Deleting Templates

1 Selectthe Agent > Delete page.

2 Select one or more machine ID template accounts.
3 Click Delete.
4

Optionally click the Clean Database button. Deleting a machine account initially marks it for deletion. Actual
deletion usually occurs during off hours to reserve resources during working hours. Click Clean Database to
immediately purge machine accounts that are already marked for deletion.

Change Group

Agent > Templates > Change Group
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The Change Group page assigns machine ID template accounts to different machine groups.

Note:  Create a new machine group ID or sub group ID using System > User Security > "Scopes" on page 514.

Moving a machine ID to a different group
1 Select one or more machine ID templates in the paging area.
2 Selecta group ID from the Select new group ID drop-down menu.

3 Click the Move button.

Set Credential

Agent > Templates > Set Credential

The Set Credential page sets a "Credential" for a "Machine ID template".

® Username - Enter the username for the credential. Typically this a user account.
® Password - Enter the password associated with the username above.

® Domain

— Local user account - Select this option to use a credential that logs into this machine locally, without reference
to a domain.

— Use machine's current domain - Create a credential using the domain name this machine is a member of, as
determined by the latest "Audit" on page 668. This makes it easier to Select All and rapidly set a common
username/password on multiple machines, even if selected machines are members of different domains.

— Specify domain - Manually specify the domain name to use for this credential.
Actions

® Apply - Assign the credential to all checked machine IDs. Machine IDs with assigned credentials display the
username and domain in the associated table columns.

® (Clear-Remove the credential from all checked machine IDs.

® Auto Refresh Table - Refreshes the table.

Copy Settings
Agent > Configure Agents > Copy Settings

The Copy Settings page copies selected settings from a single source machine ID to multiple machine IDs. You can copy
settings from only one source machine ID or template at a time. But you can copy different types of settings from
different source machine IDs or templates in succession.

Copy settings and templates

"Machine ID template"s are initially used to create an agent install package using the template as the source to copy
settings from. But even after agents are installed on managed machines, you'll need to update settings on existing
machine ID accounts as your customer requirements change and your knowledge of the VSA grows. In this case use
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Agent > Copy Settings to copy these changes to any number of machines IDs you are authorized to access. Be sure to
select Do Not Copy for any settings you do not want to overwrite. Use Add to copy settings without removing existing
settings. Kaseya recommends making changes to a selected template first, then using that template as the source
machine ID to copy changes from. This ensures that your machine ID templates remain the "master repositories" of all
your agent settings and are ready to serve as the source of agent install packages and existing machine ID accounts.

Copy

Click Copy to select a source machine. Once you select the source machine a second window displays the types of
settings you can copy.

By selecting only certain types of settings to copy, you can avoid overwriting customer specific settings you want to
keep, such as the Patch File Source, which is different for each customer.

Select the Add option to add settings to target machines without replacing existing settings.
The types of agent settings you can copy include:

® Credential

® AgentMenu

® Checkin Control

® Working Directory

® |logs

® Machine Profile - Refers to settings in Audit > "Edit Profile" on page 100.
® View Collections

® Portal Access

® Remote Control Policy

® Patch Settings

® Patch File Source

® Patch Policy Memberships

® Fixed Alerts - These are all the alert types on the Monitor > "Alerts" page except for Event Log alerts and System
alerts.

® EventLog Alerts

® Monitor Sets

® Distribute Files

® Protection

® Agent Procedure Schedules
Select Machine ID

Click the Select Machine ID link to specify which machine ID to copy settings from.
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Spread agent procedure schedules when copying to multiple machines

You can distribute the load on your network by staggering this task. If you set this parameter to 5 minutes, then the scan
on each machine ID is staggered by 5 minutes. For example, machine 1 runs at 10:00, machine 2 runs at 10:05,
machine 3 runs at 10:10.

Select All/Unselect All
Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

£& online but waiting for first audit to complete

[] Agent online

[l Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

QJ An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Status

Shows the machine name that settings were copied from and the time they were copied.

Import / Export

Agent > Configure Agents > Import / Export

The Import / Export page imports and exports machine ID account settings as XML files, including scheduled agent
procedures, assigned monitor sets and event sets. Log data is not included in the import or export. You can use Import /
Export to migrate machine ID account settings, including "Machine ID template"s, from one Kaseya Server to the next.

® When importing an XML file ensure the encoding of the file is ISO-8859-1.
® See "Copy Settings" on page 91 for a list of the types of settings associated with a machine ID account.

® Forthe latest instructions on migrating an existing Kaseya Server to a new machine see Moving the Kaseya Server
section in the latest Kaseya Server installation instructions.
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® Sample templates for specific types of machines can be imported and are available on the Kaseya forum in our
Kaseya Connections website at http://community.kaseya.com.

To export machine ID settings

Click the select the machine link. A machine selection dialog box displays.

Optionally filter the display of the machine IDs listed using the "Machine ID / Group ID filter".

Click a machine ID link to export. The machine ID you selected now displays on the Import / Export page.

Click Export. The page displays an XML statement of the agent settings being exported.

o A WO N B

Export the XML statement by:
® Copying the XML text to the clipboard.

® Rightclicking the Download link and selecting the Save Target As option to save the XML text as an XML file
onyour local computer.

To import machine ID settings
1 When importing an XML file ensure the encoding of the file is ISO-8859-1.

2 Click Browse to select an XML file representing the settings of a machine ID account. Typically these XML files are
created by exporting them from another Kaseya Server.

3 Click Import. A set of additional options displays.

4 Accept or specify the name of the machine ID. A new one is created if this name doesn't already exist in the Kaseya
Server.

5 Accept or select a different group ID.

6 Optionally check the box next to Replace existing data if this machine ID already exists.

7 Optionally change the email notification address for all alerts defined for this machine ID account.

8 Click Finish to complete the import.

Agent Menu

Agent > Configure Agents > Agent Menu

The Agent Menu page specifies the options that display in the agent menu of a user's machine. The user displays the
agent menu by right-clicking the agent icon E in the "System tray" of the managed machine. This page can also prevent
the agent icon = from displaying on the user's machine. Changes made using this page take effect at the next agent
check-in and display in red text until then.

Note: See "Agent Icons" on page 50 for a general explanation of how agent icons display on the user's machine.

Hiding the agent icon on the user's machine
To hide the agent icon altogether:

1 Select one or more machine IDs.
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2 Uncheck the Enable Agent Icon checkbox.

3 Click Update.

All of the other checkbox settings will become dimmed, indicating that all agent menu options have been disabled.
Preventing the user from terminating the agent service on the user's machine

If the Exit option is enabled on a user's managed machine, the user can terminate the agent service on the managed
machine by selecting this option. When the agent service is stopped, the managed machine displays as offline to VSA
users and can no longer receive commands from the Kaseya Server.

To remove the Exit option from agent menus on managed machines
1 Select one or more machine IDs.

2 Uncheck the Exit checkbox.

3 Click Update.

Checkboxes

® Enable Agent Icon - Check to display the agent icon in the system tray of the managed machine. Uncheck to hide
the agent icon and prevent the use of agent menu options.

® About <Agent> - Check to enable the machine user to click this option to display the About box for the installed
agent. The default option label Agent can be customized.

® <Contact Administrator...> - Check to enable the machine user to click this option to contact an administrator. The
label Contact Administrator... can be customized.

— User Logon page - Displays the "Kaseya User Portal" page for this machine.

— use <mid> for machine ID, <gid> for group ID, <guid> for agent GUID - Displays a custom URL. Use the
variables provided to construct a URL to a custom website you have created to administrate machines. For
example: http;//www.yourcompany.com/?agentguid=<guid> could display a website page you have created
specific to an agent guid. Alternatively you could use the <gid> variable to construct a shared URL for all
machines using the same machine group.

® <Your Company URL...> - Check to enable the machine user to click this option to display the URL specified in the
corresponding URL field.

® Disable Remote Control - Check to enable the machine user click this option to disable remote control on the user's
managed machine.

® SetAccount... - Check to enable the machine user to click this option to display their machine ID.group
ID.organization ID and to change the Kaseya Server address the agent checks into. The new IP address you enter
must point to a working VSA, or else the IP address change will not take effect.

® Refresh - Check to enable the machine user to initiate an immediate full check-in.
® Exit- Check to enable the machine user to terminate the agent service on the managed machine.
Update

Click Update to apply agent menu settings to selected machine IDs.
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Select All/Unselect All
Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent Quick View window.

&8 online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

"?.J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

ACODbSRx

This column summarizes the agent menu options enabled for a machine ID. ACObSRx applies to the keyboard shortcuts
that are used to access each option in the agent menu.

A letter indicates that option displays in the agent menu. A "-" indicates that menu option does not display in the agent
menu.

A = About Agent
C = Contact User

O = Launches the URL specified in the URL field. The agent displays the text listed in the field to the left of the URL
field.

b = Disable Remote Control
S = Set Account...
R = Refresh
x = Exit
About Title

The text appended to the label for the About option on the agent menu. For example, if the About Title is Agent then the
label of the About option displays as About Agent.
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Contact Title

The text displayed on the agent menu for contacting a VSA user.
Custom Title

The text displayed on the agent menu for contacting a custom URL.
Contact URL

The URL to display when the Contact Administrator... option is selected by the machine user. The default URL is the
"Portal Access (Classic)" page. A different URL can be entered.

Custom URL

The URL to display when this agent menu option is selected by the user.

Check-In Control

Agent > Configure Agents > Check-In Control

The Check-In Control page specifies when and where each agent should check in with a Kaseya Server. You can specify
the primary and secondary Kaseya Server names/IP addresses used by the agent to check in, the bandwidth consumed
by an agent to perform tasks and the check-in period.

® The agent only checks into the primary server but not the secondary server, unless the primary server goes offline.

® The primary and secondary Kaseya Server values and the minimum and maximum check-in periods are subject to
the policies set using System > "Check-in Policy" on page 498. This prevents users from selecting settings that
place undue stress on servers running the Kaseya Server service.

® Changes made using this page take effect at the next agent check-in and display in red text until then.

® Check-in Control information can also be maintained using the Agent Settings tab of the "Live Connect" and
"Machine Summary" pages.

Secondary server limitations

Legacy remote control functions are relayed through the primary Kaseya Server address. When an agent checks into the
secondary Kaseya Server address, legacy remote control sessions do not connect because they are directed to the
wrong VSA relay server address. All other functions, including Kaseya Remote Control functions, are supported and
scheduled by the secondary Kaseya Server in the same manner as the primary Kaseya Server address.

Migrating agents from one Kaseya Server to another

You may decide for performance or logistical reasons to migrate managed machines to a new Kaseya Server. For
instructions, see How to migrate agents to another VSA instance.

Changing the port used by agents to check into the Kaseya Server
1 Setthe Primary Port to the new port.
2 Setthe Secondary Port to the old port.

3 Wait for the new settings to take effect on all the agents.
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4 Display the System > "Configure" page. Enter the new port number in the Specify port Agents check into server with
edit box and click the Change Port button.

Note: If any agents have not migrated to the new port before you switch the Kaseya Server, you will have to manually
change the port at the managed machine. Right click the agent icon in the system tray to display the agent menu on the
managed machine and select the Set Account... option. Enter the server address and port. For example,
192.168.1.7:1234.

Primary KServer

Enter the IP address or fully qualified host name of the machine ID's primary Kaseya Server. This setting is displayed in
the Primary Kaseya Server column.

Kaseya agents initiate all communication with the Kaseya Server. For this reason the agents must always be able to
reach the domain name or IP (Internet Protocol) address assigned to the Kaseya Server. Choose an IP address or domain
name which can be resolved from all desired network(s), both on the local LAN and across the internet.

Best Practices: Although a public IP address may be used, Kaseya recommends using a domain name server (DNS)
name for the Kaseya Server. This practice is recommended as a precaution should the IP address need to change. It is
easier to modify the DNS entry than redirecting orphaned agents.

Primary port

Enter the port number of either the primary Kaseya Server or a virtual system server. This setting is displayed in the
Primary KServer column.

WARNING! Do NOT use a computer name for your server. The agent uses standard WinSock calls to resolve a fully
qualified host name into an IP address, which is used for all agent connections. Resolving a computer
name into an IP address is done by NETBIOS, which may or may not be enabled on each computer.
NETBIOS is an optional last choice that the Windows will attempt to use to resolve a name. Therefore,
only fully qualified names or IP addresses are supported.

Secondary KServer

Enter the IP address or fully qualified host name of the machine ID's secondary Kaseya Server. This setting is displayed
in the Secondary KServer column. The agent only checks into the primary server but not the secondary server, unless the
primary server goes offline.

Secondary port

Enter the port number of either the secondary Kaseya Server or a virtual system server. This setting is displayed in the
Secondary KServer column.

Check-in period

Enter the time interval for an agent to wait before performing a quick check-in with the Kaseya Server (see "Check-in -
full vs. quick"). A check-in consists of a check for a recent update to the machine ID account. If a recent update has been
set by a VSA user, the agent starts working on the task at the next check-in. This setting is displayed in the Check-In
Period column. The minimum and maximum check-in periods allowed are set using System > "Check-in Policy" on page
498.
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Note:  Best Practices: The agent maintains a persistent connection to the Kaseya Server. As a result, quick check-in
times do not effect response times from the agent. The quick check-in time sets the maximum time to wait
before re-establishing a dropped connection. Setting all your machine's quick check-in time to 30 seconds
guarantees each agent recovers from a dropped connection within 30 seconds, assuming connectivity is
successful.

Bind to Kserver

If checked, the agent is bound to a unique Kaseya Server ID. Bound agents cannot check-in successfully unless the
unique Kaseya Server ID they are bound to using the Agent > Check-In Control page matches the unique ID assigned to
the Kaseya Server using the System > "Configure" > Change ID option. Prevents IP address spoofing from redirecting
agent check-ins. A lock = icon in the paging areas shows the agent is bound. To unbind agents, select machines IDs,
ensure Bind to Kserver is unchecked and click Update. The lock I%icon no longer displays for selected machines.

Bandwidth throttle

Limit the agent to consuming a maximum amount of bandwidth on the system with this control. By default the agent
shares bandwidth with all other running applications so you typically do not need bandwidth throttle enabled. Disable
bandwidth throttle by entering a O.

Warn if multiple agents use same account

The Kaseya Server can detect if more than one agent is connecting to the Kaseya Server and using the same machine
ID.group ID.Organization ID. This problem could be caused by installing an agent install package pre-configured with the
machine ID on more than one machine. Check this box to receive notifications of more than one agent using the same
account each time you log into the Kaseya Server as a user.

Warn if agent on same LAN as KServer connects through gateway

If you are managing machines that share the same LAN as your Kaseya Server then you may get this alert. By default all
agents connect back to the Kaseya Server using the external name/IP address. TCP/IP messages from these agents
travel through your internal LAN to your router, and then back to the Kaseya Server. Some routers do a poor job of
routing internal traffic back through themselves. Check this box to receive a notification when the Kaseya Server detects
an agent may be on the same LAN but connecting through the router.

Note:  Agents on the same LAN as the Kaseya Server should specify the internal IP address shared by both the agent
and the Kaseya Server on the Check-In Control page.

Update
Click Update to update all selected machine IDs with the options previously selected.

Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete
[]Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
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[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

'?J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Edit Profile

Agent > Configure Agents > Edit Profile

The Edit Profile page maintains contact information, the language preference for the agent menu on the user's machine
and notes about each machine ID/group ID account. Profile information can be maintained in these other places:

® The contact information in the Edit Profile page can be automatically populated when a new account is created
using the Agent > Templates > "Create" page.

® VSA users and machine users can both maintain contact information using the Home > Change Profile tab in the
"Live Connect (Classic)" or "Portal Access (Classic)" window.

® VSA users only can maintain notes and contact information using the Agent Settings tab of the "Live Connect
(Classic)" and "Machine Summary" pages.

To change user accounts settings

1 Select a machine ID in the paging area.

2 Enter Notes, Admin Email, Contact Name, Contact Email and Contact Phone information.
3  Press Update.

Special instructions

Enter any notes about a machine ID account. Helpful information can include the machine's location, the type of
machine, the company, or any other identifying information about the managed machine. These special instructions
display when you hover the cursor over an agent status icon with a badge. The "Quick View" window displays the Special
Instructions text in the bottom of the window.

Icon badge

Add badges to the lower right corner of agent status icons, such as C"ﬁ. These badges display everywhere the agent
icon displays in the user interface. For example, you could mark a machine with a -’ badge to indicate the customer

Chapter 4: Agent www.kaseya.com



https://www.kaseya.com/

Virtual System Administrator™ User 101
Guide

9.5 | June 2019

requires a phone call before anyone works on that machine. Or mark a server with a G badge because you should not do
anything to it until after hours.

Select one or more machines on the Agent > Configure Agents > Edit Profile page, then click the lcon Badge link at the
top of the page and select one of the available badges. You can define a Special Instructions text message for each
badge. Click the Update button to assign the badge to selected machines.

When you hover the cursor over an agent status icon with a badge, the Quick View window displays the Special
Instructions text in the bottom of the window.

Auto assign tickets

Auto assign a ticket to this machine ID if the Ticketing "Email Reader" or a Service Desk email reader receives an email
from the same email address as the Contact Email field of Edit Profile. Applies when new emails come into the Ticketing
email reader that do not map into any of the "Email Mapping" or as described for Service Desk in the Ticket Associations
section of the Readers tab topic in Service Desk online help.

Note: If multiple machine IDs have the same Contact Email value, then only one machine ID can have this checkbox
checked.

Contact name

Enter the name of the individual using the managed machine. This setting is displayed in the Contact Name column.

Contact email

Enter the email address of the individual using the managed machine. This setting is displayed in the Contact Email
column.

Contact phone

Enter the phone number of the individual using the managed machine. This setting is displayed in the Contact Phone
column.

Admin email

Enter the email address providing administrator support for this managed machine.This setting is displayed in the Admin
Email column.

Language Preference

The language selected in the Language Preference drop-down list determines the language displayed by an "Agent
Menu" on a managed machine. The languages available are determined by the language packages installed using
System > "Preferences" on page 496.

Machine role

The machine role to apply to selected machine IDs. "Machine Roles" determine the "Portal Access (Classic)" functions
available to the machine user.

Update

Click Update to update selected machine IDs with the profile information previously entered.
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Select All/Unselect All
Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

"?.J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Portal Access (Classic)

Agent > Configure Agents > Portal Access

Note: Portal Access in R95 only works using Live Connect (Classic). Even if the Use new Live Connect when clicking
the Live Connect button in Quickview option is set to Yes in System > "Default Settings", Live Connect
(Classic) will still be used when logging into the VSA using Portal Access credentials.

The Portal Access page defines the logon name and password, by machine ID, required to use "Live Connect (Classic)" as
a machine user remotely. A Live Connect session run by a machine user is called Portal Access. The functions displayed
using Portal Access are determined by the System > "Machine Roles - Access Rights tab" on page 513.

Accessing Portal Access locally

Machine users do not have to logon to Portal Access locally. Clicking the agent icon in the system tray of their machine
initiates the Portal Access session without having to log on.

Accessing the Portal Access logon page remotely
A machine user can display the Portal Access logon page for their own machine from another machine as follows:

1 Browse to the http://your_KServer_address/access/ page, substituting the appropriate target Kaseya Server
name for your_KServer_address in the URL text.
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Note: Thisis the same page that VSA users use to log on to the VSA.

2 Logon by entering the user name and password assigned to the machine ID. The user name and password is
specified using the Agent > Portal Access page.

The Portal Access page displays. The machine user can click any menu option as though he or she were logged in
from their own managed machine. The machine user can click the Desktop or File Transfer menu options to initiate
a remote connection to their own machine, create or view ticket, or initiate a chat, if these options are enabled by
machine role.

Re-enabling user logons

Machine user logons follow the same "Logon Policy" as VSA user logons. If a user attempts to logon too many times with
the wrong password their account will automatically be disabled. You can re-enable the logon by setting a new password
or waiting for the disable account time to lapse.

Customizing Portal Access

Portal Access sessions can be customized using System > Customize > "Customize: Live Connect (Classic)", including
adding a logo, welcome page and links to other URLs.

Logon name

Enter the Logon Name the user must use to log into the VSA to initiate chat sessions, enter or view tickets and/or get
remote access to their machine. Logon hames and passwords are case sensitive. Passwords must be at least six
characters long. The Logon Name defaults to the machinelD.grouplD name.

Create password, confirm password

Define a password for the machine user logon. Passwords must be at least 6 characters long. The machine user can
change the password after the VSA user assigns one.

Apply

Click Apply to apply the Portal Access logon name and password to the selected machine ID.
Clear

Permanently remove the Portal Access logon "Credential" from the selected machine ID.
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Logon name
The Portal Access logon name assigned to this machine ID.
User web logon

Displays Enabled if a Portal Access logon name and password has been assigned to this machine ID. Indicates that a
machine user can log into the Portal Access page for their own machine remotely using a web browser on any other
machine.
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LAN Cache

Agent > Configure Agents > LAN Cache

The LAN Cache page designates a machine to act as a file source for other machines on the same LAN. When a LAN
cache is enabled and a machine on the same LAN requests a download from the Kaseya Server for the first time, files
are downloaded to the LAN cache machine, then copied to the requesting machine. From then on the file does not need
to be downloaded from the Kaseya Server. Other machines—on the same LAN and using the same LAN cache—copy the
file from the LAN cache machine. Doing so speeds delivery to multiple machines throughout the same LAN and reduces
network bandwidth issues. The following VSA functions can use LAN Cache:

® agent procedure command getURL()

® agent procedure command writeFile()

® Patch Management > File Source

® Policy Management > Policies > Patch File Source
Background

LAN Cache configures a file source as follows:

® Automatically creates a local administrator or domain administrator account, or allows you to manually specify the
credential for an existing domain administrator. Created accounts are given a unique name (FSAdminxxxxxxxxx
where x is a digit) with an automatically generated strong password. The generated password contains 15
randomly selected characters and contains at least one the following characters:

— uppercase letters

- lowercase letters

- numbers (0-9)

— non-alphanumeric characters

® Once the password is generated, it is compared against the admin name to ensure that no 2 character
combinations in the password match any 2 character combination in the admin name. This logic ensures that the
generated passwords will meet any Windows password complexity logic.

® The credentials for the account are associated with this LAN cache within Kaseya and are used when necessary
instead of any assigned agent credential. LAN Cache does not require nor support using the credential specified
on the Manage Agents page.

® Creation of the specified customer share directory on the specified fixed disk drive configured as a Windows
administrative share. The directory and share are created for you without leaving the LAN Cache page. The
directory specified for LAN cache is strictly for customer use. Kaseya never uses this customer-specified
directory/share.

® Creation of a special Kaseya directory—always VSAFileShare as a sub-directory under the customer directory—on
the specified fixed disk drive configured as a Windows administrative share.

Procedure - general

1 Selecta LAN cache machine.
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2 Assign machines to the LAN cache using the "Assign LAN Cache" page.
Procedure - for writeFile() and getURL() steps in agent procedures

These commands can download files from a LAN Cache instead of the VSA or from a URL. Files have to be larger than 4k
bytes.

1 Selecta LAN cache machine.
2 Assign machines to the LAN cache using the "Assign LAN Cache" page.

3 For the writeFile() command only, upload the files you intend to download to assigned machines to the Kaseya
Server using Agent Procedures > Manage Procedures > Schedule / Create > "Manage Files Stored on Server" >
Shared folder. Files have to be larger than 4k bytes.

4 Create and run an agent procedure that includes a writeFile() or getURL() step.

® When an agent executes the writeFile() or getURL() step of an agent procedure for the first time, it downloads
the file from the KServer or the URL, then updates the assigned LAN cache with the file.

® Forsubsequent requests for the same file by any agent, the file is downloaded from the LAN cache instead of
from its original source.

® To take full advantage of the caching mechanism, execute the agent procedure referencing the file on one
agent first. After that agent has uploaded the file to the assigned LAN cache, execute the procedure on other
agents assigned to the same LAN cache.

Actions

® Add LAN Cache - Specifies a LAN cache on a selected machine:

1 LAN Cache Name - Enter a "friendly" name for the LAN cache as it will be displayed in Assign LAN
Cache. It does not have to match the name of the machine. Do not specify the name of the directory
or drive letter.

2 Directory Name - Enter the name of the directory only, without specifying the name of the machine or
the drive letter. The directory does not have to already exist. LAN Cache will create the directory and
the required share settings for you.

3 Select the UNC server name resolution - Use Computer Name or Use Computer IP Address. Specifies
the UNC name resolution format used to access the share. Example: \\computername\sharename$
or \\10.10.10.118\sharename$.

Note:  The next step—selecting the type of credential—does not display if the System > "Default
Settings" > LAN Cache - Use auto-generated administrator credentials option is set to Yes.

4  Select the type of LAN Cache administrator credentials to use:

® Use auto-generated administrator credentials - If selected, an administrator credential is created
for you when the LAN Cache is created. A local administrator credential is created unless the
machine is a domain controller. If the machine is a domain controller, a domain administrator
credential is created.
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® Use an existing domain administrator credential - If selected, enter the domain, username and
password of an existing domain credential. The domain credential will not be created for you.

5 Select a fixed drive on which to create the LAN Cache - Select the drive to create the share on.

Remove LAN Cache - Removes the LAN cache from a selected machine.
Clear Pending - Cancels the pending creation of a LAN cache on a selected machine.

Test Generated Cache Credential - Click to test the credentials used by a selected machine. The result is shown in
the Credential Test Status column.

Columns

(Check-in Icon) - These icons indicate the agent check-in status of each managed machine. Hovering the cursor
over a check-in icon displays the agent "Quick View" window.

B8 online but waiting for first audit to complete

[] Agent online

EI Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
[ ]Agent online and user currently logged on, but user not active for 10 minutes

O Agent is currently offline

. Agent has never checked in

| Agent is online but remote control has been disabled

O The agent has been suspended

QJ An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page
448).

Machine.Group ID - A unique "Machine ID / Group ID / Organization ID" name for a machine in the VSA.
Cache Name - The name of the LAN cache as displayed with the VSA.

Cache Path - The path specified for the LAN cache.

Cache UNC - The UNC used to locate the LAN cache on the network.

Cache Created - Date/time the LAN cache was created.

Cache Administrator - The administrator account used to access the LAN Cache.

Credential Test Status - Displays the results of testing the administrator account credentials used to access the
LAN Cache. Credentials can be tested using the Test Generated Cache Credential button at the top of the page.

Assign LAN Cache

Agent > Configure Agents > Assign LAN Cache
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The Assign LAN Cache page assigns machines to, and removes machines from, a selected LAN Cache machine. When a
machine is assigned to a LAN cache, the LAN cache autogenerated credential is created on that machine. If the machine
is a domain controller, the autogenerated credential is a domain credential.

Actions

® Assign - Assigns a LAN cache selected from the drop-down list to selected machines.

® Unassign - Unassigns a LAN cache from selected machines.

® (Clear Pending - Cancels the pending assignment of a selected machine to a LAN cache.

® Test Generated Cache Credential - Click to test the credentials used by a selected machine. The result is shown in
the Credential Test Status column.

Columns

® Select All / Unselect All - Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck
all rows on the page.

® Machine.Group ID - A unique "Machine ID / Group ID / Organization ID" name for a machine in the VSA.
® Assigned LAN Cache - Displays the LAN cache a machine is assigned to.
® Assigned - The date/time a machine was assigned to a LAN cache.

® Test Status - Credential Test Status - Displays the results of testing the administrator account credentials used to
access the LAN Cache. Credentials can be tested using the Test Generated Cache Credential button at the top of
the page.

Set Proxy

Agent > Configure Agents > Set Proxy

For security purposes, administrators may prevent agent machines direct access to the internet and route web traffic
requests and resulting downloads through proxy servers. For these environments you can use the Set Proxy page to
specify the URL and credential used to download Patch Management files via a proxy server. You can then assign the
proxy server configuration to one or more agents.

Note: For instructions on how to configure a proxy server to support Patch Management downloads see Proxy and
Kaseya Patch Management.

Header

®  Proxy Server - The URL of the proxy server.

® Port-The port of the proxy server. Defaults to 1080.

If the proxy server requires authentication, enter a username and password.
® Username - The username used to access the proxy server.

® Password - The password used to access the proxy server.
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Actions
® Apply - Applies the proxy server configuration to one or more selected agents.

® (Clear - Clears the proxy server configuration assigned to one or more selected agents.

File Access

Agent > Protection > File Access

The File Access page prevents unauthorized access to files on managed machines by rogue applications or users. Any
application can be approved or denied access to the file.

Note:  You may also block operating system access to the protected file by blocking access to explorer.exe and/or
cmd.exe. This prevents the file from being renamed, moved, or deleted therefore completely locking down the
file from tampering.

Multiple agents

If multiple agents are installed on a machine (see "Installing Multiple Agents"), only one agent at a time controls the
drivers required to use File Access, "Network Access", and "Application Blocker". These functions can only be performed
by the agent controlling these drivers.

Block

To protect a file from access by rogue applications, enter the filename and click the Block button. This displays the File
Access popup window.

The dialog presents the user with one of the following options:

® Filename to access control - Enter the file name and/or a portion of the full path. For example, adding a file named
protectme.doc to the list, protects occurrences of protectme.doc in any directory on any drive. Adding
myfolder\protectme.doc protects all occurrences of the file in any directory named myfolder.

®* New -Addin a new application to the access list. You can manually enter the application or use the Search...
button to select an application name.

® Remove - Removes an application from the approved access list

® Search - Select a machine ID to search the list of applications installed on that machine ID and select an
application name. This list is based on the latest audit performed on that machine ID. You are not actually browsing
the managed machine.

® Ask userto approve unlisted - Lets users approve/deny access to the file on a per application basis each time a
new application tries to access that file. Use this feature to build up an access control list based on normal usage.

® Deny all unlisted - Blocks an application from accessing the file. Select this option if you are already sure of which
files need access and which do not.

Unblock

Remove an application from the protection list by clicking the Unblock button. This opens a new dialog box listing all
protected files for the selected machine IDs. You can remove files from just the selected machine or from all machines
containing that file path.
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Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

£& online but waiting for first audit to complete

[] Agent online

I'_'I Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

"?.J An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Filename

Filename of the file to be blocked. Click the edit & icon next to any filename to change file access permissions for that
filename.

Approved apps
Lists applications approved to access the file on the machine ID.
Ask user approval

If checked, the user of a machine ID is asked to approve file access if an unapproved application attempts to access the
file.

Network Access

Agent > Protection > Network Access

The Network Access page lets you approve or deny TCP/IP-protocol-based network access on a per application basis.
Users can also be notified when an unlisted application accesses the network, permitting or denying that application

network access. Typically this function is used to control access to internal and external internet sites, but can include
internal LAN traffic that also uses the TCP/IP protocol.
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Driver

This function requires the driver be enabled to block network access and monitor network bandwidth statistics. The
driver is disabled by default. This driver inserts itself into the TCP/IP stack to measure TCP/IP-protocol-based network
traffic by application. For Windows machines earlier than Vista, an enabled driver only takes effect after a reboot of the
machine.

Note: To determine which applications should be approved or denied network access, use the "Audit - Network
Statistics" report to view network bandwidth utilization versus time. Drill down and identify peak bandwidth
consumers by clicking the graph's data points. See which application and which machine use bandwidth at
any pointin time.

WARNING! Applications that do not use the Windows TCP/IP stack in the standard way may conflict with the driver
used to collect information and block access, especially older legacy applications.
Multiple Agents

If multiple agents are installed on a machine (see "Installing Multiple Agents"), only one agent at a time controls the
drivers required to use "File Access", Network Access, and "Application Blocker". These functions can only be performed
by the agent controlling these drivers.

To approve or deny network access to one or more applications
1 Check the checkbox next to one or more machine IDs in the Machine.Group ID column.

2 Click the link of any machine ID in the Machine.Group ID column. It does not have to be the machine ID you
checked. This displays the Application List popup window, listing all applications installed on that machine ID. The
list is based on the latest audit that was performed for that machine ID.

3 Since the list in the Application List window may be large, you can control the applications displayed by clicking
Filter to filter the list.

4 Check the checkboxes next to the application name you wish to approve or deny network access to.

5 You can also enter application names in the Add applications not found by audit here edit field, to identify
applications not listed.

6 Click the Select button to confirm your selections and close the Application List window. The selected applications
now display at the top of the page.

7 Click Approve Apps or Deny Apps. The applications selected in the Application List window are added from the
Approved Apps/Denied Apps column.

To remove approve and deny settings for one or more machine IDs

1 Check the checkbox next to one or more machine IDs in the Machine.Group ID column.
2 Click the Remove Apps button.

Network access options

* Notify user when app blocked - Notify the user when a blocked application attempts to access the network. Use
this function to build up the access list based on normal usage. This lets you see which applications on your system
are accessing the network and when. The machine user is prompted to select one of four responses when an
application is blocked:
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— Always - Allows the application access to the network indefinitely. Users will not be prompted again.

— Yes-Allows the application access to the network for the duration of the session. Users will be prompted
again.

— No - Denies the application access to the network for the duration of the session. Users will be prompted
again.

— Never-Denies the application access to the network indefinitely. Users will not be prompted again.

® Enable/Disable driver - Enable/Disable the network access protection driver for an agent. Applications that do not
use the Windows TCP/IP stack in the standard way may conflict with this driver, especially older legacy
applications. The agent can not monitor network statistics or block network access if this driver is disabled. For
Windows machines earlier than Vista, an enabled driver only takes effect after a reboot of the machine.

® Apply Unlisted Action - An unlisted application is one that has not been explicitly approved or denied access to the
network. Select the action to take when an unlisted application attempts to access the network.

— Ask user to approve unlisted - A confirmation dialog box displays if an unlisted application attempts to access
the network.

— Approve all unlisted - The unlisted application is granted access to the network.

— Deny all unlisted - The unlisted application is denied access to the network and the application is closed on the
managed machine.

Select All/Unselect All
Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

QJ An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.
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Notify user

A green checkmark \/ in the Notify User column indicates that the managed machine user is notified when an
application attempts to access the network that has been denied network access.

To notify the user when a application has been denied

1 Select machine IDs.

2 Click the Enable button for Notify user when app is blocked.

To remove this notification

1 Select machine IDs that display a green checkmark v’ in the Notify column.
2 Click the Disable button for Notify user when app is blocked.

Enable driver

Identifies on a per machine ID basis, which machines have the network protection driver enabled or not. For Windows
machines earlier than Vista, an enabled driver only takes effect after a reboot of the machine.

Unlisted action

Displays the Unlisted Action to take when an unlisted application attempts to access the network. See Apply Unlisted
Action above.

Approved apps / denied apps / remove apps / remove all
These settings can only be applied once the driver is enabled.

® Approved applications are listed in the first row.

® Denied applications are listed in the second row.

* |f the Approve all unlisted radio option is selected and applied to a machine ID, then the approved application list is
replaced by the phrase Approve All Unlisted.

® |f Deny all unlisted radio option is selected and applied to a machine ID, then the denied application list is replaced
by the phrase Deny All Unlisted.

® Click Remove Apps to remove a selected applications from selected machines.

® C(Click Remove All to remove all applications from selected machines.

Application Blocker

Agent > Protection > Application Blocker

The Application Blocker page prevents any application from running on a machine ID. Blocked applications cannot be
renamed, moved, or deleted from the system. "File Access" can also block applications, but Application Blocker is faster
to configure if you simply want to block and unblock applications.

Multiple Agents

If multiple agents are installed on a machine (see "Installing Multiple Agents"), only one agent at a time controls the
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drivers required to use "File Access", "Network Access", Application Blocker. These functions can only be performed by
the agent controlling these drivers.

Block
To block an application from running on a machine:

1 Select one or more machine IDs. Only machine IDs currently matching the "Machine ID / Group ID filter" are
displayed.

2 Enterthe application's filename in the edit box.

The application can be referenced by file name and/or a portion of the full path. For example, adding an application
named blockme.exe to the list, prevents all occurrences of blockme.exe, on any directory or on any drive, from
running. Adding myfolder\blockme.exe prevents occurrences of the application in any directory named myfolder
from running.

3 Click the Block button.

4  The blocked application displays in the Application column beside the selected machine IDs.
Unblock

To unblock an application from the blocked list:

1 Select one or more machine IDs that show blocked applications in the Application column.

2 Click the Unblock button. This opens a File Access popup window listing all blocked applications for the selected
machine IDs.

3 Click one or more blocked applications.

4 Click the Unblock button. The window closes.

5 The blocked application no longer displays in the Application column beside the selected machine IDs.
Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent Quick View window.

E& online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

o Agent is online but remote control has been disabled

O The agent has been suspended

@ an agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
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Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Group ID filter" and the machine groups the user
is authorized to see using System > User Security > "Scopes" on page 514.

Application

Filename of the application being blocked.

Application Logging

Agent > Administration > Application Logging

The Application Logging page displays a log of Agent module activity by:
® EventlID

¢ EventName

® Message

® Admin

® EventDate

This table supports selectable columns, column sorting, column filtering and flexible columns widths (see "Data Table
Column Options" on page 44).

Configuration

Agent > Live Connect on Demand > Configuration

The Configuration page configures and enables the "Live Connect on Demand" feature. Live Connect on Demand installs
a temporary agent on machines so that Live Connect can manage a machine temporarily, up to a specified number of
minutes.

Actions
® Save Temporary Agent Config - Saves the settings configured on this page.

® Edit Email Template - Edits the email template for notifying users how to install a temporary agent on their endpoint
machine.

Configuration Options

® Enable Live Connect on Demand - If checked, temporary agents can be installed using "Live Connect" on page
439.

® Use Kaseya Authorization Request Service - Not yet enabled. If unchecked, a cloud-based server is used to
authorize requests to install temporary agents on machines.

® URL - The authorization request service URL.
® Session Expires - Sets the initial time allowed in minutes for users to install the temporary agent.

® Active Session Timeout - Sets the time allowed in minutes before the temporary agent is uninstalled.

Chapter 4: Agent www.kaseya.com



https://www.kaseya.com/

Virtual System Administrator™ User 115

Guide
9.5 | June 2019

® Machine Group - The machine group assigned to temporary agents.

® Badge Text - The badge text displayed in Quick View when the cursor hovers over a temporary agent icon in the VS

Dashboard

Agent > Live Connect on Demand > Dashboard

The Dashboard page provides a dashboard view of "Live Connect on Demand" metrics.
® Live Connect on Demand Sessions Created Last 24 Hours

® Live Connect on Demand Sessions Active
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Chapter 5: Agent Procedures

In this chapter:

"Agent Procedures Overview"
"Schedule / Create" on page 118
"Distribution" on page 169

"Agent Procedure Status" on page 170
"Pending Approvals" on page 171
"Patch Deploy" on page 172
"Application Deploy" on page 174
"Get File" on page 177

"Distribute File" on page 178

"Application Logging" on page 180

Agent Procedures Overview

The Agent Procedures module automates tasks performed on managed machines. Agent procedures can be run
immediately, by schedule, or in response to a VSA system event or APl request. The Agents Procedures module also
enables you to:

Approve newly created or edited agent procedures using "Pending Approvals" on page 171. As a security
precaution, all agent procedures must be signed and approved before they can be run.

View the status of all procedures run on a managed machine using "Agent Procedure Status" on page 170.

Spread out the impact agent procedures have on network traffic and server loading using "Distribution" on page
169.

Transfer files to and from managed machines using "Get File" on page 177 and "Distribute File" on page 178.

Schedule the installation of Microsoft and non-Microsoft applications and patches using "Patch Deploy" on page
172 and "Application Deploy" on page 174.

Note:  See Patch Management to install Microsoft patches on managed machines.

Functions Description
"Schedule / Create" on Automates user-defined tasks on managed machines by creating and scheduling agent
page 118 procedures.
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Functions Description

"Distribution" on page 169 | Minimizes network traffic and server loading by executing agent procedures evenly
throughout the day.

"Agent Procedure Status" Shows the status of agent procedures executed on managed machines.

on page 170

"Pending Approvals" on Approves newly created or edited agent procedures.

page 171

"Patch Deploy" on page Use this wizard tool to create procedures to deploy Microsoft patches to managed
172 machines.

"Application Deploy" on Use this wizard tool to create procedures to deploy non-Microsoft install packages
page 174 (setup.exe) to managed machines.

"Get File" on page 177 View and manage files uploaded to the Kaseya Server from managed machines using

the getFile() agent procedure command.

"Distribute File" on page Write files to all selected managed machines and maintain them.
178

Schedule / Create

Agent Procedures > Manage Procedures > Schedule / Create

The Schedule / Create page automates user-defined tasks on managed machines by creating and scheduling agent
procedures. See the following topics for details:

e "Action Buttons" on page 119

® "Scheduling Agent Procedures" on page 120

® '"Creating / Editing Agent Procedures" on page 121
® "|[F-ELSE-STEP Commands" on page 123

® "64-Bit Commands" on page 163

® '"Using Variables" on page 164

® '"Variable Manager" on page 167

® "Manage Files Stored on Server" on page 168

® '"Folder Rights" on page 168

Related topics

® Alerttriggered agent procedures - Aimost all configurable alerts in the VSA include a Run Agent Procedure option
that you can use to run a selected agent procedure if the alert is triggered. For example, the "Alerts" page contains
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a list of alerts that include this option.

® Agent Procedure Failure Alerts - The Alerts > "Alerts - Agent Procedure Failure" page triggers an alert when an agent
procedure fails to execute on a managed machine. For example, if you specify a file name, directory path or
registry key in an agent procedure, then run the agent procedure on a machine ID for which these values are
invalid, you can be notified about the agent procedure failure using this alerts page.

® |Logging Failed Steps in Procedures - The System > "Configure" page includes the following option - Enable logging
of procedure errors marked "Continue procedure if step fail" - If checked, failed steps in procedures are logged. If
blank, failed steps in procedures are not logged.

® Preventing the Logging of Successful Child Script Execution - The System > "Configure" page includes the following
option - Enable logging of successful child script execution in agent procedure log - If unchecked, child script
success entries are not included in the agent procedure log (see "Agent Logs" on page 63). This can reduce the size
of the agent procedure log tremendously. It takes up to 5 minutes for the KServer to read this setting change.

View Definitions - You can filter the display of machine IDs on any agent page using the following agent procedure
options in "View Definitions".

—  With procedure scheduled/not scheduled
— Last execution status success/failed
— Procedure has/has not executed in the last N days

® Service Desk - When a ticket service procedure is run, it can execute an agent procedure. For details, see
scheduleProcedure().

Action Buttons

Agent procedures are organized using two folder trees in the middle pane, underneath Private and Shared cabinets. The
following action buttons display, depending on the object selected in the folder tree.

When a cabinet is selected

® Collapse All - Collapses all branches of the folder tree.

® Expand All - Expands all branches of the folder tree.

Always available

® Manage Files - See "Manage Files Stored on Server" on page 168 for more information.
® Manage Variables - See "Variable Manager" on page 167 for more information.

* (Apply Filter) - Enter text in the filter edit box, then click the funnel icon 57 to apply filtering to the folder trees.
Filtering is case-insensitive. Match occurs if filter text is found anywhere in the folder trees.

When a folder is selected

® Share Folder - Shares a folder with user roles and individual users. Applies to shared cabinet folders only.

Note:  See guidelines for share rights to objects within folder trees in "Folder Rights" on page 168.
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® New Procedure - Opens the agent procedure editor to create a new procedure in the selected folder of the folder
tree. See "Creating / Editing Agent Procedures" on page 121.

®* New Folder - Creates a new folder underneath the selected cabinet or folder.
® Delete Folder - Deletes a selected folder.
® Rename Folder - Renames a selected folder.

® Import Folder/Procedure - Imports a folder or procedure as children to the selected folder in the folder tree. Applies
to private cabinet folders only.

Note:  The Import Center will import a previously exported shared agent procedure folder or procedure to the
Shared cabinet. It will not overwrite any folder or procedure using the same name and tree path.

® Export Folder - Exports the selected folder and all its procedures as an XML file. The XML file can be re-imported.
Additional actions when a procedure is selected

® Edit Procedure - Opens the agent procedure editor to edit the selected procedure. See "Creating / Editing Agent
Procedures" on page 121.

® Rename Procedure - Renames the selected procedure.

® Delete Procedure - Deletes the selected procedure. Agent procedures that are used by other agent procedures
cannot be deleted.

® Export Procedure - Exports the selected procedure.

Scheduling Agent Procedures

Manage the scheduling of agent procedures using tabs in the right hand pane. When a procedure is selected in the
middle pane, the following tabs display In the right-hand pane.

® Schedule - Select one or more machine IDs in this tab's table, then click one of the following action buttons:

— Schedule Procedure - Schedule a task once or periodically. Each type of recurrence—0Once, Hourly, Daily,
Weekly, Monthly, Yearly—displays additional options appropriate for that type of recurrence. Periodic
scheduling includes setting start and end dates for the recurrence. Not all options are available for each task
scheduled. Options can include:

® Schedule will be based on the timezone of the agent (rather than server) - If checked, time settings set in
the Scheduler dialog reference the local time on the agent machine to determine when to run this task. If
blank, time settings reference server time, based on the server time option selected in System >
Preferences. Defaults from the System > "Default Settings" page.

® Distribution Window - Reschedules the task to a randomly selected time no later than the number of
periods specified, to spread network traffic and server loading. For example, if the scheduled time for a
task is 3:00 AM, and the distribution window is 1 hour, then the task schedule will be changed to run at a
random time between 3:00 AM and 4:00 AM.

® Skip if offline - If checked and the machine is offline, skip and run the next scheduled period and time. If
blank and the machine is offline, run the task as soon as the machine is online again. Applies only to
recurring schedules, a 'Once' schedule always executes the next time the agent is online.
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®  Power up if offline - Windows only. If checked, powers up the machine if offline. Requires Wake-On-
network or vPro and another managed system on the same network.

® Exclude the following time range - Applies only to the distribution window. If checked, specifies a time
range to exclude the scheduling of a task within the distribution window. Specifying a time range outside
of the distribution window is ignored by the scheduler.

Note:  You can stagger the running of scheduled agent procedures using Agent Procedures >
"Distribution" on page 169.

— Run Now - Run this agent procedure on each selected machine ID immediately.
— Cancel - Cancel the scheduled agent procedure on each selected machine ID.

® View Procedure - Provides a display only view of the procedure. A user can execute an agent procedure and view it
without necessarily being able to edit it. See Folder Rights for more information.

® Used by - Displays a list of other procedures that execute this procedure. Agent procedures that are used by other
agent procedures cannot be deleted.

® Approval History - Displays a list of dates and users that approved the procedure.

Recurring agent procedures

Use the "Agent Procedure Status" page to identify the list of recurring agent procedures assigned to each agent.

Creating / Editing Agent Procedures

To create a new procedure, select a cabinet or folder in the middle pane, then click the New Procedure button to open
the Creating / Editing Agent Procedures dialog.

To edit an existing procedure, select the procedure, then click the Edit Procedure button to open the Creating / Editing
Agent Procedures dialog. You can also double-click a procedure to edit it.

Note:  Access to creating or editing a procedure depends on your "Folder Rights".

The agent procedure editor

All statements you can add to an agent procedure display in the left-hand pane. Agent procedures display in the middle
pane of the editor on one more tabs. The parameters for each statement display in the right-hand pane.

Note: See'"IF-ELSE-STEP Commands" on page 123 for a detailed explanation of each statement's parameters.

Action buttons
These buttons display in the middle pane of the procedure editor.
® Procedure

- New - Creates an empty tab for a new procedure.

— Open - Edits an existing procedure.

— Save - Saves the currently selected procedure.
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— Save As - Saves the procedure to a different name. A dialog enables you to select the folder used to save the
procedure.

Edit - The following buttons are only enabled when one or more statements are selected.
— Undo - Undoes the last edit.

— Redo - Redoes the last edit.

— Cut-Cuts selected lines.

— Copy - Copies selected lines.

— Paste - Pastes copied lines.

— Remove - Removes selected lines.

— Goto Line - Selects the line number you specify.

— Search - Searches for matching text in commands, parameters and values.

— Insert Lines - Inserts a blank line that you can then begin typing into. This displays a drop-down list of
commands that you can select a command from and insert into the procedure.

— Indent Lines - Indents selected lines

— Outdent Lines - Outdents selected lines.

Help

— Help Tips - Display tooltips on how to use the procedure editor.

— Online Help - Displays online help.

Drag and drop

Drag and drop any statement above or below any other statement.
Drag and drop any comment above or below any statement.
A statement is automatically indented when dropped below an IF statement, except for an ELSE statement.

You can nest steps within multiple IF or ELSE statements. Just drag-and-drop an IF or ELSE statement below an IF
statement to insert it as a child statement.

Guidelines

Click any STEP, IF or ELSE statement in the middle pane to see its settings in the right-hand pane. You can edit
these settings in the right hand pane or click any value in a statement directly to edit it.

Multiple lines can be selected and acted on at one time.
Right click selected lines to get additional options.
Enter a value at the top of the left pane to filter the list of statements you can select.

Hovering the cursor over any statement in the left or middle pane displays a tooltip description of that statement.
The same description displays at the top of the third pane.
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® Hovering the cursor to the left of selected statements displays =+ = icons. Click these icons to remove, indent or
outdent selected statements.

®  When entering a value for a variable into a parameter:
— Entera < to select from a list of system variables.
— Entera # to select from a list of user defined variables (see "Using Variables" on page 164).

® Openand work on multiple procedures simultaneously. Each procedure you open displays in a separate tab. Copy
and paste selected statements between tabs.

® Youcanseta STEP to Continue on Fail. This allows a procedure to continue running even if that particular STEP
fails.

® (Click the blank line at the bottom of the procedure to edit the description for the entire procedure.

IF-ELSE-STEP Commands

The following is a summary of standard IF-ELSE-STEP commands used in VSA agent procedures.

IF Command Definition

"checkVar()" Evaluates the given agent variable. See "Using Variables" on page 164.

"else" Adds an Else branch to run steps when an If branch returns a False result.
"eval()" Compares a variable with a supplied value.

"get0S()" Determines if the current Windows OS is 32 or 64-bit.

"getRAM()" Evaluates the total amount of memory reported by the latest audit of the agent.
"getRegistryValue() / Evaluates the given registry value.

getb64BitRegistryValue"

"hasRegistryKey() / Tests for the existence of the given registry key.

has64BitRegistryKey()"

"isAppRunning()" Checks to see if a specified application is currently running on the managed
machine.

"isServiceRunning|()" Determines if a service is running on the managed machine.

"isUserActive()" Determines whether the user is either:

® |dle ornotlogged on, or

® Active

Chapter 5: Agent Procedures

www.kaseya.com



https://www.kaseya.com/

124 Virtual System Administrator™ User
Guide

9.5 | June 2019

IF Command Definition

"isUserLoggedin()" Tests whether a specific user, or any user, is logged in or not.

"isYesFromUser()" Presents a Yes/No dialog box to the user.

"testFile()" Tests for the existence of a file.

"testFilelnDirectoryPath()" Tests for the existence of a file in the current directory path returned by
getDirectoryPathFromRegistry().

"true" Always returns True, executing If branch.

"alarmsSuspend()" Suppresses alarms on a machine for a specified number of minutes.

"alarmsUnsuspendAll()" Stops the suppression of alarms on a machine.

"captureDesktopScreenshot()" Captures a desktop screenshot of the agent machine and uploads it to

the Kaseya Server.

"changeDomainUserGroup()" Changes a domain user's membership in a domain user group.

"changelLocalUserGroup()" Changes a local user's membership in a local user group.

"closeApplication()" Closes a running application.

"comment()" Adds a one-line comment to the procedure.

"copyFile()" Copies a file from one directory to another.

"copyFileUseCredentials()" Copies a file from one directory to another using a user credential.

"createDomainUser()" Adds a new user to an Active Directory domain when run on a domain
controller.

"createEventLogEntry()" Creates an event log entry in either the Application, Security or System

event log types. You can create a Warning, Error, or Informational event
with your own description.

"createLocalUser()" Adds a new local user account to a machine.
"createWindowsFileShare()" Creates a new file share on a Windows machine.
"deleteDirectory()" Deletes a directory from the agent machine.
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STEP Command Definition

"deleteFile()" Deletes a file from the managed machine.

"deleteFilelnDirectoryPath()" Deletes file in directory returned by getDirectoryPathFromRegistry().

deleteRegistryKey(), see
"deleteRegistryKey() /
delete64BitRegistryKey()"

Deletes a key from the registry.

delete64BitRegistryKey(), see Deletes a 64-bit key from the registry (see "64-Bit Commands" on page

163).
"deleteRegistryKey() / )

delete64BitRegistryKey()"

deleteRegistryValue(), see
"deleteRegistryValue() /
delete64BitRegistryValue"

Deletes a value from the registry.

delete64BitRegistryValue(), see
"deleteRegistryValue() /
delete64BitRegistryValue" on page 142

Deletes a 64-bit value from the registry (see "64-Bit Commands" on page
163).

"deleteUser()" Deletes a user from the agent machine.

"disableUser()" Disables a user, preventing logon to the agent machine.

"disableWindowsService()" Disables a Windows service.

"enableUser()" Enables a previously disabled user, allowing the user to logon to the OS.

"executeFile()" Executes any file as if it was run from the Run item in the Windows Start

menu.

"executeFilelnDirectoryPath()" Same as execute file. File location is relative to the directory returned by

getDirectoryPathFromRegistry().

"executePowershell()" on page 144

Executes a powershell file, or command with arguments or both.

executePowerShell32BitSystem, see
"executePowershell()" on page 144

Executes a powershell file, or command with arguments or both, as a 32
bit system command.

executePowerShell32BitUser, see
"executePowershell()" on page 144

Executes a powershell file, or command with arguments or both, as a 32
bit user command.
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STEP Command Definition

executePowerShell64BitSystem, Executes a powershell file, or command with arguments or both, as a 64
"executePowershell()" on page 144 bit system command.

executePowerShell64BitUser, Executes a powershell file, or command with arguments or both, as a 64
"executePowershell()" on page 144 bit user command.

"executeProcedure()" Starts another VSA agent procedure on the current machine.
"executeShellCommand()" Runs any command from a command shell.
"executeShellCommandToVariable()" Executes a shell command and returns output created during and after its

execution to a variable.

"executeVBScript()" Runs a VBscript, with or without command line arguments.

"getDirectoryPathFromRegistry()" Returns the directory path stored in the registry at the specified location.
Result used in subsequent steps.

"getFile()" Gets a file from the managed machine and saves it to the Kaseya Server.

"getFileInDirectoryPath()" Gets a file from the managed machine located relative to the directory
returned by getDirectoryPathFromRegistry() and saves it to the Kaseya
Server.

"getURL()" Returns the text and HTML contents of a URL and stores it to a file on the

managed machine.

"getURLUsePatchFileSource()" Downloads a file from a given URL to a target folder and file for that
agent. Uses the Patch Management > File Source settings.

"getVariable()" Gets a value from the agent on the managed machine and assignsitto a
variable. See "Using Variables" on page 164.

"getVariableRandomNumber()" Generates a random number.

"getVariableUniversalCreate()" Gets a variable that persists outside of the immediate procedure's
execution.

"getVariableUniversalRead()" Reads up to three variables you have previously created using the

getVariableUniversalCreate() step.

"giveCurrentUserAdminRights()" Adds the current user to the local administrator’s group on the agent
machine, either permanently or for a temporary period of time.
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STEP Command Definition

"impersonateUser()"

Specifies the user account to use when executing a file or shell when
Execute as the logged on user is specified in a subsequent command.

"installAptGetPackage()"

Silently installs a package using the apt-get command in Linux.

"installDebPackage()"

Silently installs a Debian package on any Linux OS that supports .deb
packages.

"instalDMG()" Silently installs a .DMG package in OS X.

"installMSI()" Installs an MSl file for Windows.

"installPKG()" Silently installs a . PKG package in OS X.

"installRPM()" Silently installs an RPM package on any Linux OS that supports installing
RPMs.

"logoffCurrentUser()" Automatically logs off the current user.

"pauseProcedure()" Pauses the procedure for N seconds.

"reboot()" Reboots the managed machine.

"rebootWithWarning()"

Reboots a machine, displaying a warning message to the end-user before
the reboot process occurs.

"removeWindowsFileShare()"

Removes a file share from a Windows agent.

"renamelLockedFile()"

Renames a file that is currently in use.

"renamelLockedFilelnDirectoryPath()’

Renames a file currently in use in directory returned by
getDirectoryPathFromRegistry().

"scheduleProcedure()"

Schedules an agent procedure to run on a specified machine.

"sendAlert()" Creates an alert based on a previous getVariable() command.
"sendEmail()" Sends an email to one or more recipients.

"sendMessage()" Displays a message in a dialog box on the managed machine.
"sendURL()" Opens a browser to the specified URL on the managed machine.
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STEP Command Definition

setRegistryValue(), see "setRegistryValue
() / set64BitRegistryValue()"

Sets the registry value to a specific value.

set64BitRegistryValue(), see
"setRegistryValue() /
set64BitRegistryValue()"

Sets the 64-bit registry value to a specific value (see "64-Bit Commands"

on page 163).

"sqlRead()" Returns a value from the database and stores it to a named variable by
running a selected SQL "read" statement.
"sqlWrite()" Updates the database by running a selected SQL "write" statement.

"startWindowsService()"

Runs a Start command for a Windows service, if it exists.

"stopWindowsService()"

Runs a Stop command for a Windows service if it exists.

"transferFile()"

Transfers a file from the agent machine running this step to another

agent machine.

"uninstallbyProductGUID()"

Silently uninstalls a product based on its MSI GUID.

"unzipFile()"

Extracts the contents of a specified zip file to a target folder.

"updateSystemInfo()"

Updates the selected System Info field with the specified value.

"useCredential()"

Specifies that the agent "Credential" should be used when Execute as the

logged on user is specified in a subsequent command.

"windowsServiceRecoverySettings()"

Sets the Service Recovery Settings for any given service in Windows.

"writeDirectory()"

Writes a directory from the server to the managed machine.

"writeFile()"

Writes a file stored on the Kaseya Server to the managed machine.

"writeFileFromAgent()"

Transfers a file from another agent machine to the agent machine

running this step.

"writeFileInDirectoryPath()"

Writes a file stored on the Kaseya Server to the managed machine using

the directory returned by getDirectoryPathFromRegistry().

"writeProcedureLogEntry()"

Writes a string to the Agent Procedure Log.

"writeTextToFile()"

Writes text to a file on the agent machine.
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STEP Command Definition

"zipDirectory()" Compresses a directory and any subdirectories or files it contains into a
zip file on the agent machine.

"zipFiles()" Compresses a single file or files into a zip file on the agent machine.

IF Commands

In this section:

® "checkVar()" on page 129

® ‘else"on page 130

® "eval()" on page 130

e "get0S()" on page 131

® "getRAM()" on page 131

® 'hasRegistryKey() / has64BitRegistryKey()" on page 131
® '"getRegistryValue() / get64BitRegistryValue" on page 132
® "isAppRunning()" on page 132

® '"isServiceRunning()" on page 133

® ‘isUserActive()" on page 133

® '"isYesFromUser()" on page 134

® 'testFile()" on page 134

® '"testFileInDirectoryPath()" on page 134

® "true" on page 135

checkVar()

Enter a variable name, in the form #var_name#, in the space provided. checkVar() evaluates the current values assigned
#var_name# and compares it with the supplied value. The supplied value may also be another variable name in the form
of #var_name2#4. If the check is true, [IF commands are executed. If the check is false, ELSE steps are executed. See
Using Variables. The available tests are:

Note: If thistestis run on a managed variable (see "Variable Manager"), this step will fail for all machine groups that
don’t have a value specified for the managed variable. An error message will display in the agent procedure
log, stating Script Variable Not Found.

® Exists:true if the variable exists.
® Does Not Exist:true if the variable does not exist.

® =:true if value of the variable equals the test value.
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® Not =:true if value of the variable does not equal the test value.

® > :true if value of the variable is greater than the test value.

® >=:true if value of the variable is greater than or equal to the test value.

® <:true if value of the variable is less than the test value.

® <=:true if value of the variable is less than or equal to the test value.

® Contains:true if the test value is a sub string of the variable value.

® Not Contains:true if the test value is not a sub string of the variable value.
® Begins With:true if the variable value begins with the test value.

® Ends With:true if the variable value ends with the test value.

For the tests =, Not =, >, >=, <, and <=, the variables compared may be a string, a number, a date in the format of
yyyy/mmy/dd or yyyy/mm/dd hh:mm or yyyy/mm,/dd hh:mm:ss, or a version number containing dots or commas such as
1.2.3 0r4,5,6,7. Values in variables are stored as strings, so compared numbers must be of equal string length. If a date
format is specified, it may be offset using + dd:hh:mm:ss or - dd:hh:mm:ss. Only dd days are required; hh hours, mm
minutes, and ss seconds may be omitted and are assumed to be zero when absent. CURRENT TIMESTAMP may be
specified to indicate that the current time be substituted in the comparison at the time the procedure is executed. e.g.
CURRENT TIMESTAMP - 7:12:00:00 will be evaluated as 7 days and 12 hours subtracted from the time that the
procedure is executed.

Example - Sample Procedures.Managed Services.Network Tests.Ping IP Address 2

Adds an Else command underneath a corresponding If command. Any steps listed under the Else command are
executed when the corresponding If command returns a False result.

Example - Sample Procedures.Managed Services.Disk Mgmt.Clean.Windows Disk Cleanup (wdc)

If hasRegistryKey ("HKEY LOCAL_
MACHINE\SOFTWARE \Microsoft\Windows\CurrentVersion\Explorer\VolumeCaches\Compress old files")
Does Not Exist

executeProcedure (WDC Step 1", " ", "Immediate", "All Operating Systems", "Halt on Fail")
Else
executeProcedure (WDC Step 2", " ", "Immediate", "All Operating Systems", "Halt on Fail")
| e ___ i
eval()

Enter a numerical expression containing one or more variable names, in the form Enter a numerical expression
containing one or more variable names, in the form #var_name#, in the space provided. eval() uses the current value
assigned to each #var_name#, evaluates the mathematical expression, and compares it with the supplied value. The
supplied value may also be another expression. The mathematical expression may contain +, -, *, /, (,and ).e.g. (3.7
+ (200 * #countA#)) / (#countB# - #countC#).If the check istrue, IF steps are executed. If the check is false,
ELSE steps are executed. The available tests are:
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® =:true if value of the variable equals the test value.

® Not =:true if value of the variable does not equal the test value.

® > :true if value of the variable is greater than the test value.

® >=:true if value of the variable is greater than or equal to the test value.
® <:true if value of the variable is less than the test value.

® <=:true if value of the variable is less than or equal to the test value.

Note: Cannot be used with Exists, Does Not Exist,Contains, Or Not Contains operators.

Example

getOS()

Determines if the current Windows OS is 32 or 64-bit.
Operating systems supported: Windows

Example

getRAM()

Evaluates the total amount of memory in megabytes reported by the latest audit of the agent. This could come in helpful
in ensuring a system meets the resource requirements of an application before an installation is attempted.

Operating systems supported: Windows, OS X, Linux

Example

hasRegistryKey() / has64BitRegistryKey()

WARNING! Certain registry locations require "64-Bit Commands" for 64-bit Windows machines.

Tests for the existence of a registry key. hasRegistryKey() differs from "getRegistryValue() / get64BitRegistryValue"
since it can check for a directory level registry entry that only contains more registry keys (no values).

Example - Core.1 Windows Procedures.Desktops.Maintenance.Common Maintenance Tasks.Disk Cleanup.Windows
Disk Cleanup

i
: If hasRegistryKey ("HKEY LOCAL :
: MACHINE\SOFTWARE\Wow6432Node \Microsoft\Windows\CurrentVersion\explorer\VolumeCaches\Compress :
| 0ld Files\") Exists i

|
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getRegistryValue() / get64BitRegistryValue

WARNING! Certain registry locations require "64-Bit Commands" for 64-bit Windows machines.

After entering the registry path, the value contained in the key is returned. A check can be made for existence, absence,
equality, or size differences. For example, HKEY LOCAL _
MACHINE\Software\Microsoft\Windows\CurrentVersion\AppPaths\AgentMon.exe\path contains the directory
path identifying where the agent is installed on the target machine. The test determines if the value stored for this key
exists, thereby verifying the agent is installed.

The available tests are:

® Exists:true if the registry key exists in the hive.

® Does Not Exist:true if the registry key does not exist in the hive.

® =:true if value of the registry key equals the test value.

® Not =:true if value of the registry key does not equal the test value.

® >:true if value of the registry key is greater than the test value (value must be a number).

® >=:true if value of the registry key is greater than or equal to the test value (value must be a number).
® <:trueif value of the registry key is less than the test value (value must be a number).

e <=:true if value of the registry key is less than or equal to the test value (value must be a number).

® Contains:true if the test value is a sub string of the registry key value (value must be a string).

® Not Contains:true if the test value is not a sub string of the registry key value (value must be a string).
Using the backslash character (\)

A backslash character \ at the end of the key returns the default value of that key. HKEY LOCAL _
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\WORDPAD.EXE\ returns a default value, such
as $ProgramFiles%\Windows NT\Accessories\WORDPAD .EXE

The last single backslash in a string is used to delimit the registry key from the registry value. To include backslashes as
part of the value string, specify double slashes for each slash character. For example, the string HKEY LOCAL
MACHINE\SOFTWARE \SomeKey\Value\\Name is interpreted as the key HKEY LOCAL MACHINE\SOFTWARE\SomeKey
with a value of value\Name.

Example

if isUserLoggedIn(" ")

I
I
: getVariable ("Registry Value", "HKEY CURRENT USER\KaseyaAgent-HKCUTest\TestREG_DWORD",
: "regDWORD", "All Operating Systems, "Halt on Fail"

isAppRunning()

Checks to see if a specified application is currently running on the managed machine. If the application is running, the IF
command is executed; otherwise, the ELSE command is executed. When this option is selected from the drop-down list,
the Enter the application name field appears. Specify the process name for the application you want to test. For
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example, to test the calculator application, specify calc.exe, which is the process name that displays in the
Processes tab of the Windows Task Manager.

Example

S

R ——

isServiceRunning()

Determines if a service is running on the managed machine. Specify the service name.
® True if the service name is running.

® False if the service name is stopped or does not exist.

Note: Be sure to use the service name of the service, not the display name of the service. For example, the display
name of the service for Microsoft SQL Server is SQL Server (MSSQLSERVER), butthe service name of the
service is MSSQLSERVER. For Windows machines, right click any service in the Services window and click the
Properties option to see the service name of that service.

Example

S

R ——

isUserActive()

Determines whether the user is either:

® |dle ornotlogged on, or

® Active

Operating systems supported: Windows, OS X, Linux

Example

o o o o e o e

— . _ .

isUserLoggedin()

Tests to see if a specific user or any user is logged on the managed machine. Enter the machine user's logon name or
leave the field blank to check for any user logged on. The IF commands are executed if a user is logged on. The ELSE
steps are executed if a user is not logged on.

Example

S

R ——
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isYesFromUser()

Displays a dialog box on the managed machine with Yes and No buttons. Also carries out the ELSE command if a
specified amount of time has timed out. If Yes is selected by the machine user, the IF command is executed. If the
selection times out or the machine user selects No, the ELSE command is executed. This function requests the machine
user's permission to proceed with the agent procedure. This query is useful for agent procedures that require a reboot of
the managed machine before completion.

Procedure variables, for example #varName#, may be used inside isYesFromUser() fields to dynamically generate
messages based on procedure data.

Delimit the text displayed by the button labels and message using three or more plus characters (+++).

Example - Sample Procedures.Agent Control.Reboot-Ask-Yes-2

If isYesFromUser ("+++YES:Reboot Now+++NO:Continue Working+++The system administrator needs
to Reboot your computer. Reboot now?", 5)

testFile()

Determines if a file exists on a managed machine. Enter the full path and file name. testFile() compares the full path and
file name with the supplied value. If the check is true, IF commands are executed. If the check is false, ELSE steps are
executed.

Note:  Environment variables such as $windir$\notepad.exe are acceptable.

The available tests are:

® Exists:true if the full path and file name exists.

® Does not Exist:true if the full path and file name does not exist.

® Contains:true if the test value is a sub string of the file content. (Case Sensitive)

® Not Contains:true if the test value is not a sub string of the file content. (Case Sensitive)
® Begins With:true if the test value begins with the variable value.

® Ends With:true if the test value ends with the variable value.

Example - Core.1 Windows Procedures.Desktops.Machine Control.Networking.Block Websites.Clear All Blocked
Websites

— . _ .

testFilelnDirectoryPath()

Tests the specified file located at the path returned using the "getDirectoryPathFromRegistry()" step. The available tests
are:

® Exists:true if the file name exists.

® Does not Exist:true if the file name does not exist.
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® Contains:true if the test value is a sub string of the file content.

® Not Contains:true if the test value is not a sub string of the file content.
® Begins With:true if the test value begins with the variable value.

® Ends With:true if the test value ends with the variable value.

Example - Core.3 Linux Procedures.Software Control.Applications.Install CHKCONFIG

— . _ .

Selecting True directs the IF commands to execute. Use True to directly execute a series of steps that do not require any
decision points, such as determining whether a file exists using "testFile()" on page 134.

Note:  Using IF TRUE is not required. It is included for backwards compatibility with 5.x scripts and earlier that have
been migrated forward.

Example - Sample Procedures.Agent Control.Reboot

If true
reboot ("All Operating Systems", "Halt on Fail")

STEP Commands

In this section:

® "alarmsSuspend()" on page 138

e "alarmsUnsuspendAll()" on page 138

® '"captureDesktopScreenshot()" on page 138
® '"changeDomainUserGroup()" on page 138
® "changelocalUserGroup()" on page 139

® ‘"closeApplication()" on page 139

® "comment()" on page 139

® "copyFile()" on page 139

® "copyFileUseCredentials()" on page 139

e 'createDomainUser()" on page 140

e 'createEventLogEntry()" on page 140

® ‘'createLocalUser()" on page 140

® 'createWindowsFileShare()" on page 141

® ‘'deleteDirectory()" on page 141
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® ‘'deleteFile()" on page 141

® 'deleteFileInDirectoryPath()" on page 141

® 'deleteRegistryKey() / delete64BitRegistryKey()" on page 142
* 'deleteRegistryValue() / delete64BitRegistryValue" on page 142
e 'deleteUser()" on page 142

® 'disableUser()" on page 142

® 'disableWindowsService()" on page 142

® 'enableUser()" on page 143

® ‘"executeFile()" on page 143

e ‘'executeFilelnDirectoryPath()" on page 143

e 'executePowershell()" on page 144

® '"executeProcedure()" on page 144

® ‘'executeShellCommand()" on page 145

® 'executeShellCommandToVariable()" on page 145
® '"executeVBScript()" on page 146

e 'getDirectoryPathFromRegistry()" on page 146

® ‘"getFile()" on page 146

e 'getFilelnDirectoryPath()" on page 147

e ‘"getURL()"on page 147

* '"getURLUsePatchFileSource()" on page 147

e ‘'getVariable()" on page 148

e '"getVariableRandomNumber()" on page 149

e 'getVariableUniversalCreate()" on page 149

e 'getVariableUniversalRead()" on page 149

® ‘"giveCurrentUserAdminRights()" on page 150

®* '"impersonateUser()" on page 150

® 'installAptGetPackage()" on page 150

* 'installDebPackage()" on page 151

® ‘installDMG()" on page 151

® 'installMSI()" on page 151

® 'installPKG()" on page 151
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® 'installRPM()" on page 152

® "logoffCurrentUser()" on page 152

® '"pauseProcedure()" on page 152

® ‘reboot()" on page 152

® "rebootWithWarning()" on page 152

®* "removeWindowsFileShare()" on page 153

® '"renamelLockedFile()" on page 153

® '"renamelLockedFilelnDirectoryPath()" on page 153
® "scheduleProcedure()" on page 153

® ‘'"sendAlert()" on page 154

® '"sendEmail()" on page 155

® ‘"sendMessage()" on page 156

® '"sendURL()" on page 156

® 'setRegistryValue() / set64BitRegistryValue()" on page 156
® 'sqlRead()" on page 157

® "sqlWrite()" on page 158

® 'startWindowsService()" on page 158

® '"stopWindowsService()" on page 159

® "transferFile()" on page 159

® '"uninstallbyProductGUID()" on page 159

® "unzipFile()" on page 159

® '"ypdateSystemInfo()" on page 160

® '"useCredential()" on page 160

® "windowsServiceRecoverySettings()" on page 160
® "writeDirectory()" on page 161

®* "writeFile()" on page 161

* 'writeFileFromAgent()" on page 161

® ‘"writeFileInDirectoryPath()" on page 162

® "writeProcedureLogEntry()" on page 162

® "writeTextToFile()" on page 162

* "zipDirectory()" on page 162
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® "ZipFiles()" on page 163
alarmsSuspend()
Suppresses alarms on a machine for a specified number of minutes. Updates the status of machines on the Monitor >

Status > "Suspend Alarm" page.

Example - Core.1 Windows Procedures.Servers.Print Server.Print Server

|
: alarmsSuspend (1, "All Windows Operating Systems", "Halt on Fail") :
|

alarmsUnsuspendAll()
Stops the suppression of alarms on a machine. Updates the status of machines on the Monitor > Status > "Suspend
Alarm" page.

Example - Core.1 Windows Procedures.Servers.Print Server.Print Server

I
: alarmsUnsuspendAll ("All Windows Operating Systems", "Halt on Fail") :
I

captureDesktopScreenshot()

Captures a desktop screenshot of the agent machine and uploads it to the Kaseya Server. The screenshot is saved as a
PNG file with a unique name in a folder dedicated to that agent. You can access these files from the Audit >
"Documents" page or from "Live Connect (Classic)". End-user notification options must be selected based on the level of
user notification desired, silently capturing a screenshot, notifying the user that the capture will take place, or asking to
approve the capture. A custom message can be entered if end-user notification or permission requesting is selected.
Otherwise a standard message displays.

Operating systems supported: Windows, OS X

Example

changeDomainUserGroup()

Changes a domain user's membership in a domain user group. This STEP must be run on a domain controller. Enter the
domain username of the member being added or removed from the domain user group. Then select whether to add or
remove membership. Then select the domain user group.

Operating systems supported: Windows
Example

changeDomainUserGroup (#username", "Add Permission", "Domain Users", "All Operating Systems",
"Halt on Fail")
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changeLocalUserGroup()

Changes a local user's membership in a local user group. Enter the local username of the member being added or
removed from the local user group. Then select whether to add or remove membership. Then select the group.

Operating systems supported: Windows

Example

changeLocalUserGroup ("#username#", "Add Permission", "Users", "All Operating Systems", "Halt
on Fail")

closeApplication()

If the specified application is running on the managed machine, then that application is closed down. Specify the
process name for the application you want to close. For example, to close the Calculator application, specify
calc.exe, Which is the process hame that displays in the Processes tab of the Windows Task Manager.

Example

o o o o e o e

I
: closeApplication ("Skype.exe", "All Operating Systems", "Halt on Fail") :
I

— . _ .

comment()

Adds a one line comment to the procedure.

Example

o o o o o o o o e o o o e e .

R ——

copyFile()

Copies a file from one directory to another on the agent machine. If the target file exists, you must check a box to
overwrite an existing file. Be sure to keep in mind folder syntax when running this STEP across different operating
systems, for example, c: \temp\tempfile. txt for Windows and /tmp/tempfile. txt for OS X and Linux.

Operating systems supported: Windows, OS X, Linux

Example

copyFile ("%appdata%\Microsoft\Templates\#template#", "e:\templates_ archive\#template#",
true, "All Operating Systems", "Halt on Fails")

copyFileUseCredentials()

Copies a file from a directory on a machine and attempts to copy the file to a target directory and filename. The copy
process uses either:

® The agent credential specified for an agent using Agent > "Manage Agents", or

® The user credential specified by an "impersonateUser()" step before this step.
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This STEP is mostly used for accessing files across network UNC shares. If the target file exists, you must check a box to
overwrite an existing file. Be sure to keep in mind folder syntax when running this STEP across different operating
systems, for example, c: \temp\tempfile. txt for Windows and /tmp/tempfile. txt for OS X and Linux.

Operating systems supported: Windows, OS X, Linux
Example

useCredential ("All Operating Systems", "Halt on Fail")

copyFileUseCredentials("c:\logging\logfile.log", "\\fileserver\log archive\logfile.log",
true, "All Operating Systems", "Halt on Fail")

createDomainUser()

Adds a new user to an Active Directory domain when run on a domain controller. Enter a domain user name to create,
then a password that meets the domain's complexity requirements for user accounts, then select the domain group the
user will be added to, either Domain Users Or Domain Admins.

Operating systems supported: Windows
Example
createDomainUser ("#username#f”, "******" "Domain Users", "All Operating Systems", "Halt on

Fail")

createEventLogEntry()

Creates an event log entry in either the Application, Security or System event log types. You can create a Warning, Error
or Informational event with your own description. The created event is hard-coded to use an Event ID of 607.

Operating systems supported: Windows

Example

createEventLogEntry ("This is a test event log entry", "Error", "Application", "All Operating
Systems", "Halt on Fail")

createLocalUser()

Adds a new local user account to a machine. Enter a local user name to create, then a password that meets local user
account complexity requirements, then select the group the user will be added to.

Operating systems supported: Windows, OS X, Linux

Example

createLocalUser ("#username#", "****x**" "Administrator", "All Operating Systems", "Halt on
Fail")
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createWindowsFileShare()

Creates a new file share on the Windows machine being managed by the agent. You must type in the name of the file
share as it will be accessed over the network—without the \\computername\ prefix—and enter the source folder on the
agent machine for the file share. This folder will be created if it does not yet exist. You can remove a file share using the
"removeWindowsFileShare()" command.

Operating systems supported: Windows
Example

createWindowFileShare ("#sharename#", "c:\sharedlocalfolder", "All Operating Systems", "Halt
on Fail")

deleteDirectory()
Deletes a directory from an agent machine. Ensure you have your directory syntax correct for Windows vs. OS X/ Linux.
To ensure all sub-directories and files are also removed, check the Recursively delete subdirectories and files checkbox.
Operating systems supported: Windows, OS X, Linux
Example

deleteDirectory ("#localfolder#", "Recursively delete", "All Operating Systems", "Halt on

Fail")

deleteFile()

Deletes a file on a managed machine. Enter the full path and filename.

® Environment variables are acceptable if they are set on a user's machine. For example, using a path
$windir%\notepad.exe would be similar to C: \windows\notepad.exe.

® You can delete afile that is currently in use using the "renamelLockedFile()" command.
Example

: deleteFile ("#pathfilename#", "All Operating Systems", "Halt on Fail")

deleteFilelnDirectoryPath()

Deletes the specified file located at the path returned using the "getDirectoryPathFromRegistry()" command.
Example

If isUserLoggedIn(" ")
getDirectoryPathFromRegistry (HKEY CURRENT USER\KaseyaAgent-HKCUTest\TestDirectoryPath", "All
Operating System, "Halt on Fail")

deleteFileInDirectoryPath (test.txt", "All Operating Systems", "Halt on Fail")
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deleteRegistryKey() / delete64BitRegistryKey()

WARNING! Certain registry locations require "64-Bit Commands" for 64-bit Windows machines.

Deletes the specified registry key and all its sub-keys.

Example - Core.1 Windows Procedures.Desktops.Maintenance.Common Maintenance Tasks.Disk Cleanup.Windows
Disk Cleanup

i

| deleteRegistryKey ("HKEY LOCAL |

: MACHINE\SOFTWARE \Microsoft\Windows\CurrentVersion\Explorer\VolumeCaches\Compress old files",

: "All Operating Systems", "Halt on Fail") :
I

deleteRegistryValue() / delete64BitRegistryValue

WARNING! Certain registry locations require "64-Bit Commands" for 64-bit Windows machines.

Deletes the value stored at the specified registry key. The last single backslash in a string is used to delimit the registry
key from the registry value. To include backslashes as part of the value string, specify double slashes for each slash
character. For example, the string HKEY LOCAIL MACHINE\SOFTWARE\SomeKey\Value\\Name is interpreted as the key
HKEY LOCAL MACHINE\SOFTWARE\SomeKey With a value of Value\Name.

Example - Core.4 Other Tools and Utility Procedures.AutoAdminLogon.Disable AutoAdminLogon

deleteRegistryValue ("HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\DefaultPassword", "Windows 8.1", "Continue on Fail")

deleteUser()

Deletes a user from the agent machine.
Operating systems supported: Windows, OS X, Linux

Example

— . _ .

disableUser()

Disables a user, preventing logon to the agent machine.
Operating systems supported: Windows, OS X, Linux

Example

R ——

disableWindowsService()

Disables a Windows service. See "startWindowsService()", "stopWindowsService()", and
"windowsServiceRecoverySettings()".
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Operating systems supported: Windows

Be sure to use the service name of the service, not the display name of the service. For example, the display name of
the service for Microsoft SQL Server is SQL. Server (MSSQLSERVER), but the service name of the service is
MSSQLSERVER. For Windows machines, right click any service in the Services window and click the Properties option to
see the service name of that service.

Example

o o o o e o e

— . _ .

enableUser()

Enables a previously disabled user, allowing the user to logon to the OS.
Operating systems supported: Windows, OS X

Example

: enableUser ("#username#", "All Operating Systems", "Halt on Fail") |

executeFile()

Executes the specified file on the managed machine. This function replicates launching an application using the Run...
command located in the Microsoft Windows Start menu. This function takes three parameters:
® Full path filename to the . exefile.

® Argument list to pass to the .exe file

® Option for the procedure to wait until the .exe completes or not.

Note:  Environment variables are acceptable, if they are set on a user's machine. For example, using a path
$windir%\notepad.exe, Would be similar to C: \windows\notepad. exe

If Execute as the logged on user is selected, then a credential must be specified by running either the "impersonateUser
()" or "useCredential()" command before this command. If Execute as the system account is selected, execution is
restricted to the agent's system level access.

Example - Sample Procedures.Managed Services.System Mgmt.Shutdown

executeFile ("%$windir%\system32\shutdown.exe", "-s -f", "Execute as System and Continue", :
"Windows 8.1", "Halt on Fail") :
|

executeFilelnDirectoryPath()

Same as "executeFile()" on page 143 except the location of the .exe file is located at the path returned from a
"getDirectoryPathFromRegistry()" command.

If Execute as the logged on user is selected, then a credential must be specified by running either the "impersonateUser
()" or "useCredential()" command before this command. If Execute as the system account is selected, execution is
restricted to the agent's system level access.
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Example

o o o o o o o o e o o o e e .

getDirectoryPathFromRegistry (HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Adobe\Adobe
Acrobat\9.0\Installer\Acrodist.exe", "All Operating System, "Halt on Fail")

executeFileInDirectoryPath(" ", " ", "Execute as System and Continue", "All Operating
Systems", "Halt on Fail")

R ——

executePowershell()

Executes a powershell script, including:

® aPowershell .ps1 file

® a Powershell command with special arguments
® acombination of both

Operating systems supported: Windows XP SP3+/Server 2008 with Powershell add-on, Windows 7, Windows Server
2008 or later

There are five variants of this command available.

* executePowershell() - Executes a powershell file, or command with arguments, or both. When running this
command on either a 32bit or 64bit machine, no system credential or user credential is provided.

* executePowerShell32BitSystem - Executes a powershell file, or command with arguments, or both, as a 32 bit
system command.

* executePowerShell32BitUser - Executes a powershell file, or command with arguments, or both, as a 32 bit user
command.

* executePowerShell64BitSystem - Executes a powershell file, or command with arguments, or both, as a 64 bit
system command.

* executePowerShell64BitUser - Executes a powershell file, or command with arguments, or both, as a 64 bit user
command.

System and user commands:
® System - If a system command is run, execution is restricted to the agent's system level access.

® User-If a user command is selected, then a credential must be specified by running either the impersonateUser()
or useCredential() command before this command.

Example

executePowershellCommand64BitSystem("#ps_service script#, "#servicename#", false, "All
Operating Systems", "All Windows Operating Systems, "Halt on Fail")

executeProcedure()

Causes another named procedure to execute. Use this capability to string multiple IF-ELSE-STEP procedures together. If
the procedure no longer exists on the Kaseya Server, an error message displays next to the procedure drop-down list.
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You can use this command to run a system procedure (see "System agent procedures"). You can nest procedures to 10
levels. You can include a time delay before running the called procedure.

Example - Sample Procedures.Agent Control.Reboot-Ask-No

i If isUserLoggedIn(" ")
: executeProcedure (Reboot-Ask-No-2", " ", "Immediate", "All Operating Systems", "Halt on
I Fail")
i Else

: reboot ("All Operating Systems", "Halt on Fail")

executeShellCommand()

Allows the procedure to pass commands to the command interpreter on the managed machine. When this command is
selected, the field Enter the command to execute in a command shell is displayed. Enter a command in the field. The
command must be syntactically correct and executable with the OS version on the managed machine. Commands and
parameters containing spaces should be surrounded by quotes. Since the command is executed relative to the agent
directory, absolute paths should be used when entering commands.

Note: executeShellCommand() opens a command prompt window on a managed Windows machine to execute in.
If you do not want a window opening on a managed Windows machine, because it might confuse users, put
all the commands in a batch file. Send that file to the managed Windows machine using the "writeFile()"
command. Then run the batch file with the "executeFile()" command. executeFile() does not open a window
on a managed Windows machine.

If Execute as the logged on user is selected, then a credential must be specified by running either the "impersonateUser
()" or "useCredential()" command before this command. If Execute as the system account is selected, execution is
restricted to the agent's system level access.

Example - Sample Procedures.Agent Control.Remove K Menu

executeShellCommand ("rmdir "$ALLUSERSPROFILE%\Start Menu\Programs\Kaseya" /S /Q", "Execute
as System", "Windows 8.1", "Halt on Fail")

executeShellCommandToVariable()

Executes a shell command and returns output created during and after its execution to a variable. The variable must be
referred to in subsequent steps as #global : cmdresults#.

Operating systems supported: Windows, Linux, OS X
Example

i useCredential ("All Operating Systems", "Halt on Fail")

: executeShellCommandtToVariable ("dir %APPDATA%", "User", true, "All Operating Systems", "Halt
| on Fail")

i pauseProcedure (2, "All Operating Systems", "Halt on Fail")

: writeProcedurelLogEntry ("#global:cmdresults#", "All Operating Systems", "Halt on Fail")
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executeVBScript()
Runs a Vbscript, with or without command line arguments. If the Vbscript displays a popup window or notifies the end
user, check the box for Use Wscript instead of Cscript.
Operating systems supported: Windows
Example

writeFile ("AddFavorite.vbs", "#TEMP%\AddFavorite.vbs", "All Operating Systems", "Halt on
Fail")

executeVBScript ("$TEMP%\AddFavorite.vbs", "#favoritename# #favoriteURL#", false, "All
Operating Systems", "Halt on Fail")

deleteFile ("$TEMP%\AddFavorite.vbs", "All Operating Systems", "Halt on Fail")

getDirectoryPathFromRegistry()

Returns a file path stored in the specified registry key. Use this command to fetch the file location. For instance, use this
command to find the directory where an application has been installed. The result can be used in subsequent steps by:
® 'deleteFilelnDirectoryPath()"

e ‘'executeFileInDirectoryPath()"

® ‘"getFileInDirectoryPath()"

®* ‘"renamelockedFilelnDirectoryPath()"

e 'testFileInDirectoryPath()" (an IF command)

® ‘"writeFilelInDirectoryPath()"

Example

getDirectoryPathFromRegistry ("HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Adobe\Adobe
Acrobat\9.0\Installer\AcroDist.exe", "All Operating Systems", "Halt on Fail")

executeFileInDirectoryPath(" ", " ", "Execute as User and Continue", "All Operating
Systems", "Halt on Fail")

— . _ .

getFile()

Upload the file at the specified path from the managed machine. Be sure to enter a full path filename that you want to
upload. Example: news\info. txt. Folders are created when the getFile() command is run, if they don't already exist.
The file is stored on the Kaseya Server in a private directory for each managed machine. View or run the uploaded file
using Agent Procedures > Get File.

® Optionally, existing copies of uploaded files are renamed with a .bak extension prior to the next upload of the file.
This allows you to examine both the latest version of the file and the previous version.

® Optionally create a Get File alert if the uploaded file differs or is the same from the file that was uploaded
previously. You must create a Get File alert for a machine ID using the Monitor > Alerts - "Get File" page to enable
the sending of an alert using the getFile() command. Once defined for a machine ID, the same Get File alert is
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active for any agent procedure that uses a getFile() command and is run on that machine ID. Turn off alerts for
specific files in the agent procedure editor by selecting one of the without alerts options.

® See "getFilelnDirectoryPath()".

Example

getFile ("c:\temp\NetStopInfoStore.txt", "backuplogs\NetStopInfoStore.txt", "Overwrite
existing file and sent alert if file changed", "All Operating Systems", "Halt on Fail")

getFilelnDirectoryPath()

Just like the "getFile()" command but it adds the path returned from the "getDirectoryPathFromRegistry()" command to
the beginning of the remote file path. Access the uploaded file using the Agent Procedures > "getFile()" function.

Example

|

| getDirectoryPathFromRegistry ("HKEY LOCAL

: MACHINE\SOFTWARE\Wow6432Node\Dell\ClientSystemUpdate\InstallPath", "All Operating Systems",
: "Halt on Fail")

: getFileInDirectoryPath ("readme.txt", "readme.txt", "Overwrite existing file and send alert
: if file changed", "All Operating Systems", "Halt on Fail")

getURL()

Returns the text and HTML contents of a URL and stores it to a file on the managed machine. To demonstrate this to
yourself, try specifying www.kaseya.comas the URL and c: \temp\test.htm as the file to store the contents of this
URL. A copy of the web page is created on the managed machine that contains all of the text and HTML content of this
webpage. You can search the contents of the file on the managed machine in a subsequent command.

Another use is to download an executable file that is available from a web server, so that you don't need to upload the
file to the VSA server nor use the VSA's bandwidth to write the file down to each agent. You can use a subsequent
command to run the downloaded executable on the managed machine.

Note:  This command can download files from a LAN file source instead of the URL using Agent > Configure Agents >
"LAN Cache" on page 104. Files have to be larger than 4k bytes.

Example

getURL ("http: \\www.kaseya.com", "c:\temp\test.htm", "Continue Immediately", "All Operating
Systems", "Halt on Fail")

getURLUsePatchFileSource()

Downloads a file from a given URL to a target folder and file for that agent. Uses the Patch Management > File Source
settings.

Operating systems supported: Windows

Example
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getURLUsePatchFileSource ("https://filezilla-project.org/download.php?type=server",
"c:\temp", "No", "All Windows Operating Systems", "Halt on Fail")

getVariable()

Defines a new agent variable. When the procedure step executes, the system defines a new variable and assigns it a
value based on data fetched from the managed machine's agent.

Notes:
® Thiscommand includes a 64-bit Registry Value parameter. See "64-Bit Commands" on page 163.
® See "Using Variables" on page 164 for the types of variable values supported by the getVariable() command.

* Afile size limit of 25 MB is allowed when defining a file path. If the referenced file exceeds the limit, the agent
procedure will fail to run. The file size limit will be reported in logs under Quick View > Procedure Log or Agent
Logs > Agent Admin Logs > Procedure History.

Examples
Store a registry value:

getVariable ("Registry Value", "HKEY CURRENT USER\KaseyaAgent-HKCUTest\TestREG SZ", "regSz",
"All Operating Systems", "Halt on Fail")

getVariable ("File Content", "j{isystemdrive#\temp\degrag.txt", "defrag", "All Operating
Systems", "Halt on Fail")

getVariable ("SQL View Data", "vMachine/IpAddress", "ipaddress", "All Operating Systems",
"Halt on Fail")

getVariable ("WMI property", "root\cimv2:Win32 OperatingSystem.FreePhysicalMemory",
"freememory", "All Operating Systems", "Halt on Fail")

getVariable ("Agent Install Drive (C:\)", " ", "agentDrv", "All Operating Systems", "Halt on
Fail"

getVariable ("Agent Working Directory Path", " ", "agentWorkDir", "All Operating Systems",
"Halt on Fail"

Prompt the user to enter a value when the procedure is scheduled:
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getVariable ("Prompt When Procedure is Scheduled", "URL:", "site", "All Operating Systems",
"Halt on Fail" :
I

getVariableRandomNumber()

Generates a random number which can then be accessed as the variable #global: rand# in a subsequent step.
Operating systems supported: Windows, OS X, Linux
Example

getVariableRandomNumber ("All Operating Systems", "Halt on Fail")
sendMessage ("#global:rand#", "Display now", "All Operating Systems", "Halt on Fail")

getVariableUniversalCreate()

Gets a variable that persists outside of the immediate procedure's execution. This can be useful for passing a variable to
another agent procedure using the "scheduleProcedure()" step. You store values in three variables:
#global:universall#, #global:universal2#, and #global:universal3#. You can enter either string data or
variables created in an earlier step. Variables created using this step can only be read after using the
"getVariableUniversalRead()" step in any subsequent step. The three variables are specific to each agent machine. You
can optionally read the values from a different agent machine.

Operating systems supported: Windows, OS X, Linux
Example

getVariableUniversalCreate("red", '"green", "blue", "All Operating Systems", "Halt on Fail")
getVariableUniversalRead (" ", false, "All Operating Systems", "Halt on Fail")

sendMessage ("#global:universall#, #global:universal2#, #global:universal3#, "Display now",
"All Operating Systems", "Halt on Fail")

getVariableUniversalRead()

Reads up to three variables you have previously created using the "getVariableUniversalCreate()" step. These variables
must be referred to as #global:universall#, #global:universal2#, and #global :universal3#. Please see the
initial getVariableUniversalCreate() step for more detail. The three variables are specific to each agent machine. You can
optionally read the values from a different agent machine.

Operating systems supported: Windows, OS X, Linux
Example

getVariableUniversalCreate ("red", '"green", "blue", "All Operating Systems", "Halt on Fail")
getVariableUniversalRead (" ", false, "All Operating Systems", "Halt on Fail")

sendMessage ("#global:universall#, #global:universal2#, #global:universal3#, "Display now",
"All Operating Systems", "Halt on Fail")
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giveCurrentUserAdminRights()

Adds the current user on the agent machine to the local administrator’s group on the agent machine, either permanently
or for a temporary period of time. This change does not take effect until the user logs off. It is recommended you
leverage the "logoffCurrentUser()" step.

Operating systems supported: Windows
Example

giveCurrentUserAdminRights (10, false, "All Operating Systems", "Halt on Fail")
logoffCurrentUser (" ", "All Operating Systems", "Halt on Fail")

impersonateUser()

Enter a username, password, and domain for the agent to logon with. This command is used in a procedure before an
"executeFile()", "executeFilelnDirectoryPath()", or "executeShellCommand()" that specifies the Execute as the logged on
user option. Leave the domain blank to log into an account on the local machine. Use impersonateUser() to run an
agent procedure using a credential specified by agent procedure. Use useCredential() to run an agent procedure using a
credential specified by managed machine.

Example

— . _ .

installAptGetPackage()

Silently installs a package using the apt-get command in Linux. Install options include:
® Install

® |Install package and recommended packages
® |nstall without recommended packages

® |Install but do not upgrade

® Reinstall

® Download only

® No Download - uses local packages only

e Simulate

® Install with autofix

Operating systems supported: Linux

Example

installAptGetPackage ("ruby", "Install package and recommended packages (--install-
recommends)", "All Operating Systems", "Halt on Fail")
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installDebPackage()

Silently installs a Debian package on any Linux OS that supports .deb packages. Options include:
® |Install/Upgrade

® Reinstall/Upgrade

® |nstall and Downgrade if package exists

® Use custom switches

Operating systems supported: Linux

Example

installDebPackage ("apache2", "Install/Upgrade (-i -G -E)", " ", "All Operating Systems",
"Halt on Fail")

installDMG()

Silently installs a .DMG package in OS X. If the package is formatted as an Application, it is copied to the
/Applications folder. If the .DMG contains a . PKG installer within it, Kaseya attempts to install it.
Operating systems supported: OS X

Example

installMSI()

Installs an MSi file for Windows. Options can be selected to either run a quiet installation or to avoid automatically
restarting the computer after installation if it is requested. You must specify the location of the MSI being installed.
Operating systems supported: Windows

Example

installPKG()

Silently installs a . PKG package in OS X.
Operating systems supported: OS X

Example
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installRPM()

Silently installs an RPM package on any Linux OS that supports installing RPMs. Install options include:
® |Install/Upgrade

® |nstall Only

® Reinstall

Operating systems supported: Linux

Example

— . _ .

logoffCurrentUser()

Automatically logs off the current user from the agent machine. An optional warning that the log-off process is about to
begin can be entered and displayed to the end-user.

Operating systems supported: Windows, OS X

Example

If isUserLoggedIn(" ")
logoffCurrentUser (" ", "All Operating Systems", "Halt on Fail")

pauseProcedure()

Pause the procedure for N seconds. Use this command to give Windows time to complete an asynchronous task, like
starting or stopping a service.

Example

|
: pauseProcedure (2, "All Operating Systems", "Halt on Fail") i

R ——

reboot()
Unconditionally reboots the managed machine. To warn the user first, use the "isYesFromUser()" command before this
command. An isYesFromUser() command prompts the user before rebooting their machine.

Example

— . _ .

rebootWithWarning()

Reboots a machine, displaying a warning message to the end-user before the reboot process occurs.
Operating systems supported: Windows, OS X

Example
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rebootWithWarning ("Your computer is rebooting in 10 minutes", 10, "All Operating Systems",
"Halt on Fail") :
I

removeWindowsFileShare()

Removes file sharing for a folder on the Windows agent machine. Specify the name of the file share to remove, not the
local folder name. The Audit > "Machine Summary" > Hardware > Disk Shares tab lists the shares on an agent machine
as of the latest audit. You can create a file share using the "createWindowsFileShare()" command.

Operating systems supported: Windows

Example

: removeWindowsFileShare ("#sharename#", "All Operating Systems", "Halt on Fail") |

renamelLockedFile()

Renames a file, including any file that is currently in use. The file is renamed the next time the system is rebooted. The
specified filename is a complete file path name. Can be used to delete a file that is currently in use if the "new file name"
is left blank. The file is deleted when the system is rebooted.

Example

renameLockedFile ("c:\temp\unlocked file.txt", "c:\temp\locked file.txt", "All Operating
Systems", "Halt on Fail")

renameLockedFileInDirectoryPath()

Renames a file that is currently in use that is located in the path returned from a "getDirectoryPathFromRegistry()"
command. The file is renamed the next time the system is rebooted. Can be used to delete a file that is currently in use if
the "new file name" is left blank. The file is deleted when the system is rebooted.

Example

I

: getDirectoryPathFromRegistry ("HKEY LOCAL

: MACHINE\SOFTWARE \Wow6432Node\Dell\ClientSystemUpdate\InstallPath", "All Operating Systems",
: "Halt on Fail")

: renamelLockedFileInDirectoryPath ("core.dll", "core.dll", "All Operating Systems", "Halt on

: Fail")

scheduleProcedure()

Schedules a procedure to run on a specified machine. Optionally specifies the time to wait after executing this step
before running the procedure and the specified machine ID to run the procedure on. If no machine is specified, then the
procedure is run on the same machine running the agent procedure. Enter the complete name of the machine, for
example, machine.unnamed. org. This command allows an agent procedure running on one machine to schedule the
running of an agent procedure on a second machine. You can use this command to run a system procedure (see
"System agent procedures"). You can nest procedures to 10 levels.

Example
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scheduleProcedure ("Reboot", "10", "ag-blue-732.root.unnamed", "All Operating Systems", "Halt
on Fail")

sendAlert()

This step command takes no parameters. Instead one or more "getVariable()" steps—run prior to the sendAlert() step—
specify alert action variables that determine the actions triggered by the sendAlert() step. All alert action variables are
optional. If no alert action variables are defined, an alarm will be created with a system default message. An alert action
variable can be used to disable the default alarm action. Alert action variables, if used, must use the specific names
corresponding to their actions:

® alertSubject-Subject for alert message. A system default message is used if you do not define one in the agent
procedure. See "System parameters" below.

® alertBody - Body for alert message. A system default message is used if you do not define one in the agent
procedure. See "System parameters" below.

® alertDisableAlarm-When a default alarm enabled, enter any value to disable.

® alertGenerateTicket - Enterany value to generate.

® alertScriptName - Valid agent procedure name to execute on current machine.

® alertEmailAddressList- Comma-separated email addresses. Required to send email.

® alertAdminNameList- Comma-separated list of VSA user names. Required to send messages to the Info Center >
"Inbox".

® alertNotificationBarList-Comma-separated list of VSA user names. Required to send messages to the
"Notification bar".

® alertNotificationBarMasterAdmins - Enter any value to send notifications to the Notification Bar for all master
users.

System parameters

You can override the default alertSubject and alertBody text sent by the sendAlert() command. If you do you can
embed the following system parameters in the alertSubject and alertBody variables you create using getVariable()
commands. Double angle brackets are required when embedding them in text. You do not create these embedded
system parameters using a getVariable() command. They are always available.

® <<id>>-Machine display name on which the agent procedure is being executed.
® <gr>>-Machine group name on which the agent procedure is being executed.
®  <<at>>-Alert date/time (servertime).

® <<ata>>-Alert date/time (agent time).

® <<apn>>-Agent procedure name being executed.

Custom parameters

You can embed custom parameters in alertSubject and alertBody getVariable() commands. First, create another
variable using the getVariable() command. The value stored with this first variable can be dynamic, determined when the
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agent procedure is run. Second, insert the name of this first variable—surrounded by # and # brackets—into the text
value specified by the alertSubject and alertBody getVariable() commands. Examples include:

® j§filename#
® j#logentry#
® j#registrykey#
® jregistryvalue#
Specifying getVariable() commands before sendAlert() in an agent procedure
For example, assume an agent procedure:
1 Creates avariable called runTimeVar using the getVariable() command. The values entered are:
® Constant Value
® Procedure terminated. Could not access 'File Server 123'.
® runTimeVar
® All Operating Systems
® Continue on Fail

2 Then a second getVariable() command is created in the same agent procedure. This second getVariable() command
specifies the body of a sendAlert() message. This body message embeds both system and custom parameters. The
values entered for this second getVariable() command are:

® Constant Value

® This alert was generated by <<apn>> on machine <<id>> at <<ata>>: #runTimeVar#.
® alertBody

® All Operating Systems

® Continue on Fail

3 Finally the sendAlert() command is run and the alert message is created.

Note:  The sequence of parameter variables and alert action variables does not matter. But all of them have to
run before the sendAlert() command that makes use of them.

Example

getVariable ("Constant Value", "Procedure terminated. Could not access 'File Server 123'.",
"runtimeVar, "All Operating Systems", "Halt on Fail")

getVariable ("Constant Value", "This alert was generated by <<apn>> on machine <<id>> at
<<ata>>: #runTimeVar#.", "alertBody", "All Operating Systems", "Halt on Fail")

sendAlert ("All Operating Systems", "Halt on Fail")

sendEmail()

Sends an email to one or more recipients. Specifies the subject and body text of the email.
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Example

sendEmail ("yourhelpdesk@yourcompany.com", "Ping Test Failed", "#pingtest#", "All Operating
Systems", "Halt on Fail") :
I

sendMessage()

Sends the entered message to a managed machine. An additional checkbox, if checked, sends the message
immediately. If unchecked, sends the message after the user clicks the flashing agent system tray icon.

Example - Sample Procedures.Managed Services.Workstation Management.Send Message if Logged On

If isUserLoggedIn(" ")

getVariable ("Prompt When Procedure is Scheduled", "Please enter a message to send",
"promptMsg", "All Operating Systems", "Halt on Fail")

sendMessage ("#promptMsg#", "Display now", "All Operating Systems", "Halt on Fail")

| o e |

sendURL()

Displays the entered URL in a web browser window on the managed machine. An additional checkbox, if checked,

displays the URL immediately. If unchecked, the URL is displayed after the user clicks the flashing agent system tray

icon.

Example

rr——H—H™—F~"FF™"~—"F~"F"™"?"™>"f~F"~"F"~Y?H™"f"™"FT¥"™""™"F"~?"™F"FF¥"—F"F""~F—F"F"F¥"F—""¥"™"™"""™"""™ """ ™" ™" ™" "™ "™ "™ "™ "™ ™>"&™"&™"=™?”™?®™"®™>"®™"=®™=®™”®>=?”=>»~= "™">"-=""®™="®™"®™"®™>"®=®™"=®™"®=®™"™®™"™"™"™"™"™"™"™"™"™"™"™7 |

: If isUserLoggedIn(" ") :

|

| getVariable ("Prompt When Procedure is Scheduled", "Enter URL to display", "promptURL", "All

| |

: Operating Systems", "Halt on Fail") I
|

: sendURL ("#promptURL#", "Display now", "All Operating Systems", "Halt on Fail") :

| o e |

setRegistryValue() / set64BitRegistryValue()

WARNING! Certain registry locations require "64-Bit Commands" for 64-bit Windows machines.

Writes data to the specified registry value. This function takes three parameters:
® Enterthe full path to a registry key containing a value

— Specify the (Default) value for a registry key by adding a trailing backslash \. Otherwise specify a name for
an existing value or to create a new value. See the Name column in image below.

Example of setting the (Default) value: HKEY LOCAL MACHINE\SOFTWARE\00OSample\

— The last single backslash in a string is used to delimit the registry key from the registry value. To include
backslashes as part of the value string, specify double slashes for each slash character. For example, the
string HKEY LOCAL MACHINE\SOFTWARE\SomeKey\Value\\Name is interpreted as the key HKEY LOCAL _
MACHINE\SOFTWARE\SomeKey With a value of Value\Name.

® Enterthe data to write to the registry value

® Select the data type
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— REG_SZ- String value.

— REG_BINARY - Binary data displayed in hexadecimal format.

— REG_DWORD - Binary data limited to 32 bits. Can be entered in hexadecimal or decimal format.
— REG_EXPAND_SZ-An "expandable" string value holding a variable. Example: $SystemRoot%.

— REG MULTI_SZ-A multiple string array. Used for entering more than one value, each one separated by a \0
string. Use \\0 to include \0 within a string array value.

&' Repistry Editor
File Edit View Favorites Help

=3 SOFTWARE Al Mame Type Data
= | 0005ample {Default}l REG_52Z (value not set)

2 (3 120 software F‘aﬂ‘l REG_5Z C:'Program Files\0005ample\setup. exe
[+ |:| Acronis

3 3 ActiveTouch
= [£3 adobe

-2 Alps

= [£3 america Online
EI (23 Apple Computer, Inc. w | i >

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\000Sample

Note:  On 64-bit machines the example image above requires set64BitRegistryValue() because of the registry
location.

Example

setRegistryValue ("HKEY CURRENT USER\KaseyaAgent-HKCUTest\TestDirectoryPath", "c:\temp",
"REG_SZ", "All Operating Systems", "Halt on Fail")

sqlRead()

Returns a value from the database and stores it to a named variable by running a selected SQL "read" statement. Global
"read" statements are specified in the following location: <Kaseya_Installation_
Directory>\xml\Procedures\AgentProcSQL\0\SQLRead\<filename.xml> Filenames can be any name with an

.xml extension so long as they are formatted correctly internally. Multiple statements specified using one or more XML
files display as a single combined combo box list in the user interface. Each SQL statement in the XML file has a unique
label, and only the labels are shown in the combo box. If no SQL statements are defined, then *No Approved SQL*
displays in the combo box.

Partition-specific statements

Partition-specific folders can contain partition-specific SQL statements. For example: <Kaseya Installation
Directory>\xml\Procedures\AgentProcSQL\123456789\SQLRead\<filename.xml>. Users can selectand runall 0
folder SQL "read" statements and all SQL "read" statements located in the partition path that matches the partition they
are using.
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Example format
<?xml version="1.8" encoding="utf-8" >
<querylist>

<queryDef label="Agent Machine Name" sql="SELECT machName FROM dbo.machNameTab WHERE agentGuid = #vMachine.agentGuid#" />
</querylist>

Example

sglRead ("Agent Machine Name", "machname", "All Operating Systems", "Halt on Fail")

sendMessage ("#machname#", "Display now", "All Operating Systems", "Halt on Fail")

sqlWrite()

Updates the database—such as updating the value in a column or inserting a row—by running a selected SQL "write"
statement. Global "write" statements are specified in the following location: <Kaseya Installation_
Directory>\xml\Procedures\AgentProcSQL\0\SQLWrite\<filename.xml> Filenames can be any name with an

.xml extension so long as they are formatted correctly internally. Multiple statements specified using one or more XML
files display as a single combined combo box list in the user interface. Each SQL statement in the XML file has a unique
label, and only the labels are shown in the combo box. If no SQL statements are defined, then *No Approved SQL*
displays in the combo box.

Partition-specific statements

Partition-specific folders can contain partition-specific SQL statements. For example: <Kaseya_Installation_
Directory>\xml\Procedures\AgentProcSQL\123456789\SQLWrite\<filename.xml>. Users can select and run all
0 folder SQL "write" statements and all SQL "write" statements located in the partition path that matches the partition
they are using.

Example format
<?xml version="1.8" encoding="utf-8" ?>
<querylList>

<queryDef label="Update Table" sql="UPDATE tablel SET column2 = value2 WHERE columnl = valuel" />
</querylist>

e o o o . e e e e e e e e e e e e e e e e e e e e

— . _ .

startWindowsService()

Runs a Start command for a Windows service, if it exists. See See "startWindowsService()", "stopWindowsService()", and
"windowsServiceRecoverySettings()".

Note: Be sure to use the service name of the service, not the display name of the service. For example, the display
name of the service for Microsoft SQL Server is SQL Server (MSSQLSERVER), butthe service name of the
service is MSSQLSERVER. For Windows machines, right click any service in the Services window and click the
Properties option to see the service name of that service.

Operating systems supported: Windows

Example
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o o o e e e e

I
: startWindowsService ("btwdins", false, "All Operating Systems", "Halt on Fail") :
I

— . _ .

stopWindowsService()

Runs a Stop command for a Windows service if it exists. See See "startWindowsService()", "stopWindowsService()", and
"windowsServiceRecoverySettings()".

Note: Be sure to use the service name of the service, not the display name of the service. For example, the display
name of the service for Microsoft SQL Server is SQL Server (MSSQLSERVER), but the service name of the
service is MSSQLSERVER. For Windows machines, right click any service in the Services window and click the
Properties option to see the service name of that service.

Operating systems supported: Windows

Example

: stopWindowsService ("btwdins", "All Operating Systems", "Halt on Fail") |

transferFile()

Transfers a file from the agent machine running this step to another agent machine. Enter the fully qualified machine ID
of the target machine, for example, mymachine. root.kaseya. Then enter the full path and file name of the source file
you wish to send from the currently selected agent. Then enter the full path and file name of the target file on the target
machine. Similar to—but in the opposite direction from—the "writeFileFromAgent()" command.

Operating systems supported: Windows

Example

transferFile ("ag-gold-w732.root.unnamed", "c:\temp\testfile.txt", "c:\temp\testfile.txt", :
"All Operating Systems", "Halt on Fail") :
I

uninstallbyProductGUID()

Silently uninstalls a product based on its MSI GUID. When entering the GUID, do not include the surrounding brackets,
but do include the hyphens. In many cases, you can use the Uninstall String column on the Audit > "Add/Remove" page
to identify the MSI GUID of an installed application.

Operating systems supported: Windows

Example

uninstallbyProductGUID ("23170F69-40C1-2701-0938-000001000000", "Quiet with No Restart", "All
Operating Systems", "Halt on Fail")

unzipFile()

Extracts the contents of a specified zip file to a target folder, with an option to automatically overwrite any previously
existing target files or folders.

Operating systems supported: Windows, OS X, Linux
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Example

i

: unzipFile ("c:\temp\changedXMLs.zip", "c:\schema validation", false, "All Operating Systems",

: "Halt on Fail") :
I

updateSysteminfo()

Updates the selected System Info field with the specified value for the machine ID this procedure runs on. The System
Info fields you can update include all columns in "vSystemInfo" except agentGuid, emailAddr, Machine GroupID,
machName, and groupName. vVSystemInfo column information is used by Audit > "System Information", Agent > System
Status (see "Manage Agents"), the "Filter Aggregate Table" in "View Definitions", and the "Audit - Aggregate Table" report.
You can update a System Info field using any string value, including the value of any previously defined agent procedure
variable.

Note:  Changes to system info data are reset the next time a System Information audit is run on an agent machine
(see "Run Audit" on page 188).

Example

updateSystemInfo ("Motherboard Serial Num'", "12345678", "All Operating Systems", "Halt on :
Fail") !
I

useCredential()

Uses the agent credential set for the machine ID using Agent > Manage Agents. This command is used in a procedure
before an executeFile(), executeFilelnDirectoryPath(), or executeShellCommand() that specifies the Execute as the
logged on user option. Also used to access a network resource requiring a credential from a machine when a user is not
logged on. Use impersonateUser() to run an agent procedure using a credential specified by agent procedure. Use
useCredential() to run an agent procedure using a credential specified by managed machine.

Notes:
® A procedure execution error is logged if a Set Credential procedure command encounters an empty username.

® Patch Management > Patch Alert can alert you—or run an agent procedure—if a machine ID's credential is missing
or invalid.

Example

S

I
: useCredential ("All Operating Systems", "Halt on Fail") :
I

R ——

windowsServiceRecoverySettings()

Sets the Service Recovery Settings for any given service in Windows. Specify the name of the service you wish to modify,
then set both the first and second restart failure options and any subsequent restart failure options. See
"startWindowsService()", "stopWindowsService()", and "disableWindowsService()".

Chapter 5: Agent Procedures www.kaseya.com



https://www.kaseya.com/

Virtual System Administrator™ User 161
Guide

9.5 | June 2019

Note:  Be sure to use the service name of the service, not the display name of the service. For example, the display
name of the service for Microsoft SQL Server is SQL. Server (MSSQLSERVER), but the service name of the
service is MSSQLSERVER. For Windows machines, right click any service in the Services window and click the
Properties option to see the service name of that service.

Operating systems supported: Windows

Example

windowsServiceRecoverySettings ("btwdins", "Restart the Service", "Restart the Service", "All
Operating Systems", "Halt on Fail"')

writeDirectory()

Writes a selected directory, including subdirectories and files, from "Manage Files Stored on Server" to the full path
directory name specified on the managed machine.

Example - Core.1 Windows Procedures.Desktops.Machine Control.Networking.Wireless.Enable Wireless Networking
Devices

writeDirectory ("VSASharedFiles\3rd Party Utils\DevCon\", "#agenttemp#\DevCon", "Windows :
8.1", "Halt on Fail") i
I

writeFile()

Writes a file selected from "Manage Files Stored on Server" to the full path filename specified on the managed machine.
Enter a new filename if you want the file to be renamed.

Each time a procedure executes the writeFile() command, the agent checks to see if the file is already there or not by
hashing the file to verify integrity. If not, the file is written. If the file is already there, the procedure moves to the next
step. You can repeatedly run a procedure with writeFile() that sends a large file to a managed machine and know that
the VSA only downloads that file once.

Notes:

® Environment variables are acceptable if they are set on a user's machine. For example, using the path
swindir%\notepad.exe would be equivalent to C: \windows\notepad. exe.

® This command can download files from a LAN file source instead of the VSA using Agent > Configure Agents >
"LAN Cache" on page 104. Files have to be larger than 4k bytes.

Example - Core.1 Windows Procedures.Desktops.Auditing.Share and NTFS.Audit Non-Admin Shares (SRVCHECK)

writeDirectory ("VSASharedFiles\3rd Party Utils\DevCon\ResKit\srvcheck.exe",
"#agenttemp#\srvcheck.exe", "Windows 8.1", "Halt on Fail")

writeFileFromAgent()

Transfers a file from another agent machine to the agent machine running this step. First enter the full path and file
name of the file you wish to send from the source machine. Then enter the full path and the file name to be created on
the target machine. Similar to—but in the opposite direction from—the "transferFile()" command.
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Operating systems supported: Windows

Example

writeFileFromAgent ("ag-gold-732.root.unnamed", "c:\temp\testfile.txt",
"c:\temp\testfile.txt", "Windows 7", "Halt on Fail")

writeFileInDirectoryPath()

Writes the specified filename to the path returned from a "getDirectoryPathFromRegistry()" command.

Example

I

: getDirectorPathFromRegistry ("HKEY LOCAL

: MACHINE\SOFTWARE \Wow6432Node \ Skype\Phone\SkypeFolder", "All Windows Operating Systems",
: "Halt on Fail")

: writeFileInDirectoryPath ("desktop.ini", "desktop.ini", "All Windows Operating Systems",
: "Halt on Fail")

writeProcedureLogEntry()

Writes the supplied string to the Agent Procedure Log for the machine ID executing this agent procedure.

Example - Core.0 Common Procedures.Reboot/Shutdown/Logoff.Shutdown Computer

writeProcedurelogEntry ("Agent is shutting down the computer.", "All Operating Systems", :
"Halt on Fail") :
I

writeTextToFile()

Writes text to a file on the agent machine, either by appending text to an existing file or by creating a new file if none
exists. You enter the text to write to the file, then enter the full path and file name on the agent machine the text will be
written to. You can optionally overwrite the entire file with the text you have entered if the file already exists.

Operating systems supported: Windows, OS X, Linux

Example

writeTextToFile ("#appsettings#", "c:\temp\appsettings.txt", false, "All Operating Systems", :
Halt on Fail") :
I

zipDirectory()

Compresses a directory and any subdirectories or files it contains into a zip file on the agent machine. Enter the full path
to be compressed, which can contain wildcards. Then enter the full path and file name of the zip file to be created or
updated. If the target zip file already exists, optionally check a box to overwrite it.

Operating systems supported: Windows, OS X, Linux

Example
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I
3 3 n " n 5 3 3 3 " n 5 I
: zipDirectory ("c:\logs\data*", "#log archive dir#\archive.zip", true, "All Operating |
: Systems", "Halt on Fail") :
I

zipFiles()

Compresses a single file or files into a zip file on the agent machine. Enter the full path of the file or files to be
compressed. Then enter the full path and filename of the zip file to be created or updated. If the target zip already exists,
optionally check a box to overwrite it.

Operating systems supported: Windows, OS X, Linux

Example

i

: zipFiles ("c:\logs\data*.log", "#log archive dir#\archive.zip", true, "All Operating :

| Systems", "Halt on Fail") i
I

64-Bit Commands
Accessing 64-bit registry values

Five 64-bit registry commands and one 64-bit parameter are available in agent procedures. 64-bit Windows isolates
registry usage by 32-bit applications by providing a separate logical view of the registry. The redirection to the separate
logical view is enabled automatically and is transparent for the following registry keys:

L4 HKEY_LOCAL_MACHINE \SOFTWARE
® HKEY USERS\*\SOFTWARE\Classes
® HKEY USERS\* Classes

Since the Kaseya agent is a 32-bit application, you must use the following commands and parameter to access the
registry data that are stored in the above keys by the 64-bit applications.

IF commands:

* get64BitRegistryValue()

® has64bitRegistryKey()

STEP commands:

® delete64BitRegistryValue()

* delete64BitRegistryKey()

® set64BitRegistryValue()

® 64-bit Registry Value parameter in the getVariable() command
Specifying 64-bit paths in file commands
The following commands...

® deleteFile()

® writeFile()
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®* executeFile()

®* renamelLockedFile()

® getFile()

® get-variable() File Content parameter

... can specify 64-bit directories using the following variables:

Use this environment varialbe To target this directory

$windir%\sysnative <drive>:\Windows\System32
$ProgramW6432% <drive>:\Program Files
%$CommonProgramW6432% <drive>:\Program Files\Common Files

For compatibility reasons, Microsoft has placed 64-bit system files in the \Windows\system32 directory and 32-bit
system files in the \Windows\SysWow64 directory. Similarly, 64-bit application files are installed to the \Program Files
and 32-bit application files are installed to the \Program Files (x86) folder. Since the Kaseya agent is a 32-bit
application, when a file path containing \Windows\system32 or \Program Files is specified on a 64-bit machine, the
file access is automatically redirected to the \Windows\SysWOW64 or \Program Files (x86) folders. To access filesin
\Windows\system32 and \Program Files folders, use these environment variables when specifying parameters for
these file commands.

In Directory Path commands

The getDirectoryPathFromRegistry() command—and any subsequent ...In Directory Path command—cannot be used to
access files in the \Program Files and \Windows\System32 directories on a target 64-bit machine. These commands
can still access 32-bit or 64-bit files in any other folder.

Identifying 64-bit machines

64-bit machine IDs typically display a x64 in the Version column of audit pages.

Using Variables

Use variables to store values that can be referenced in multiple procedure steps. Variables are passed automatically to
nested procedures.

® Three methods for creating variables:

— Procedure Variables - Use the getVariable() command within a procedure to create a new variable name
without any special characters. Example: VariableName. In subsequent steps, including steps in nested
procedures, reference the variable by bracketing the variable name with the # character. Example:
#VariableName#.

Note:  Procedures variables cannot be referenced outside of the procedure or nested procedures that use
them except for GLOBAL variables. A procedure variable is only visible to the section of the
procedure it was created in and any child procedures. Once a procedure leaves the THEN clause or
ELSE clause the variable was created in, the variable is out of scope and no longer valid. Use
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GLOBAL Variables, described below, to maintain visibility of a variable after leaving the THEN clause
or ELSE clause the variable was created in.

— Managed Variables - Use the "Variable Manager" to define variables that can be used repeatedly in different
procedures. You can maintain multiple values for each managed variable, with each value applied to one or
more group IDs. Managed variables cannot be re-assigned new values within a procedure. Within a procedure,
reference a managed variable by bracketing the variable name with the < and > character. Example:
<VariableName>.

— GLOBAL Variables - Non-GLOBAL variables cannot return a changed value of a procedure variable defined by
its parent procedure. Non-GLOBAL variables initialized in the child procedure also cannot be passed back to
the parent. Variables named with the prefix GLOBAL: (case-insensitive followed by a colon) can pass changed
values from the child to the parent, whether the variable is initialized in the parent or the child procedure.
Subsequent child procedures can makes use of any GLOBAL variable initialized in any earlier step, regardless
of whether that global variable is initialized in a parent procedure or another child procedure.

® Variable Names - Variable names cannot include the following characters: , $ ' " / \ : * 2 < > | andthe
space character.

®  Where Used - Once variables are created you can include them, in their bracketed format, in any text entry field
displayed by an IF-ELSE-STEP dialog box.

® (Case Sensitivity - Variable names are case sensitive.

® Reserved Characters - Because the <, >, and # characters are used to identify variable names, these characters
must be entered twice as regular text in a command line. For example the following command e¢:\dir >>
filelist.txt isinterpreted at procedure runtime as c:\dir > filelist.txt.

® Types of Variable Values Possible - The following are the types of variable values typically obtained by using the
getVariable() parameter.

— Registry Value and 64-Bit Registry Value - See "64-Bit Commands" on page 163 - Data from the specified
registry value on the managed machine. The last single backslash in a string is used to delimit the registry key
from the registry value. To include backslashes as part of the value string, specify double slashes for each
slash character. For example, the string HKEY LOCAL MACHINE\SOFTWARE\SomeKey\Value\\Name iS
interpreted as the key HKEY_LOCAL MACHINE\SOFTWARE\SomeKey With a value of Value\Name.

— File Content - Data from a specified file on the managed machine. See "64-Bit Commands" on page 163.
— Constant Value - Specified constant as typed in the procedure editor.

— Agent Install Directory Path - Directory in which the agent is installed on the managed machine.

— Agent Install Drive - Drive in which the agent is installed on the managed machine, such as c:\.

— Agent Working Directory Path - Working directory on the managed machine as specified using Agent >
"Manage Agents" on page 58.

WARNING! Do not delete files and folders in the working directory. The agent uses the data stored in the
working directory to perform various tasks.

— User Temporary Directory Path - The temporary directory for the user currently logged on the managed
machine. This path is the expansion of the $TEMP% environment variable for the currently logged on user. If no
user is logged on, it is the default Windows temporary directory.
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— Machine.Group ID - Machine ID of the agent executing the procedure.

— File Version Number - The software version number of the specified file on the managed machine. For
example, an exe or d11 file often contain the version number of their release.

— File Size - Size in bytes of the specified file on the managed machine.

— File Last Modified Date - The last modified date and time in universal time, coordinated (UTC) of the specified
file on the managed machine in the format of yyyy/mm/dd hh:mm:ss.

— Automatic SQL View Data Variables - SQL view parameters are available as automatically declared procedure
variables. Automatic variables enable you to skip using the GetVariable command before making use of the
variable in a step. Use the format #SqlViewName . ColumnName# in a procedure to return the value of a
dbo.SqlView.Column for the agent running the agent procedure. See System > "Database Views" on page
577 for a list of the SQL views and columns that are available.

Note:  SQL View Data - This older method of returning a database view value is only necessary if you are
trying to return a value from a different machine than the machine running the agent procedure. Use
the GetVariable command with the SQL View Data option to create a new procedure variable and set
it to the value of a dbo.SqlView.Column value. Use the format
SqlViewName/ColumnName/mach .groupID Or SqlViewName/ColumnName. If the optional machine
ID is omitted, then the value for the agent executing the procedure is retrieved. If ColumnName
contains a space, surround it with square brackets. Example: vSystemInfo/[Product Name].See
System > "Database Views" on page 577 for a list of the SQL views and columns that are available.

— Automatic Administrator Variables - Three administrator variables are declared automatically. These automatic
administrator variables allow agent procedures to access values not present from an SQL view.

® f#adminDefaults.adminEmail# - Email address of the VSA user who scheduled the agent procedure.
® f#adminDefaults.adminName# - Name of the VSA user who scheduled the agent procedure.
® #scriptIdTab.scriptName# - Name of the agent procedure.

- WMI Property - A WMI namespace, class, and property. The format of the specified WMI property is
NameSpace:Class.Property. For example, root\cimv2:Win32_ OperatingSystem.FreePhysicalMemory.
Specify an instance using the following syntax: NameSpace:Class[N] . Property where [N] is the instance
number. For example, root\cimv2:Win32_OnboardDevice[3] .Description. The first instance may be
specified with or without specifying the [1] instance number.

— Expression Value - Specify an expression that consists of procedure variables and six mathematical operators
+, -, *,/, (,and ) that are evaluated and assigned to a new procedure variable. For example, ( (#variablel#
+ #variable2#) + 17.4) / (#variable3# * 4).The procedure variables must contain numeric values.

— Prompt when procedure is scheduled - Displays a message prompt to enter a value when an agent procedure
is run. The value is stored in the variable name you specify. Specify the prompt text and variable name. For
example, each time this procedure is run, a VSA user could enter a different machine directory.

® Alert Variables - An agent procedure can be assigned to run when an alert is triggered. In most cases the alert
passes predefined variables to the agent procedure. These alert variables are documented by alert topic. See
"Alerts - New Agent Installed" on page 365 for an example.
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® Windows Environment Variables - You can reference Windows environmental variables within the executeFile(),
Execute File in Path, and executeShellCommand() only. Enclose the whole command in quotes, because the
environmental variable may contain spaces which might affect execution. For other agent procedure commands,
use getVariable() to get the registry key containing the environmental variables, located under HKEY LOCAL _
MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment.

Variable Manager

Use the Variable Manager to define variables that can be used repeatedly in different agent procedures. You can
maintain multiple values for each managed variable, with each value applied to one or more group IDs. Managed
variables cannot be re-assigned new values within a procedure. Within a procedure, reference a managed variable by
bracketing the variable name with the < and > character. Example: <variableName>. See "Using Variables" on page
164.

Using managed variables, managed machines can run agent procedures that access locally available resources based
on the group ID or subgroup ID.

Note:  Using System > "Naming Policy", this benefit can be applied automatically by IP address even to a highly
mobile workforce that travels routinely between different enterprise locations.

Select variable

Select a variable name from the drop-down list or select <New Variable> to create a new variable. Variable names are
case sensitive and cannot include the following characters: , $ / \ : * 2 < > | and the space character. ' and "
characters are supported.

Rename/create variable

Enter a new name for the new variable you are creating or for an existing variable you are renaming. Select the delete
icon #¢ to delete the entire variable from all groups.

Public

Selecting the Public radio button allows the variable to be used by all users. However, only master role users can create
and edit shared variables.

Private

Selecting the Private radio button allows the variable to be used only by the user who created it.

Apply

Enter the initial value for a variable. Then select one or more Group IDs and click Apply. Empty values are not allowed.
Remove

Select one or more Group IDs, then click Delete to remove the value for this variable from the group IDs it is assigned to.
Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Group ID

Displays all group IDs the logged in user is authorized to administer.
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Value

Lists the value of the variable applied to the group ID.

Manage Files Stored on Server
Agent Procedures > Manage Procedures > Schedule / Create > Manage Files

Use the Manage Files Stored on Server popup window to upload a file and store it on the Kaseya Server. You can also
list, display and delete files already stored on the Kaseya Server. Agent procedures can distribute these files to managed
machines using the writeFile() or writeFilelnDirectoryPath() commands.

Note:  This store of files is not machine-specific. "getFile()" uploads and stores machine-specific files on the server.

To upload a file:

® C(Click Private files or Shared files to select the folder used to store uploaded files. Files stored in the Private files
folder are not visible to other users.

® Click Browse... to locate files to upload. Then click Upload to upload the file to the Kaseya Server.
To delete afile stored on the Kaseya Server:
® Click Private files or Shared files to select the folder used to store uploaded files.

e Click the delete icon # next to a file name to remove the file from the Kaseya Server.

Note: An alternate method of uploading files is to copy them directly to the managed files directory on the IIS server.
This directory is normally located in the C: \Kaseya\WebPages\ManagedFiles directory. In that directory are
several sub-directories. Put private files into the directory named for that user. Put shared files into the
VSAsSharedFiles directory. Any files located in this directory will automatically update what is available in the
Manage Files Stored on Server user interface at the next user logon.

Folder Rights
Private folders

Objects you create—such as reports, procedures, or monitor sets—are initially saved in a folder with your user name
underneath a Private cabinet. This means only you, the creator of the objects in that folder, can view those objects, edit
them, run them, delete them or rename them.

To share a private object with others you first have to drag and drop it into a folder underneath the Shared cabinet.

Note: A master role user can check the Show shared and private folder contents from all users checkbox in System
> Preferences to see all shared and private folders. For Private folders only, checking this box provides the
master role user with all access rights, equivalent to an owner.

Shared folders
The following Share Folder guidelines apply to folders underneath a Shared cabinet:
® All child folders inherit rights from their parent folder unless the child's folders are explicitly set.

® |fyou have rights to delete a folder, deleting that folder deletes all objects and subfolders as well, regardless of
share rights assigned to those subfolders.
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Note:  Scopes have nothing to do with the visibility of folders and objects in a folder tree. Scopes limit what your
folder objects can work with. For example, you can be shared folders containing reports, procedures or
monitor sets but you will only be able to use these objects on machine groups within your scope.

® To set share rights to a folder, select the folder, then click the Share Folder button to display the Share Folder
dialog.

— You can share specific rights to a folder with any individual user or user role you have visibility of. You have
visibility of:

® Any userroles you are a member of, whether you are currently using that user role or not.
® Any individual users that are members of your current scope.

— Adding a user or user role to the Shared Pane allows that user to run any object in that folder. No additional
rights have to be assigned to the user or user role to run the object.

— Checking any additional rights—such as Edit, Create, Delete, Rename, or Share—when you add the user or
user role provides that user or user role with those additional rights. You have to remove the user or user role
and re-add them to make changes to their additional rights.

— Share means the user or user role can assign share rights for a selected folder using the same Share Folder
dialog box you used to assign them share rights.

Distribution

Agent Procedures > Manage Procedures > Distribution

The Distribution page spreads network traffic and server loading by executing agent procedures evenly throughout the
day or a specific block of time in a day. Applies to agent procedures currently scheduled to run on a recurring basis only.

Note: Recurring procedures listed here include function-specific procedures that are not visible as agent procedures
in the "Schedule / Create" folder tree, such as procedures created using a Patch Management wizard.

Procedures can cause excessive network loading by pushing large files between the Kaseya Server and agent.
Performing these operations with hundreds of agents simultaneously may cause unacceptable network loading levels.

Procedure histograms

The system plots a histogram for each procedure currently scheduled to run on a recurring basis. Setting the histogram
period to match the recurring interval of the procedure counts how many machines execute the procedure in a specific
time interval. Peaks in the histogram visually highlight areas where a lot of machines are trying to execute the procedure
at the same time. Click a peak to display a popup window listing all machine IDs contributing to that peak load. Use the
controls, described below, to reschedule the procedure such that the network loading is spread evenly over time. Only
machine IDs currently matching the Machine ID / Group ID filter are counted in the histogram.

Reschedule selected procedure evenly through the histogram period

Pick this radio control to reschedule selected procedures running on all machines IDs currently matching the "Machine ID
/ Machine Group Filter". Procedure execution start times are staggered evenly across the entire histogram period.
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Reschedule selected procedure evenly between <start time> and <end time>

Pick this radio control to reschedule selected procedures running on all machines IDs currently matching the "Machine ID
/ Machine Group Filter". Procedure execution start times are staggered evenly, beginning with the start time and ending
with the end time.

Run recurring every <N> <periods>
This task is always performed as a recurring task. Enter the number of times to run this task each time period.

Skip if Machine Offline

Check to perform this task only at the scheduled time, within a 15 minute window. If the machine is offline, skip and run
the next scheduled period and time. Uncheck to perform this task as soon as the machine connects after the scheduled
time.

Distribute

Click the Distribute button to schedule selected procedures, using the schedule parameters you've defined.

Note:  The procedure recurring interval is replaced with the histogram period.

Select Histogram Period
Selects the schedule time period to display histograms.
Histogram plots

Each recurring procedure displays a histogram of all the machine IDs that are scheduled to run that procedure within the
selected histogram period. Only machine IDs currently matching the "Machine ID / Machine Group Filter" are counted in
the histogram.

Above the histogram is a:

®  Procedure name - name of the procedure. Check the box next to the procedure name to select this procedure for
distribution.

® Peak - the greatest number of machines executing the procedure at the same time.

® Total -total number of machines executing the procedure.

Agent Procedure Status

Agent Procedures > Manage Procedures > Agent Procedure Status

Note:  Similar information is displayed in the Pending Procedures tab of the "Live Connect" and "Machine Summary"
pages.

The Agent Procedure Status page displays the status of agent procedures for a selected machine ID. The list of machine
IDs you can select is based on the "Machine ID / Machine Group Filter". Users can, at a glance, find out what time a
agent procedure was executed and whether it was successfully executed. Use the Agent Procedure Status page to
identify the list of recurring agent procedures assigned to each agent. See Agent Procedures > "Schedule / Create" for
more information about agent procedures.
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Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete

| Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

a Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

"?3 An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the"Machine ID / Machine Group Filter" and the machine groups the
user is authorized to see using System > User Security > "Scopes" on page 514.

Procedure Name

The name of the agent procedure.

Time

The date and time the agent procedure was last executed.
Status

Displays the results of the executed agent procedure. Overdue date/time stamps display as red text with yellow
highlight. Recurring agent procedures display as red text.

Admin

Displays the VSA user who scheduled the agent procedure.

Pending Approvals

Agent Procedures > Manage Procedures > Pending Approvals

The Pending Approvals page approves signed agent procedures, enabling them to be run using the "Schedule / Create"
page, or selected and run elsewhere throughout the VSA.

Enabling/disabling signing and approval

The signing and approval of user saved agent procedures is enabled and disabled using the System > "Default Settings"
> Enable Agent Procedure Signing option. Defaults to disabled.
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Two factor authentication

A user can approve his or her signed agent procedure using two factor authentication. See AuthAnvil > Agent Procedure
Approval.

Signed agent procedures

A signed agent procedure helps detect unauthorized changes to an agent procedure. Unsigned agent procedures cannot
be run anywhere in the VSA.

® Anagent procedure is digitally signhed when it is saved by any user using the agent procedure editor.

Signed agent procedures created by standard users require approval using the Pending Approvals page.

® Only users who are using a role that provides access rights to the Pending Approvals page can manually approve

pending, signhed agent procedures.
® Anagent procedure signed by a standard user can only be approved by a second user.
® Agent procedures imported by standard users are signed but not yet approved.
Automatically signed and approved agent procedures
Agent procedures are automatically signed and approved when they are:
® Created by master role users.
® Imported by master role users.
® |nthe database when the VSA is upgraded from 6.5 to 7.0 or R8.

Approval history

When a procedure is selected in the folder tree, clicking the Approval History tab in the right hand pane displays a list of
dates and users that approved the procedure. For details, see "Scheduling Agent Procedures" on page 120.

Actions

® Approve Procedure - Approves selected signed agent procedures.

® Refresh - Refreshes the page.

Table columns

® Script Name - The name of the agent procedure.

®* Modified By - The user who last edited the agent procedure.

® Date Modified - The date/time the agent procedure was last modified.

® |Location - The location of the agent procedure in the agent procedure folder tree.

Patch Deploy

Agent Procedures > Installer Wizards > Patch Deploy
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The Patch Deploy wizard is a tool that creates an agent procedure to distribute and apply Microsoft patches. The wizard
walks you through a step by step process resulting in an agent procedure you can schedule, to deploy a patch to any
managed machine.

Microsoft releases many hot fixes as patches for very specific issues that are not included in the Microsoft Update
Catalog or in the Office Detection Tool, the two patch data sources the Patch Management module uses to manage
patch updates. Patch Deploy enables customers to create a patch installation procedure for these hot fixes, via this
wizard, that can be used to schedule the installation on any desired machine.

See Methods of Updating Patches, Configuring Patch Management, Patch Processing, Superseded Patches, Update
Classification and Patch Failure for a general description of patch management.

Step 1: Enter 6-digit knowledge base article number.

Microsoft publishes a vast assortment of information about its operating system in the Microsoft Knowledge Base. Each
article in the Knowledge Base is identified with a 6-digit Q number (e.g. Q324096.) All Microsoft patches have an
associated knowledge base article number.

Note: Entering the article number is optional. Leave it blank if you do not know it.

Step 2: Select the operating system type.

Sometimes patches are specific to a certain operating system. If the patch you are trying to deploy applies to a specific
OS only, then select the appropriate operating system from the drop-down control. When the wizard creates the patch
deploy procedure, it restricts execution of the procedure to only those machines with the selected OS. This prevents
inadvertent application of operating system patches to the wrong OS.

Step 3: Download the patch.

This step is just a reminder to fetch the patch from Microsoft. Typically there is a link to the patch on the knowledge base
article describing the patch.

Step 4: How do you want to deploy the patch?

The Patch Deploy wizard asks you if you want to Send the patch from the KServer to the remote machine and execute it
locally or Execute the patch from a file share on the same LAN as the remote machine. Pushing the patch down to each
machine from the VSA may be bandwidth intensive. If you are patching multiple machines on a LAN no internet
bandwidth is used to push out the patch. Each machine on the LAN can execute the patch file directly from a common
file share.

Step 5: Select the patch file or Specify the UNC path to the patch stored on the
same LAN as the remote machine.

If Send the patch from the KServer to the remote machine and execute it locally was selected, then the patch must be
on the VSA server. Select the file from the drop-down list.

Note: If the patch file does not appear in the list then it is not on the Kaseya Server. Click the Back button and
upload the file to the Kaseya Server by clicking the first here link.

www.kaseya.com Chapter 5: Agent Procedures



https://www.kaseya.com/

174

Virtual System Administrator™ User
Guide

9.5 | June 2019

If Execute the patch from a file share on the same LAN as the remote machine was selected, then the patch must be on
the remote file share prior to running the patch deploy procedure. The specified path to the file must be in UNC format
such as \\computername\dir\.

Note: If the file is not already on the remote file share, you can put it their via FTP. Click the Back button and then
the second here link takes you to FTP.

Step 6: Specify the command line parameters needed to execute this patch silently.

To deploy a patch silently you need to add the appropriate command line switches used when executing the patch. Each
knowledge base article lists the parameters for "Silent install". Typical switch settings are /q /m /=z.

Note: Command line parameters are optional. Leave it blank if you do not know it.

Step 7: Name the procedure.

Enter a name for the new agent procedure you can run to deploy the patch.

Step 8: Reboot the machine after applying the patch.

Check this box to automatically reboot the managed machine after applying the patch. The default setting is to not
reboot.

Step 9: Click the Create button.

A new agent procedure is created. Use Agent Procedure > "Schedule / Create" to display the new agent procedure in the
folder tree, under your private folder user name. You can run this new agent procedure to deploy the patch to any
managed machine.

Application Deploy

Agent Procedures > Installer Wizards > Application Deploy

The Application Deploy page is a wizard tool that creates an agent procedure to distribute vendor installation packages,
typically setup.exe. The wizard walks you through a step by step process resulting in an agent procedure you can
schedule, to deploy an application to any managed machine.

Deploying software vendor's install packages

Most vendors provide either a single file when downloaded from the web or set of files when distributed on a CD.
Executing the installer file, typically named setup . exe or abc.msi, installs the vendor's application on any operating
system.

The Application Deploy wizard takes you though an interview process to determine the type of installer and
automatically generates a procedure to deploy install vendor packages.

The VSA provides a small utility to automatically identify all supported installer types. Download and run kInstId.exe to
automatically identify the installer type.
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Note:  See "Creating Silent Installs" on page 176 to ensure vendor installation packages don't pause for user input
during installation.

Step 1: How do you want to deploy the application?

The wizard generated procedure tells the managed machine where to get the application installation file to execute. The
Application Deploy wizard asks you in step 1 if you want to Send the installer from the VSA server to the remote
machine and execute it locally or Execute the installer from a file share on the same LAN as the remote machine.

Pushing the application installation file to each machine from the VSA may be bandwidth intensive. If you are installing
to multiple machines on a LAN no internet bandwidth is used to push out the application installation file. Each machine
on the LAN can execute the application installation file directly from a common file share.

Step 2: Select the application install file or Specify the UNC path to the installer
stored on the same LAN as the remote machine.

If Send the installer from the VSA server to the remote machine and execute it locally was selected, then the installer
file must be on the VSA server. Select the file from the drop-down list.

Note: If the installer file does not appear in the list then it is not on the VSA server. Click the here link to upload the
file to the server.

If Execute the installer from a file share on the same LAN as the remote machine was selected, then the installer file
must be on the remote file share prior to running the application deploy procedure. The specified path to the file must be
in UNC format, such as \\computername\dir\. When specifying a UNC path to a share accessed by an agent
machine—for example \\machinename\share—ensure the share's permissions allow read/write access using the agent
"Credential" specified for that agent machine in Agent > "Manage Agents" on page 58.

Note: If the file is not already on the remote file share, you can put it there via FTP. Click the here link to start FTP.

Step 3: What kind of installer is this?

The wizard need to know what kind of installer was used by your software vendor to create the install package. The VSA
provides a small utility to automatically identify all supported installer types. Download and run kInstId.exe to
automatically identify the installer type. Supported installer types are:

®  Windows Installer (MSl files)

®* Wise Installer

® |Installshield - Package For The Web
® |nstallshield - Multiple Files

® Other

Step 4: Name the agent procedure.

Enter a name for the new agent procedure you can run to install the application.
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Step 5: Reboot the machine after installing the application.

Check this box to automatically reboot the managed machine after running the install. The default setting is to not
reboot.

Step 6: Click the Create button.
Step 6: Click the Create button.

A new agent procedure is created. Use Agent Procedure > "Schedule / Create" to display the new agent procedure in the
folder tree, under your private folder user name. You can run this new agent procedure to install the application to any
managed machine.

Creating Silent Installs

Most vendors provide either a single file, when downloaded from the web, or set of files, when distributed on a CD.
Executing the installer file, typically named setup.exe, installs the vendor's application on any operating system. Vendors
typically use one of three applications to create install packages: InstallShield, Windows Installer, or Wise Installer. Each
of these applications provides a method for creating "Silent install"s. When automating the installation of vendor install
packages, you'll want to ensure the installation package does not pause for user input during installation.

Silent installs with InstallShield

InstallShield has a record mode that captures answers to all dialog boxes in the installation procedure. InstallShield
requires the recorded response iis file to be on the managed machine during the installation. To deploy, the agent
procedure must use the "writeFile()" command to send both the setup.exe and record. iis files from VSA server to the
managed machine and then use "executeFile()" to run setup . exe with the options /s /£"<path>\record.iis". Refer
to your InstallShield help guide for more information regarding the silent installation capability with a recorded response
file.

Create a custom install package by following these steps
1 Verify the install package was made with InstallShield.
® |Launch the install package.
® Confirm InstallShield Wizard displays at the end of the window title bar.
2 Launch the install package in record mode from a command prompt.
® [fthe install package is a single file - Run setup.exe /a /r /flc:\temp\record.iss.

Setup.exe is the name of the install package. c: \temp\record. iss is the full path filename to save the
recorded output.

® |[fthe Install package is a set of files - Run setup.exe /r /flc:\temp\record.iss.

Setup.exe is the name of the install package. c: \temp\record. iss is the full path filename to save the
recorded output.

3 Deploy the install package with the recorded dialog box responses. Use the "writeFile()" agent procedure command
to copy both the vendor's install package and record. iss file to each managed machine or to a file server
accessible by each managed machine.
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4  Execute the install package with silent mode command line parameters using the "executeFile()" procedure
command.

® |[fthe install package is a single file - Run setup.exe /s /a /s /flc:\temp\record.iss.

Setup.exe is the name of the install package. c: \temp\record. iss is the full path filename location of the
recorded settings.

® [fthe Install package is a set of files - Run setup.exe /s /flc:\temp\record.iss.

Setup.exe is the name of the install package. c: \temp\record. iss is the full path filename location of the
recorded settings.

Silent installs with Windows Installer

Windows Installer does not have a record mode. As such it can only silently install the Typical install configuration. To
silently install a Windows Installer package write a procedure to perform the following;:

1 Use the "writeFile()" agent procedure command to copy the vendor's install package to each managed machine or
to a file server accessible by each managed machine.

2 Runthe install package with the /g parameter using the "executeFile()" agent procedure command.
Silent installs with Wise Installer

Wise Installer does not have a record mode. As such it can only silently install the Typical install configuration. To silently
install a Wise Installer package write a procedure to perform the following;:

1 Use the "writeFile()" agent procedure command to copy the vendor's install package to each managed machine or
to a file server accessible by each managed machine.

2 Runthe install package with the /s parameter using the "executeFile()" agent procedure command.

Get File

Agent Procedures > File Transfer > Get File

The Get File page accesses files previously uploaded from a managed machine. Files can be uploaded to a machine-
specific directory on the Kaseya Server using the "getFile()" or "getFileInDirectoryPath()" commands. Clicking the
machine ID displays all uploaded files for that machine ID. Click the link underneath a file to display the file or run it.

Note:  The files stored on the Kaseya Server using the getFile() command are machine-specific. Use "Manage Files
Stored on Server" to access files stored on the Kaseya Server that are not machine-specific.

® FEachfile is displayed as a link. Click any filename to access that file.
® Remove files by clicking the delete icon # next to the file.
Example 1: Checking large number of managed machines simultaneously

Get File is designed to support automated checks on a large number of managed machines simultaneously.

Note: Ifall you want to do is get a file from a managed machine as a one-time event then Remote Control > "FTP" is
the simplest way.
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Use Get File in conjunction with an agent procedure to perform some automated task on a set of managed machines.
For example, if you have a utility that reads out some information unique to your client computers you can write a
procedure to do the following;:

1 Send the utility to the managed machine using either the "writeFile()" procedure command or the Distribute File
page.

2 Execute the utility using either the "executeShellCommand()" or "executeFile()" agent procedure command and pipe
the output to a text file, such as results. txt.

3 Upload the file to the Kaseya Server using the "getFile()" command.
Example 2: Comparing versions of a file

As an option in the "getFile()" agent procedure command, existing copies of uploaded files can be renamed with a .bak
extension prior to the next upload of the file. This allows you to examine both the latest version of the file and the
previous version. For example, use the IF-ELSE-STEP agent procedure editor to create a simple getFile() agent
procedure.

The first time the getFile() agent procedure command executes on a managed machine the agent sends
c:\temp\info. txt to the Kaseya Server and the Kaseya Server stores it as news\info. txt. The second time getFile()
agent procedure executes, the Kaseya Server renames the original copy of news\info. txt t0 news\info. txt.bak
then uploads a fresh copy and saves it as news\info. txt.

Also as an option, an email alert can be sent when a change in the uploaded file has been detected, compared to the
last time the same file was uploaded. The getFile() command must have either the Overwrite existing file and send alert
if file changed setting or the Save existing version, get file, and send alert if file changed setting selected.

Example 3: Get File Changes alerts

To perform continuous health checks on managed machines, run the agent procedure on a recurring schedule and
activate a Get File Changes alert using Monitor > Alerts - Get File. The VSA instantly notifies you of any changes to the
results.

Troubleshooting patch installation failures

When patch scan processing reports patch installations have failed, a KBxxxxxx . 1og (if available) and the
WindowsUpdate . log are uploaded to the Kaseya Server. Additionally, for those patches that required an "Internet based
install", a ptchdlin. xml file will be uploaded to the Kaseya Server. These files can be reviewed using Agent Procedures
> "getFile()" for a specific machine and can help you troubleshoot patch installation failures. Info Center > Reporting >
Reports > "Logs - Agent Procedure" on page 273 contains entries indicating these log files have been uploaded to the
Kaseya Server for each machine.

Distribute File

Agent Procedures > File Transfer > Distribute File

The Distribute File function sends files stored on your VSA server to managed machines. It is ideal for mass distribution
of configuration files, such as virus foot prints, or maintaining the latest version of executables on all machines. The VSA
checks the integrity of the file every full check-in (see "Check-in - full vs. quick"). If the file is ever deleted, corrupted, or
an updated version is available on the VSA, the VSA sends down a new copy prior to any procedure execution. Use it in
conjunction with recurring procedures to run batch commands on managed machines.
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Note:  The procedure command writeFile() performs the same action as Distribute File. Each time a procedure
executes the writeFile() command, the agent checks to see if the file is already there or not. If not, the file is
written. writeFile() is better than Distribute File for sending executable files you plan to run on managed
machines using agent procedures.

Select server file

Select a file to distribute to managed machines. These are the same set of files managed by clicking the Manage Files...
link on this page.

Note:  The only files listed are your own private managed files or shared managed files. If another user chooses to
distribute a private file you can not see it.

Specify full path and filename to store file on remote machine
Enter the path and filename to store this file on selected machine IDs.
Manage Files...

Click the Manage Files... link to display the "Manage Files Stored on Server" popup window. Use this window to add,
update, or remove files stored on the Kaseya Server. This same window displays when you click the Managed Files
button using "Schedule / Create". Private files are listed with (Priv) in front of the filename.

Distribute

Click the Distribute button to start distribution management of the file selected in Select server file and write it to the
location specified in Specify full path and filename to store file on remote machine. This effects all checked machine
IDs.

Clear
Click the Clear button to remove the distribution of the file selected in Select server file from all checked machine IDs.

WARNING! Clear and Clear All do not delete the file from either managed machines or the Kaseya Server. These
functions simply stop the integrity check and update process from occurring at each full check-in.

Clear All
Clear All removes all file distributions from all checked managed machines.

Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.

Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent "Quick View" window.

&8 online but waiting for first audit to complete
[]Agent online

n Agent online and user currently logged on. Icon displays a tool tip showing the logon name.
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[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

d Agent is online but remote control has been disabled

O The agent has been suspended

'?5 An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Machine.Group ID

The list of Machine.Group IDs displayed is based on the "Machine ID / Machine Group Filter" and the machine groups
the user is authorized to see using System > User Security > "Scopes" on page 514.

Server file
The name of the file being distributed.
Agent file location

The target directory on the managed machine. To the left of each target file location for a specific machine ID are two
icons. Click #* to cancel that file distribution for that machine ID. Click H] to edit the destination path and filename for
that machine ID.

Application Logging

Agent Procedures > Administration > Application Logging

The Application Logging page displays a log of Agent Procedures module activity by:
® EventID

® EventName

® Message

® Admin

¢ EventDate

This table supports selectable columns, column sorting, column filtering and flexible columns widths (see "Data Table
Column Options" on page 44).
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Chapter 6: Audit

In this chapter:

® "Audit Overview"

® "View Assets" on page 182

® "Manage Credentials" on page 186
® '"Credential Log" on page 188

® "Run Audit" on page 188

e "Audit Summary "on page 190

® "Configure Column Sets" on page 193
®  "Machine Summary" on page 193

® '"System Information" on page 196
® '"Installed Applications" on page 199
® "Add/Remove" on page 199

® '"Software Licenses" on page 200

® "Documents"on page 201

Audit Overview
Audit

"Agent"s can be scheduled to automatically audit the hardware and software configurations of their managed machines
on a recurring basis. Agents report the information back to the Kaseya Server so you can access it using the VSA even
when managed machines are powered down. Audits enable you to examine configurations before they develop into
serious problems. The system maintains three types of audits for each machine ID:

® Baseline audit - The configuration of the system in its original state. Typically a baseline audit is performed when a
system is first set up.

® |atestaudit - The configuration of the system as of the last audit. Once per week is recommended.

® System Info - All DMI / SMBIOS data of the system as of the last system info audit. This data seldom changes and
typically only needs to be run once.

The VSA detects changes in a machines's configuration by comparing the latest audit to the baseline audit. The latest
audit record is stored for as many days as you specify.

Most of the agent and managed machine data displayed by function pages and Info Center > Reporting > "Reports" are
based on the latest audit. The Machine Changes report compares a machine ID's latest audit to a baseline audit. Two
alert types specifically address changes between a baseline audit and the latest audit: Application Changes and
Hardware Changes (see "Alerts" on page 342). Collected audit information includes:
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® All hardware, including CPUs, RAM, PCI cards, and disk drives.
® Allinstalled software, including licenses, version numbers, full path, and description.

® System Information from DMI and SMBIOS including PC make, model, serial number, mother board type, and over
40 other pieces of information describing the PC and its configuration.

® OS info with version number and service pack build.

® Current network settings including local IP address, gateway IP address, DNS, WINS, DHCP, and MAC address.

Function Description

"View Assets" on page 182

Provides a consolidated view of all "assets" managed by the VSA.

"Manage Credentials" on page 186

Specifies credentials by organization and machine group.

"Credential Log" on page 188

Provides an audit log of the VSA users who create, modify and delete
credentials.

"Run Audit" on page 188

Schedules latest, system, and baseline audits of machine IDs.

"Audit Summary " on page 190

Displays data returned by audits of machines.

"Configure Column Sets" on page
193

Configures columns sets for the Audit Summary page.

"Machine Summary" on page 193

Displays detailed information about a single managed machine.

"System Information" on page 196

Shows DMI / SMBIOS data collected.

"Installed Applications" on page 199

Shows a list of executable (.exe) files on selected managed machines.

"Add/Remove" on page 199

Shows the Add or Remove Programs list from a managed machine.

"Software Licenses" on page 200

Shows a list of vendor license codes found on selected managed machines.

"Documents" on page 201

Stores files associated with a machine ID.

View Assets

Audit > Asset > View Assets

The Audit > View Assets page is populated by Discovery scans of networks and domains.The View Assets page provides
a consolidated view of all "assets" managed by the VSA. Types of assets include:

® Agent managed machines and mobile devices - Computers and mobile devices that have an agent installed on
them are always considered managed assets and display on this page for as long as the agent is installed on them.
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® Devices promoted to an asset - When an agent cannot be installed on a discovered device, the device can still be
"promoted" to a managed asset and display on this page. For example, a router or printer may still require
monitoring, even if an agent cannot be installed on the machine. There are many different types of non-agent
device types that can be managed by the VSA: routers, switchers, printers, firewalls, etc. The Make Asset button on
the Discovery > Discovered Devices page enables you to "promote" a device to an asset. When you do the device
begins displaying on this page. You can "demote" a asset using the Demote Asset to Device on this page. When
you do, the asset is removed from this page.

All managed assets are assigned a machine group and organization. Scoping rules and view filtering features within the
VSA depend on this assighment.

® Multiple credentials can be defined for each asset. For agent assets, one of the credentials can be designated an
agent credential and optionally used by Policy Management as an agent credential.

® Service Desk tickets can be optionally associated with assets listed on this page.
Actions

® View - Displays a popup window of information collected about a selected device. Different views, based on the
type of probe used to collect the information, can be selected using the Probe Type drop-down list:

— NMAP Probe - The standard method of discovering a device on a network, using the Discovery module.
— Machine Audit - The audit performed on a machine installed with an agent.

— VPro - The inventory of hardware attributes returned by a vPro audit.

— Merge View - Merges all methods of data collection into one consolidated view. The default view.

® Demote Asset to Device - Removes a selected device as an managed asset. Computers and mobile devices that
have agents installed on them cannot be demoted.

® Change Group - Changes the organization and machine group assigned to an asset.
® Refresh - Refreshes the page.
Table columns

® Asset Name - The name of the asset. Typically this is the device name combined with VSA machine group and
organization assigned to the asset.

® Device Type - The type of device: computers, mobile devices, routers, switchers, printers, firewalls, etc
® Computer Agent - If checked, the asset is a computer and has an agent installed on it.

® Mobile Agent - If checked, the asset is a mobile device and has an agent installed on it.

® Probes - Click this link to display the list of methods used to probe this computer or device.

® Monitoring - If checked, this asset is monitored.

® Patching - If checked, this asset is managed by Patch Management.

® Auditing - If checked, this asset is audited on a recurring basis.

® Backing Up - If checked, this asset is being backed up.
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® Security - If checked, this asset has antivirus protection.

® Ticket Count - Displays the number of open tickets for this asset.

® Alarm Count - Displays the number of alarms generated by this asset.

® Domain/ Workgroup - The domain or workgroup this asset is member of, if any.
® SNMP Active - If checked, this asset is SNMP-enabled.

® Network - Click this link to display the list of networks this asset is a member of.

® Device Name - The network name of a computer or device. If no network name is available, the IP address of the
device displays.

Credentials tab

This tab specifies credentials by individual asset. These can be referenced by a VSA user when accessing a machine or
device. Optionally include a note with each credential. Use the Manage Credentials page to specify credentials by
organization and machine group.

Agent credentials

If the asset is an agent machine, a credential can be optionally used as the source credential for an agent credential in a
Policy Management policy. If multiple credentials are defined for a machine, then the most local level defined has
precedence: by individual machine, by machine group, or by organization. At any one level, only one managed credential
can be designated the source credential for an agent credential.

Actions
® New / Edit - Specifies a credential.
— Description - A one line description for the credential.
— Username - The username.
— Password - The password.
— Domain - The domain of the credential, if one exists.

— Setas agent credential - Only one credential for this asset can be designated the source credential for an
agent credential.

® Create account - Check to create a new user account on the managed machine.
® as Adminstrator - Check to create the new user account with administrator privileges.

® |ocal useraccount - Select this option to use a credential that logs into this machine locally, without
reference to a domain.

® Use machine's current domain - Create a credential using the domain name this machine is a member of,
as determined by the latest audit.

® Specified domain - Use the domain specified above.

— Notes - Optionally include a note with the credential. Use the edit toolbar to add images and special formatting
to the text. Images must be uploaded rather than copied and pasted in.
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® X,-Setselected text to subscript.
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e |El-Toggle full screen mode for editing and viewing.
View - Displays the properties of a selected credential.

Delete - Deletes a select credential.

Table columns

Type - The type of credential.

— 1 -Thisis an agent credential.

— (blank) - This is not an agent credential.

Name - The VSA name of this credential.

Username - The username of the credential.

Domain - The domain of the credential, if one is required.

Agent Credential - If checked, this is the agent credential.
Create Account - Created the account if it does not already exist.

as Administrator - Created the account is an administrator-level account.

vPro tab

Audit > View Assets > vPro tab
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The Audit > View Assets > vPro tab displays hardware information about vPro-enabled machines discovered by enabling
a vPro scan using the Edit Network dialog, then scanning the network. This information is only available if a machine's
vPro credential is specified when scanning a network.

Types of hardware information returned by the vPro machine include:
® Agent check-in status, if the vPro machine has an agent installed
® Computer Information

® Motherboard Asset Information

® BIOS Information

®  Processor Information

® RAM Information

® Hard Drive Information

Note:  The vPro module provides vPro management features.

Manage Credentials

Audit > Asset > Manage Credentials

The Manage Credentials page specifies "Credential"s by organization and machine group. These can be referenced by a
VSA user when accessing a machine or device. Optionally include a note with each credential. Use the "View Assets"
page to specify credentials by individual machine or device.

Agent credentials

If the asset is an agent machine, a credential can be optionally used as the source credential for an agent credential in a
Policy Management policy. If multiple credentials are defined for a machine, then the most local level defined has
precedence: by individual machine, by machine group, or by organization. At any one level, only one managed credential
can be designated the source credential for an agent credential. A managed credential is created when a user runs the
Systems Management Configuration Setup Wizard for an organization.

Middle panel columns

Rows are sorted by organization, then machine group, then machine ID.

® (Level) - Identifies the row as an organization .J. a machine group __ or a machine ID I'_'I
® Name - The name of the organization, machine group, or machine ID.

® Credentials - Displays a key if at least one credential is specified for that row.

Right panel actions

Select an organization or machine group before performing these actions.

® New / Edit - Specifies a credential.

— Description - A one line description for the credential.
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— Username - The username.
— Password - The password.
— Domain - The domain of the credential, if one exists.

— Setas agent credential - Only one credential for this organization or machine group can be designated the
source credential for an agent credential.

® (Create account - Check to create a new user account on the managed machine.
® as Adminstrator - Check to create the new user account with administrator privileges.

® Local useraccount - Select this option to use a credential that logs into this machine locally, without
reference to a domain.

® Use machine's current domain - Create a credential using the domain name this machine is a member of,
as determined by the latest "Audit".

® Specified domain - Use the domain specified above.

— Notes - Optionally include a note with the credential. Use the edit toolbar to add images and special formatting
to the text. Images must be uploaded rather than copied and pasted in.
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Table columns

® Username - Username of the credential.

® Password - Password of the credential.

® Domain - Domain of the credential, if applicable.

® Inherited From - The level the credential is inherited from. Credentials can be inherited from a higher level
organization or machine group.

® Agent-If checked, this is the agent credential.
® Description - The VSA name for the credential.

® Notes - Notes about the credential.

Credential Log

Audit > Asset > Credential Log

The Credential Logs page provides an audit log of the VSA users who create, modify and delete credentials on the "View
Assets" and "Manage Credentials" pages.

® EventID

® EventName
® Message

® Admin

® EventDate

Run Audit

Audit > Collect Data > Run Audit
The Run Audit page performs audits of the hardware and software configuration of manage machines.

Audits

"Agent"s can be scheduled to automatically audit the hardware and software configurations of their managed machines
on a recurring basis. Agents report the information back to the Kaseya Server so you can access it using the VSA even
when managed machines are powered down. Audits enable you to examine configurations before they develop into
serious problems. The system maintains three types of audits for each machine ID:

® Baseline audit - The configuration of the system in its original state. Typically a baseline audit is performed when a
system is first set up.

® | atest audit-The configuration of the system as of the last audit. Once per week is recommended.

e System Info - All DMI / SMBIOS data of the system as of the last system info audit. This data seldom changes and
typically only needs to be run once.
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The VSA detects changes in a machines's configuration by comparing the latest audit to the baseline audit. The latest
audit record is stored for as many days as you specify.

Most of the agent and managed machine data displayed by function pages and Info Center > Reporting > "Reports" are
based on the latest audit. The Machine Changes report compares a machine ID's latest audit to a baseline audit. Two
alert types specifically address changes between a baseline audit and the latest audit: Application Changes and
Hardware Changes (see "Alerts" on page 342).

Actions

® Schedule Audit - Click Schedule Audit or Reschedule Audit to display the Scheduler window, which is used
throughout the VSA to schedule a task. Schedule a task once or periodically. Each type of recurrence—Once, Hourly,
Daily, Weekly, Monthly, Yearly—displays additional options appropriate for that type of recurrence. Periodic
scheduling includes setting start and end dates for the recurrence. Not all options are available for each task
scheduled. Options can include:

— Baseline Audit, Latest Audit or System Information - Type of audit.

— Schedule will be based on the timezone of the agent (rather than server) - If checked, time settings set in the
Scheduler dialog reference the local time on the agent machine to determine when to run this task. If blank,
time settings reference server time, based on the server time option selected in System > Preferences.
Defaults from the System > Default Settings page.

— Distribution Window - Reschedules the task to a randomly selected time no later than the number of periods
specified, to spread network traffic and server loading. For example, if the scheduled time for a task is 3:00
AM, and the distribution window is 1 hour, then the task schedule will be changed to run at a random time
between 3:00 AM and 4:00 AM.

—  Skip if offline - If checked and the machine is offline, skip and run the next scheduled period and time. If blank
and the machine is offline, run the task as soon as the machine is online again. Applies only to recurring
schedules, a 'Once' schedule always executes the next time the agent is online.

— Power up if offline - Windows only. If checked, powers up the machine if offline. Requires Wake-On-network or
vPro and another managed system on the same network.

— Exclude the following time range - Applies only to the distribution window. If checked, specifies a time range to
exclude the scheduling of a task within the distribution window. Specifying a time range outside of the
distribution window is ignored by the scheduler.

® Reschedule Audit - Populates the scheduler with the values of a pending schedule so you can make adjustments.
® Run Audit Now - Schedules an audit to run immediately.

® Cancel Audit - Cancels a scheduled audit.

Remind me when accounts need audit scheduled

If checked, displays a pop up warning message if audits have not been scheduled for one or more machine IDs. The
warning displays each time you select Run Audit. Applies to each VSA user individually.

Check-in status

These icons indicate the agent check-in status of each managed machine. Hovering the cursor over a check-in icon
displays the agent Quick View window.
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£& online but waiting for first audit to complete

[] Agent online

[l Agent online and user currently logged on. Icon displays a tool tip showing the logon name.

[ ]Agent online and user currently logged on, but user not active for 10 minutes

@ Agent is currently offline

. Agent has never checked in

E Agent is online but remote control has been disabled

O The agent has been suspended

QJ An agent icon adorned with a red clock badge is a temporary agent (see "Live Connect on Demand" on page 448).
Select All/Unselect All

Click the Select All link to check all rows on the page. Click the Unselect All link to uncheck all rows on the page.
Machine.Group ID

The top line shows the machine ID. The bottom line displays the last time a System Info audit was performed. Overdue
date/time stamps display as red text with yellow highlight. Pending and completed date/time stamps display as black
text.

System Information / Latest Audit / Baseline Audit

Each column displays the last time that type of audit was performed. Overdue date/time stamps display as red text with
yellow highlight. Pending and completed date/time stamps display as black text.

Next Audit

Displays the time of the next scheduled Latest Audit. Overdue date/time stamps display as red text with yellow highlight.
Pending and completed date/time stamps display as black text.

Recurring Interval

Displays the recurring interval for latest audits.

Audit Summary

Audit > View Group Data > Audit Summary

The Audit > Audit Summary page provides a view of the data returned by audits of machines using the "Run Audit" page.
The columns of audit data shown on this page are individually selectable and filterable. User-defined sets of columns can
also be selected. Columns sets are defined using the "Configure Column Sets" page. Additional data not shown in the
Audit Summary page is provided using the "Machine Summary" page. This table supports selectable columns, column
sorting, column filtering and flexible columns widths (see "Data Table Column Options" on page 44).

Columns of audit data, in the default order they display in this page, include:
® Machine ID - The name identifying the machine within the VSA. Typically based on the computer name.

® Current User - Logon name of the machine user currently logged into the machine (if any).
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® Last Reboot Time - Time of the last known reboot of the machine.

® Last Checkin Time - Most recent time when a machine checked into the Kaseya Server.
® Group ID - The group ID portion of the machine ID.

® First Checkin Time - Time when a machine first checked into the Kaseya Server.

® Time Zone - The time zone used by the machine.

® Computer Name - The name assigned the machine by users of the machine.

® Domain/Workgroup - The workgroup or domain the computer belongs to.

® DNS Computer Name - The fully qualified DNS computer name identifying the machine on the network. The DNS
computer name typically comprises the computer name plus the domain name. For example: jsmithxp.acme.com.
Displays only the computer name if the machine is a member of a workgroup.

® QOperating System - Operation system type the machine is running.

® (OS Version - Operation system version string.

® CPU Type - Processor make and model.

® (CPU Speed - Clock speed of the processor.

® CPU Count-The number of CPUs.

® RAM (MB) - Megabytes of RAM on the machine.

® Agent Version - Version number of the Kaseya agent loaded on the machine.
® LastLogged In User-Logon name of the last person to log into the machine.
® Primary/Secondary KServer - IP address / name the machine uses to communicate with the Kaseya Server.
® Quick Checkin Period - Quick check in time setting in seconds.

® Contact Name - Machine user name entered in Edit Profile.

® Contact Email - Email address entered in Edit Profile.

® Contact Phone - Phone number entered in Edit Profile.

®  Manufacturer - System manufacturer.

®  Product Name - System product name.

® System Version - Product version number.

® System Serial Number - System serial number.

® Chassis Serial Number - Serial number on the enclosure.

® Chassis Asset Tag - Asset tag number on the enclosure.

® External Bus Speed - Motherboard bus speed.

® Max Memory Size - Max memory size the motherboard can hold.
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® Max Memory Slots - Total number of memory module slots available.

® Chassis Manufacturer - Manufacturer of the enclosure.

® Chassis Type - Enclosure type.

® (Chassis Version - Enclosure version number.

® Motherboard Manufacturer - Motherboard manufacturer.

® Motherboard Product - Motherboard product ID.

® Motherboard Version - Motherboard version number.

® Motherboard Serial Num - Motherboard serial number.

®  Processor Family - Processor type installed.

® Processor Manufacturer - Processor manufacturer.

® Processor Version - Processor version ID.

® CPU Max Speed - Max processor speed supported.

® CPU Current Speed - Speed processor is currently running at.

® |Pv4 Address - IP address assigned to the machine, in version 4 format.
® |Pv6 Address - IP address assigned to the machine, in version 6 format.
® Subnet Mask - Networking subnet assigned to the machine.

® Default Gateway - Default gateway assigned to the machine.

® Connection Gateway - IP address seen by the Kaseya Server when this machine checks in. If the machine is behind
a DHCP server, this is the public IP address of the subnet.

® Country - The country associated with the Connection Gateway.

® MAC Address - MAC address of the LAN card used to communicate with the Kaseya Server.

® DNS Server - IP address of the DNS server assigned to the machine.

® DHCP Server-The IP address of the DHCP server used by this machine.

® Primary/Secondary WINS - WINS settings.

® Free Space - The free data storage space in gigabytes.

® Used Space - The used data storage space in gigabytes.

® Total Size - The total data storage space in gigabytes.

® Number of Drives - The number of drives on the machine.

® Portal Access Logon - Logon name given to a machine user for logging into the Kaseya Server.

® Portal Access Remote Control - Enabled if this machine user can log in and get remote control access to their own
machine from another machine. Disabled if access is denied.
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® Portal Access Ticketing - Enabled if this machine user can log in and enter trouble tickets. Disabled if access is
denied.

® Portal Access Chat - Enabled if this machine user can initiate chat sessions with a VSA user. Disabled if access is
denied.

Configure Column Sets

Audit > View Group Data > Configure Column Sets

The Configure Columns Sets page defines columns sets that can be used to select a set of columns in the Audit > "Audit
Summary " table. The column set filter is on the right side of the Audit Summary table.

Actions

® New - Create a new column set.

® Edit - Edit a selected column set.

® Delete - Delete a selected column set.
Select a column set

Select an existing column set in the middle panel of this page. When more rows of data are selected than can be
displayed on a single page, click the |== and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

Machine Summary

Audit > View Individual Data > Machine Summary

Note:  Similar information is provided using Info Center > Reporting > "Audit - Machine Summary" on page 260.

The Machine Summary page allows users to perform tasks and functions solely for one managed machine. A series of
tabbed property sheets provided access to various categories of information about the managed machine.

Actions

You may wish to edit both custom field values and the data collected for a machine during a system audit. Edits to
system audit data will be overwritten by subsequent system audits, unless you remove these system audit fields from
automatic collection. Edited system audit fields and custom fields can both be selected using the "Filter Aggregate
Table" page and the "Audit - Aggregate Table" report. You can also automate changes to the values of data items by
running the "updateSystemInfo()" command in an agent procedure.

® Edit Machine Data - Edits the data collected for a machine by a system audit. You can also edit the values for
custom fields.

® Edit Automatic Collection - Uncheck items to prevent data from being overwritten by subsequent system audits.
Used in conjunction with the Edit Machine Data dialog.

® Bulk Edit Custom - Changes the values of custom fields for multiple machines.

1 Select multiple machine rows.
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2  Click the Bulk Edit Custom button.

3 Select a custom field from the Custom field to modify drop-down list.

4  Choose a replacement value by:
— Selecting an existing replacement value from the drop-down list, or...
— Entering the replacement value manually.

You can maintain an unlimited number of custom fields of information about managed machines. Custom fields can be
maintained on both the Summary tab and the Hardware > Summary tab of this page. Custom fields can also be
maintained on the Audit > "System Information" page. Custom fields are supported in views, procedures, and reports.
Custom reports do not support more than 40 custom fields.

® New Custom Field - Creates a new custom field.
® Rename Custom Field - Renames a custom field.
® Delete Custom Field - Deletes a custom field.
Select a machine

Select a machine in the middle panel to display data for that machine. When more rows of data are selected than can be
displayed on a single page, click the |==. and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

Summary

® Collections - Displays the "Collection"s a machine is a member of. Defined using the Only show selected machine
IDs option in "View Definitions" on page 53.

® Name/OS Information - Displays the name, operating system and OS version.

® System Information - Displays the manufacturer of system, the product name, version and serial number.
® Network Information - Displays network configuration settings.

® CPU/RAM Information - Displays CPU and RAM specifications.

® Custom Fields - Displays custom fields and values assigned by the user to this machine.

Software

® System Information - Lists system hardware attributes and related information.

® Software Licenses - Lists all software licenses found for a selected machine ID. Duplicate license keys found on

more than one machine display in red text. Clicking the number link next to the title of a duplicate license lists the
machine IDs using the duplicate license.

® |nstalled Applications - Lists all the applications installed on the managed machine.
® Add/Remove - Displays programs listed in Add/Remove window of Windows machines.

® Startup Apps - Displays programs that start automatically when a user logs on.
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® Security Products - Identifies the install status of antivirus products registered with a Windows machine's Windows
Security Center. Windows 7 and later calls the Windows Security Center the Action Center.

Hardware
®  Summary
— System Information - Lists system hardware attributes and related information.
— Network Information - Displays network configuration settings.
— Chassis - The chassis manufacturer, type, version, serial number and asset tag.
— Motherboard - The motherboard manufacturer, product, version, serial number and external bus speed.
— CPU/RAM Information - Displays CPU and RAM specifications.
— Custom Fields - Displays custom fields and values assigned by the user to this machine.
®  Printers - Lists the printers and ports a machine can direct print jobs to.
® PCl & Disk Hardware - Displays type, vendor, and product names.
® Disk Volumes - Displays disk volume information.
® Disk Partitions - Displays the partitions on each disk volume.
® Disk Shares - Displays shared folders.
Agent
® Settings - Displays information about the agent on the managed machine:
— Agent version
—  Current User
— Lastcheck-in
— Lastreboot
— Firsttime check-in
—  Patch Policy Membership - Defined using Patch Management > Membership: Patch Policy

— View Definition Collections - Defined using the Only show selected machine IDs option in "View Definitions" on
page 53.

— Working Directory - Can also be defined using Agent > "Manage Agents" on page 58.
—  Check-In Control - Can also be defined using Agent > "Check-In Control" on page 97.
— Edit Profile - Can also be defined using Agent > "Edit Profile" on page 100.

— Agent Logs and Profiles - Can also be defined using Agent > "Log History" on page 65.

® Logs- Displays the logs available for a machine: Alarm Log, Monitor Action Log, Agent Log, Configuration Changes,
Network Statistics, Event Log, Agent Procedure Log, Remote Control Log, Log Monitoring.
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— Pending Procedures - Displays pending procedures for a machine and the procedure history for that machine.
Includes the execution date/time, status and user who scheduled the procedure.

Patch Status

Displays Missing and Pending Microsoft patches and schedules missing patches. If a machine belongs to a "Patch
policy", missing patches may be further identified as Denied (Pending Approval). The user can manually override the
denied patch policy by scheduling the patch.

—  Click the Schedule button to schedule a selected missing patch.

— Click the Cancel button to cancel a selected pending patch.

— Click the Show History link to display the history of patches installed on the managed machine.
Remote Control

Displays the status of remote control sessions for the managed machine: Remote Control, FTP, and Chat. The VSA user
can set the remote control package to use during a remote control session.

Documents

Lists documents uploaded to the Kaseya Server for a managed machine. You can upload additional documents.
Provides the same functionality as Audit > "Documents" on page 201.

Users
® Accounts - Lists all user accounts for the managed machine.
® Groups - Lists all user groups for the managed machine.

® Members - Identifies the users belonging to each user group for the managed machine.

System Information

Audit > View Individual Data > System Information

Note:  Similar information is provided using Info Center > Reporting > Reports > "Audit - Inventory" on page 259.

The System Info page displays all DMI / SMBIOS data collected by the system info "Audit" for a selected machine ID.
Actions

You may wish to edit both custom field values and the data collected for a machine during a system audit. Edits to
system audit data will be overwritten by subsequent system audits, unless you remove these system audit fields from
automatic collection. Edited system audit fields and custom fields can both be selected using the "Filter Aggregate
Table" page and the "Audit - Aggregate Table" report. You can also automate changes to the values of data items by
running the "updateSysteminfo()" command in an agent procedure.

® Edit Machine Data - Edits the data collected for a machine by a system audit. You can also edit the values for
custom fields.

® Edit Automatic Collection - Uncheck items to prevent data from being overwritten by subsequent system audits.
Used in conjunction with the Edit Machine Data dialog.
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® Bulk Edit Custom - Changes the values of custom fields for multiple machines.
1 Select multiple machine rows.
2  Click the Bulk Edit Custom button.
3 Select a custom field from the Custom field to modify drop-down list.
4 Choose a replacement value by:
— Selecting an existing replacement value from the drop-down list, or...
— Entering the replacement value manually.

You can maintain an unlimited number of custom fields of information about managed machines. Custom fields can
also be maintained on the Audit > "Machine Summary" page. Custom fields are supported in views, procedures, and
reports. Custom reports do not support more than 40 custom fields.

® New Custom Field - Creates a new custom field.
® Rename Custom Field - Renames a custom field.
® Delete Custom Field - Deletes a custom field.
Select a machine

Select a machine in the middle panel to display data for that machine. When more rows of data are selected than can be
displayed on a single page, click the |== and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

Displayed Data
® System Information
— Manufacturer - system manufacturer
— Product Name - system product name
— System Version - system version number
— System Serial Number - system serial number

® Network Information

IPv4 Address - IP version 4 address assigned to the machine.
— IPv6 Address - IP version 6 address assigned to the machine.
— Subnet Mask - Networking subnet assigned to the machine.

— Default Gateway - Default gateway assigned to the machine.

— Connection Gateway - IP address seen by the Kaseya Server when this machine checks in. If the machine is
behind a DHCP server, this is the public IP address of the subnet.

— Country - The country associated with the Connection Gateway.

— MAC Address - MAC address of the LAN card used to communicate with the Kaseya Server.
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— DHCP Server - The IP address of the DHCP server used by this machine.
— DNS Server 1, 2 - IP address of the DNS servers assigned to the machine.
® (Chassis
— Chassis Manufacturer - manufacturer of the enclosure
— Chassis Type - enclosure type
— Chassis Version - enclosure version number
- Max Memory Slots - total number of memory module slots available
— Chassis Serial Number - serial number on the enclosure
— Chassis Asset Tag - asset tag number on the enclosure
® Motherboard
— Motherboard Manufacturer - motherboard manufacturer
— Motherboard Product - motherboard product ID
— Motherboard Version - motherboard version number
— Motherboard Serial Num - motherboard serial number
— External Bus Speed - motherboard bus speed
® CPU/RAM Information
— Processor Manufacturer - processor manufacturer
—  Processor Family - processor type installed
— Processor Version - processor version ID
— CPU Max Speed - max processor speed supported
— CPU Current Speed - speed processor is currently running at
— CPU - Processor make and model.
—  Quantity - The number of CPUs.
— Speed - Clock speed of the processor.
— RAM - MBytes of RAM on the machine.
- Max Memory Size - maximum memory size the motherboard can hold
— Max Memory Slots - Total number of memory module slots available.
® Custom Fields - Displays custom fields and their values.
® On Board Devices - Lists motherboard based devices (like video or ethernet).
® Port Connectors - Lists all the connections available on the chassis.

® Memory Devices - Lists memory modules installed on the motherboard.
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® System Slots - Displays the status of each available card slot.

Installed Applications

Audit > View Individual Data > Installed Applications

Note:  Similar information is provided using Info Center > Reporting > Reports > "Software - Software Applications
Installed" on page 292.

The Installed Applications page lists all applications found during the latest "Audit" for a selected machine ID. The list of
machine IDs you can select depends on the "Machine ID / Machine Group Filter" and the "Scopes" you are using. This
table supports selectable columns, column sorting, column filtering and flexible columns widths (see "Data Table
Column Options" on page 44).

Select a machine

Select a machine in the middle panel to display data for that machine. When more rows of data are selected than can be

displayed on a single page, click the | == and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

The following information is displayed:

® Application - The filename of the application.

® Description - A brief description of the application as reported in the Properties dialog box of the executable file.
® Version - The version number of the application.

® Manufacturer - The manufacturer of the application.

® Product Name - The product name of the application.

® Directory Path - The absolute directory path where the application file is located.

® File Size - The size, in kilobytes, of the application file.

® |ast Modified - The modification date of the application file.

Note:  You can filter the display of machine IDs on any agent page using the Contains/Missing application and
Version string is > < = N options in "View Definitions" on page 53.

Select page

When more rows of data are selected than can be displayed on a single page, click the .==/and .=~/ buttons to display
the previous and next page. The drop-down list alphabetically lists the first record of each page of data.

Add/Remove

Audit > View Individual Data > Add/Remove

Notes:

® Similarinformation is provided using Info Center > Reporting > Reports > Software.
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® Alerts can be defined using Monitor > "Alerts - Application Changes" on page 348.

The Add/Remove page displays the programs listed in the Add or Remove Programs window of the managed machine.
Information shown on this page is collected when a Latest Audit is performed (see "Run Audit" on page 188). Click a
machine ID to display data for that selected machine. The list of machine IDs you can select depends on the "Machine ID
/ Machine Group Filter" filter and the "Scopes" you are using.

Select a machine

Select a machine in the middle panel to display data for that machine. When more rows of data are selected than can be

displayed on a single page, click the |== and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

The following information is displayed:
® Application Name - The name of the application.

® Uninstall String - The uninstall string in the registry used to uninstall this application.

Software Licenses

Audit > View Individual Data > Software Licenses

Note:  Similar information is provided using Info Center > Reporting > Reports > Software.

The Software Licenses page displays all software licenses found for a selected machine ID. The list of machine IDs
displayed depends on the "Machine ID / Machine Group Filter" and machine groups the user is authorized to see using
System > User Security > "Scopes".

Information shown on this page is collected when a Latest Audit is performed (see "Run Audit" on page 188). Each
vendor stores an application's license key differently so all application software licenses may not be collected.

Duplicate license keys

Duplicate license keys found on more than one machine display in red text. Clicking the number link next to the title of a
duplicate license lists the machine IDs using the duplicate license.

Select a machine

Select a machine in the middle panel to display data for that machine. When more rows of data are selected than can be
displayed on a single page, click the |== and == buttons to display the previous and next page. The drop-down list
alphabetically lists the first record of each page of data using the sort order of the selected column on that page.

The following information is displayed:
® Publisher - The software publisher of the application (e.g. Microsoft).

® Title - The name of the application.

Product Key - The product key used to activate the application during installation.
® License - The license code associated with the application.

® Version - The version of the application.
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® Date - The version release date.

Documents

Audit > View Individual Data > Documents

Note:  This function can also be accessed using the Documents tab of the "Live Connect (Classic)" > Agent Data
page and the Documents tab of the "Machine Summary" page.

The Documents page stores files associated with a machine ID. For example, you can upload scanned copies of
purchase receipts, contract information, and configuration notes specific to a machine ID. Uploaded documents are
stored in the User Profiles directory of the Kaseya Server. For example:
C:\Kaseya\UserProfiles\368905064566500\Docs.

Notes:

® Documents are not included in the backup of the Kaseya Server database using System > "Configure". A
separate backup of Kaseya Server files and directories should be performed as well.

® See "Administrator Notes" on page 39 for a fast way of logging plain text notes for multiple machines without
having to upload documents.

To store a document

1 Click a machine.group ID link. The list of machine IDs you can select depends on the "Machine ID / Machine Group
Filter" and the "Scopes" you are using. Documents previously stored on the Kaseya Server for this machine ID
display orelse No files found displays.

2 Click Browse to locate a file on your local computer or LAN.
3 Click Upload to upload the file to the Kaseya Server.

The added Filename displays, along with its file Size and the date/time of the Last Upload.
New folder

Optionally click the New Folder icon and link to create a new folder to store documents in for the selected managed
machine.

Edit

You can click a Filename link or edit icon &l to display a file or run the file, depending on the application the filename
extension is associated with on your local machine.

Delete

Click the delete icon #* to delete a stored document or folder from the Kaseya Server.
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Chapter 7: Info Center

In this chapter:

®  "Inbox"

® "Schedule" on page 204

® "Reports" on page 206

® '"Report Sets" on page 214

® '"Report Templates" on page 216

® '"Report Parts" on page 241

® "Name Value Parts" on page 242

® "Cover Page, Header, Footer" on page 252
® "ReportImages" on page 253

® '"Defaults" on page 254

® "l egacy Report Definitions" on page 254
® "Management Dashboard" on page 298
® "View Dashboard" on page 299

e "L ayout Dashboard" on page 300

Inbox

Info Center > Desktop > Inbox
The Inbox displays all inbound messages sent to you by other VSA users or by system events. System events include:

® Reporting - The Reports, Report Sets and Schedule pages can all generate an inbox message when a report is
generated, if a user is specified as a message recipient.

® Service Desk - Service Desk procedures can specify the sending of a message to one or more users. Service Desk
generated messages are formatted using Service Desk > Message Templates.

Note: Inbox messages are not archived.

Actions

® New - Creates a message to other VSA users.

® Forward - Forwards a selected message to other VSA users.

® Reply - Replies to a selected message from another VSA user.

® Delete - Deletes selected messages.
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® Read - Sets selected messages to read.

® Unread - Sets selected messages to unread.

® Refresh - Refreshes the page.
Editing

For New, Forward, and Reply:

e Clickthe @Q To Q, e icons to select one or more VSA users to send a message to. You can filter the list of users to
select from.

® Use the following toolbar buttons to add special formatting to the text:

B7U|A-%-]|

¥

== | |H—|E=E=|2 0@

Fort Family = Paragraph = Font Size - | = | 3_1| LU] | o, ¥ | =

== - Hyperlink selected text. You may need to reset links copied and pasted from another source.
_’f - Insert a table.
—-Insert a horizontal line as a percentage of the width, or set a fixed width in pixels.

£ - Indent text.

14h

4::=

- Outdent text.

£Z - Remove formatting.

£2 - Insert a symbol.

@ insert an emoticon.

£} - Preview the display of text and images.
- upload a file or image.

X, - Set selected text to subscript.

x* - Set selected text to superscript.

El- Toggle full screen mode for editing and viewing.

Schedule

Info Center > Reporting > Schedule

The Schedule reports page includes all reports and reports sets published using the same scope you are currently using.
If your Info Center > "Inbox" messages and emails have been deleted, you can always locate a published report you are
authorized to view (see "Report and Report Set User Security" on page 214).

Click the @' icon next to the name of the report £ or report set 3 to display a Selected Item History dialog that contains
the publishing history for that report. Click the publishing date of the report you want to see, then click the hyperlink of
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that report at the bottom of the dialog. Use this same dialog to approve or reject a report (see "Approving / Rejecting
Reports" on page 213).

Actions

® Run Now - Runs a previously scheduled report or report set immediately. This allows a report that has timed out,
generated an error, or was unapproved to be re-run immediately without having to reselect all the schedule options
over again.

® Recipients - Displays the Distribution tab of the Reschedule Selected Item dialog (see "Scheduling / Rescheduling
a Report" on page 210). Use this tab to change the recipients for a selected report you are rescheduling. These
options are the same as when you originally schedule a report.

® History - Displays a Selected Item History dialog, providing a history of all published instances of the report or
report set you have received. Click the publishing date of the report or report set you want to see, then click the
hyperlink of a report at the bottom of the dialog. Use this same dialog to approve or reject a report (see "Approving
/ Rejecting Reports" on page 213).

® Scheduling
— New - Schedules any report you are authorized to publish.

— Edit- Displays the Schedule tab of the Reschedule Selected Item dialog (see "Scheduling / Rescheduling a
Report" on page 210). Use this tab to reschedule the publishing of a selected report or report set. These
options are the same as when you originally schedule a report.

— Delete - Permanently deletes a selected published report or report set. This only deletes the record of the
report in Schedule for your VSA logon. It does not delete the report for any other user.

® Refresh - Refreshes the page.
Table Columns

This table supports selectable columns, column sorting, column filtering and flexible columns widths (see "Data Table
Column Options" on page 44).

® (Status)
- '@Pending

- Completed and Approval Required - Click the “*! icon to view the completed report, then approve or reject it.
See "Approving / Rejecting Reports" on page 213.

- @ Completed and Rejected - Click the @ icon to view the completed and rejected report. You can
subsequently approve it.

- @ Completed and Distributed - Click the & icon next to the name of the report to display a Selected ltem
History dialog that contains the publishing history for that report. Click the publishing date of the report you
want to see, then click the hyperlink of that report at the bottom of the dialog.

- @ Error - The report failed to publish.
® Name - The name of the report.

® Owner - The creator of the report.
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® Recurrence - Click the recurrence—Once, Daily, Weekly, Monthly— to update the schedule.

® Recipients - Click the number of recipients to update the list of recipients in the Reschedule Select Item dialog (see
"Scheduling / Rescheduling a Report" on page 210).

® Recipient List - A list of recipients.
® |ast Ran-The last time this report was published.
® Next Run - The next time this report is scheduled to be published.

® QOrganization, Machine Group, Machine, View - The types of "Data Filters" used to limit the data included in a report.
Use a view to select more than one organization, machine group or machine. All machine groups in all
organizations you are authorized by your scope to view are selected by default.

® Type-Report Of Reportset.

® Status-The status of the report in text.

® Location - The folder the scheduled report is located in, in the middle pane.
® Date Created - The date the report was scheduled.

® Scope - Visibility of rows in the schedule table is limited by the scope you are using. Your scope must match the
scope that was current when the owner scheduled the report. This ensures that only users authorized to view the
same data shown in the report can reschedule and modify recipients of the report. Email recipients can always
access the completed report in email, even if they are not members of the same scope.

Reports

Info Center > Reporting > Reports

Virtual System Administrator™ provides comprehensive reporting for all applications. Reports can be customized, using
report parameters, and filtered by organization, machine group, machine ID or view definition. You can output reports to
PDF, HTML, or Excel document and brand reports with your own logo, cover page, header and footer. Reports can be
scheduled to run automatically and on a recurring basis. They can be private or shared, distributed to the "Inbox" of VSA
users or to email recipients. An optional "requires approval" step is provided, just prior to distribution. Reports can also be
bundled into "Report Sets", enabling you to schedule a standard batch of reports. Your own "Schedule" reports list shows
you every report you have access to, so you can always locate any pending report you've created and scheduled or any
report you've received.

See the following topics for an overview of working with reports.
® "Report Definitions" on page 207

® "Report Folder Trees" on page 208

® "Publishing a Report Imnmediately" on page 210

® "Data Filters" on page 210

® "Scheduling / Rescheduling a Report" on page 210

® "Managing Scheduled Reports" on page 212

®  "Approving / Rejecting Reports" on page 213

Chapter 7: Info Center www.kaseya.com



https://www.kaseya.com/

Virtual System Administrator™ User 207
Guide

9.5 | June 2019

® "Report and Report Set User Security" on page 214
® "l egacy Report Definitions" on page 254
Terms and concepts

® Published Reports - Published reports contain the layout and data for a certain date, time, scope and other criteria
and are distributed to a selected set of recipients. To see new data in the same report, the report must be
republished and redistributed.

® Report Definitions - A report is published from a report definition. Report definitions contain all the default settings
that determine the content, layout and file format of the published report. You can override these defaults when
you publish the report.

® Report Templates - A report definition is created by copying settings from a report template. Report templates
define all the default settings for a a report definition. There are two types of report templates:

— Custom - Customizable report templates.
— Legacy - Fixed layout report templates provided in earlier releases.

® Report Categories - Report templates are organized by report template categories.

Report Definitions

A report is published from a report definition. Report definitions contain all the default settings that determine the
content, layout and file format of the published report. You can override these defaults when you run (publish) or
schedule the report.

Report definition settings are copied from a report template when the report definition is created. Changing a report
definition does not change the report template it was copied from. Changes made to a report template do not affect
report definitions already copied from that template.

To create a custom report definition based on a report template
1 Click Info Center > Reporting > Reports > New.
2 Select the custom Report option.

3 Select a category, then a template, then click Create.

Note: A custom report template must be published (see "Report Templates") for you to see it within a "Reports"
category.

4 Specify options for report definitions using header options and three tabs:

® (Header Options) - Specify the name and report title. You can also require approval for the report (see
"Approving / Rejecting Reports" on page 213).

® Layout-See "Report Templates" for a description of these options.

Note:  When a "Legacy Report Definitions" is added or edited, a Parameters tab displays instead of the
Layout tab.

® General - Sets the type of report output—PDF, HTML or EXCEL—paper size and orientation.
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Note: CSVis available as a report output, but only if the VSA is configured to use SQL Server Reporting
Services, instead of the default Kaseya Reporting Services (see "Change Reporting Configuration" on
page 530).

The General tab also sets the message used to notify users when the report is run. Tokens can be included in
report email messages, in both the subject line and the body of the message.

— <gr>-machine group

— <id>-machineid

- <rt>-report name

— <embd> - In the message body only, you can embed an HTML report at the specified location.

Use the edit toolbar to add images and special formatting to the text. Images must be uploaded rather than
copied and pasted in.

== | = |H—|E=EE=E|Q|IQ®

Faonk Family = Paragraph = Fonk Size - | = | !1_| w] | W, W | =

B I U|A-¥-|

® == - Hyperlink selected text. You may need to reset links copied and pasted from another source.
o A -Insertatable.

e __ -Inserta horizontal line as a percentage of the width, or set a fixed width in pixels.

® 3= |ndenttext.

e ¥=.-Qutdent text.

* (/-Remove formatting.

e {2-Insertasymbol.

e ) Insert an emoticon.

e £, - Preview the display of text and images.

o [I-Upload afile orimage.

e X,-Setselected text to subscript.

® x°-Setselected text to superscript.

e |El-Toggle full screen mode for editing and viewing.

® Cover Page, Header, Footer - Selects the cover page, header and footer of the report (see "Name Value
Instances" on page 251).

Report Folder Trees

Report definitions are organized using two folder trees in the middle pane, underneath Private and Shared cabinets. Use
the following options to manage objects in these folder trees:

Chapter 7: Info Center www.kaseya.com



https://www.kaseya.com/

Virtual System Administrator™ User 209
Guide

9.5 | June 2019

Always available

(Apply Filter) - Enter text in the filter edit box, then click the funnel 57 icon to apply filtering to the folder trees. Filtering is
case-insensitive. Match occurs if filter text is found anywhere in the folder trees.

When a cabinet is selected

® Collapse All - Collapses all branches of the folder tree.
® Expand All - Expands all branches of the folder tree.
When a folder is selected

® Folder Properties - Displays in the right hand pane. Displays the owner and effective rights of the folder (see "Folder
Rights" on page 168).

® New
— Folder - Creates a new folder underneath the selected cabinet or folder.

— Report - Creates a new custom report definition lin the selected folder of the folder tree (see "Report
Definitions" on page 207).

— Legacy Report - Creates a new legacy report definition _= in the selected folder of the folder tree (see "Legacy
Report Definitions" on page 254).

® Delete - Deletes a selected folder.
® Rename - Renames a selected folder.

® Share - Applies to Shared cabinet folders only. Shares a folder with user roles and individual users. See guidelines
for share rights to objects within folder trees in the "Folder Rights" topic.

When a report definition is selected
® New

— Report - Creates a new custom report definition _l in the selected folder of the folder tree (see "Report
Definitions" on page 207).

— Legacy Report - Creates a new legacy report definition _= in the selected folder of the folder tree ("Legacy
Report Definitions" on page 254).

® Edit - Edits the selected report definition.
® Copy - Copies the selected report definition.

® Make Template - Applies to custom "Report Definitions" only. Saves a report definition to a selected "Report
Templates" folder. For example, users may create useful enhancements to their own report definitions. These in
turn might be worth converting into report templates that other users can base their own report definitions on.

® Delete - Deletes the selected report definition.

® Run Now - Publishes a report immediately based on the selected report definition (see "Publishing a Report
Immediately" on page 210).

www.kaseya.com Chapter 7: Info Center



https://www.kaseya.com/

210

Virtual System Administrator™ User
Guide

9.5 | June 2019

® Schedule - Schedules publishing of a report based on a selected report definition (see "Scheduling / Rescheduling
a Report" on page 210).

Note:  This Schedule button may be hidden for a standard user. This button is enabled using the System >
System Preferences > Enable Scheduling node on the "User Roles - Access Rights tab".

Publishing a Report Immediately

Select a report in one of the "Report Folder Trees", then click Run Now to display the "Data Filters" dialog. Run Now
reports are not added to the scheduled list of published reports and are displayed only to the current user.

Data Filters

Data Filters limit the data included in a report. They are shown each time the Run Now button is clicked and as a tab
when the Schedule button is clicked.

Organization, machine group, machine ID, and select view
® Optionally filter the selection of data included in the report by organization, machine group, machine ID, or view.

® |f noview is selected, then all machine groups in all organizations you are authorized by your scope to view are
selected by default.

® Run Now data filtering defaults from the machine ID / group ID filter.
® Forsome reports a department filter and service desk filter is available.
Language

You can select the language the report is presented in. The language option does not display if language packs are not
installed. See System > "Preferences" on page 496.

Date filter

For custom report definitions only, the following Date Filter options display only if—for at least one part in the
configuration of the report definition—Inherit from Report and a date/time column were selected for date filtering.

® Predefined Ranges - This Week, Last Week, This Month, Last Month, This Quarter, Last Quarter.
® TLast N Days - Enter the value of N in the Number of Days field.

® Fixed Range - Entera Start DateTime and End DateTime.

Scheduling / Rescheduling a Report

Select a report definition in one of the "Report Folder Trees", then click Schedule to display a dialog with four tabs. Use
the dialog to schedule publication of the report in the future, once or on a recurring basis. These settings apply only to
this specific scheduling of the report. The report definition remains unchanged. Clicking the Submit button publishes
the report using the settings currently selected on all four tabs.

A similar Reschedule Selected ltem dialog displays when you Reschedule a previously scheduled report.
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® Schedule - Schedule the report to run once or periodically. Each type of recurrence—Once, Daily, Weekly, Monthly—
displays additional options appropriate for that type of recurrence. Periodic scheduling includes setting start and
end dates for the recurrence.

® Filters - See "Data Filters" on page 210.
® Distribution - Select recipients of the report.

— Inthe upper Distribution pane, by default the person running or scheduling the report is selected as an Info
Center > "Inbox" message recipient.

— You can drag and drop additional users from the lower pane into the upper Distribution pane. Staff members
must have an email address to display in lower pane (see "Manage - Staff tab" on page 521).

— The users you see listed are limited to the same scope you are using as you schedule/reschedule the report.

— Any user in the upper Distribution pane can also be sent the same report as an email recipient.

Note:  You can add email addresses to the Additional Email edit box for users outside the same scope you
are using. Enter the email addresses manually, separated by semicolons.

® (General - Sets the type of report output—PDF, HTML or EXCEL—paper size and orientation.

Note: CSVis available as a report output, but only if the VSA is configured to use SQL Server Reporting Services,
instead of the default Kaseya Reporting Services (see "Change Reporting Configuration" on page 530).

The General tab also sets the message used to notify users when the report is run. Tokens can be included in report
email messages, in both the subject line and the body of the message.

— <gr>-machine group

— <id>-machineid

— <rt>-reportname

— <embd> - In the message body only, you can embed an HTML report at the specified location.

Use the edit toolbar to add images and special formatting to the text. Images must be uploaded rather than copied
and pasted in.

B U|A-¥-

| ¢ == | —|sEE=| 2|0

Faonk Family = Paragraph = Fonk Size - | = | ﬂ| LU] | ®, x° | =

EEE
I11

® == - Hyperlink selected text. You may need to reset links copied and pasted from another source.
e 4 -Insertatable.

e __ -Inserta horizontal line as a percentage of the width, or set a fixed width in pixels.

® 3= Indenttext.

e #E-Outdent text.

* (/-Remove formatting.

e {2-Insertasymbol.
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o =) insert an emoticon.

e €, _Preview the display of text and images.
i lm-UpIoadafiIe orimage.

e X,-Setselected text to subscript.

® x*-Setselected text to superscript.

e |El-Toggle full screen mode for editing and viewing.

Managing Scheduled Reports

Once a selected report definition is scheduled for publication the following actions button and table columns display in
the right hand pane.

Actions

® Run Now - Runs a previously scheduled report or report set immediately. This allows a report that has timed out,
generated an error, or was unapproved to be re-run immediately without having to reselect all the schedule options
over again.

® Reschedule - Displays the Schedule tab of the Reschedule Selected Item dialog. Use this tab to reschedule the
publishing of a selected report. These options are the same as when you originally schedule a report.

® Recipients - Displays the Distribution tab of the Reschedule Selected ltem dialog (see "Scheduling / Rescheduling
a Report" on page 210). Use this tab to change the recipients for a selected report you are rescheduling. These
options are the same as when you originally schedule a report.

® Delete Schedule - Permanently deletes a selected published report. This only deletes the record of the report in
"Schedule" for your VSA logon. It does not delete the report for any other user.

® History - Displays a Selected Item History dialog, providing a history of all published instances of the report you
have received. Click the publishing date of the report you want to see, then click the hyperlink of that report at the
bottom of the dialog.

® Refresh - Refreshes the page.
Table columns

This table supports selectable columns, column sorting, column filtering and flexible columns widths (see "Data Table
Column Options" on page 44).

® (Status)
- '@Pending

- Completed and Approval Required - Click the “*! icon to view the completed report, then approve or reject it.
See "Approving / Rejecting Reports" on page 213.

- @ Completed and Rejected - Click the @ icon to view the completed and rejected report. You can
subsequently approve it.
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- @ Completed and Distributed - Click the @ icon next to the name of the report to display a Selected ltem
History dialog that contains the publishing history for that report. Click the publishing date of the report you
want to see, then click the hyperlink of that report at the bottom of the dialog.

- OEror-The report failed to publish.
® Name - The name of the report.
® Owner-The creator of the report.
® Recurrence - Click the recurrence—Once, Daily, Weekly, Monthly— to update the schedule.

® Recipients - Click the number of recipients to update the list of recipients in the Reschedule Select Item dialog (see
"Scheduling / Rescheduling a Report" on page 210).

® Recipient List - A list of recipients.
® |ast Ran-The last time this report was published.
® Next Run-The next time this report is scheduled to be published.

® Organization, Machine Group, Machine, View - The types of "Data Filters" used to limit the data included in a report.
Use a view to select more than one organization, machine group or machine. All machine groups in all
organizations you are authorized by your scope to view are selected by default.

® Type-Report Or Reportset.

® Status - The status of the report in text.

® |ocation - The folder the scheduled report is located in, in the middle pane.
® Date Created - The date the report was scheduled.

® Scope - Visibility of rows in the schedule table is limited by the scope you are using. Your scope must match the
scope that was current when the owner scheduled the report. This ensures that only users authorized to view the
same data shown in the report can reschedule and modify recipients of the report. Email recipients can always
access the completed report in email, even if they are not members of the same scope.

Approving / Rejecting Reports

Published reports can be configured to require approval before being distributed to recipients. Any user with share
access and using the same scope as the one used to create the report can approve or reject the published report.

1 Check the Needs Approval Before Distribution checkbox in the header of a report definition.
2 Schedule the report definition to create a published report.
3  Wait for the report to display the Completed and Approval Required '*'statusicon.
4  Click the '* status icon to display the Scheduled Item History dialog.
5 Click either the Approve or Reject button.
®  Approved reports are distributed to their recipients.

® Rejected reports display a Completed and Rejected @ status icon. Optionally click the G status icon to
display the rejected report. You can subsequently approve it.
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Report and Report Set User Security

Master users

Master users have access to any report/report set definition, provided the Show shared and private folder contents from
all users checkbox is checked in System > "Preferences". The rest of this topic refers to access rights for non-master
users.

Access to scheduling reports and report sets
Other VSA users can publish or reschedule a report/report set definition created by its owner if:
® The folder containing the report/report set definition has been shared with them.

® The currently selected scope of the VSA user matches the scope used by the owner to create the report/report set
definition.

If both conditions are true, the scheduled report/report set displays on these pages:

® "Schedule" - Displays all scheduled reports and report sets you are authorized to view.

® '"Reports" - Displays all scheduled reports for the selected report definition you are authorized to view.

® "Report Sets" - Displays all scheduled report sets for the selected report set definition you are authorized to view.
Inbox recipients

Only VSA users matching the scope used by the owner to create the report/report set definition can be designated Inbox
recipients of a report/report set.

Email recipients

Even if the scope of recipient does not match the scope of the owner when the report/report set was created, recipients
can view reports and report sets sent to them as email recipients. The published reports/report sets are opened as email
attachments.

Setting the Report Header Logo

By default, VSA report headers display the image specified by the System > Site Customization > "Site Header" on page
546. Changing the value in the System > Configure > "Change Reporting Configuration" > Logo field overrides this
default, changing the URL for report headers only. Changing the URL in the Change Reporting Config... > Logo field does
not affect the display of the Site Header image.

Report Sets

Info Center > Reporting > Report Sets

A report set is a collection of "Report Definitions". You can schedule a report set definition just like you would an
individual report definition. This saves you the trouble of scheduling individual report definitions one at a time.

See the following topics for an overview of working with report sets:
® "Report Set Definitions " on page 215

® "Report Set Folder Trees" on page 215
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Scheduling and managing scheduled report sets are the same as scheduling and managing scheduled reports. See:
® "Scheduling / Rescheduling a Report" on page 210

® '"Data Filters" on page 210

® "Managing Scheduled Reports" on page 212

® "Approving / Rejecting Reports" on page 213

® "Report and Report Set User Security" on page 214

Report Set Definitions

A report set is a collection of "Report Definitions". You can schedule a report set definition just like you would an
individual report definition. This saves you the trouble of scheduling individual report definitions one at a time.

Creating a new report set definition

Click the New Report Set button to create a new report set definition. The New Report Set dialog displays the following

tabs:
® General

— General - Enter the report set name and description.

— Message - Enter the default subject line and message used to notify users when the report set is distributed.
® Reports

— Check the report definitions you want to include in the report set definition.
Editing an existing report set definition
1 Click an existing report set definition in the "Report Set Folder Trees" in the middle pane.

2 Click the Edit Report Set button to edit the report set definition. The Edit Report Set dialog displays the same
options as the New Report Set dialog described above.

Viewing report set definition properties
1 Click an existing report set definition in the "Report Set Folder Trees" in the middle pane.
2 You can view the configuration of the report set definition in the right hand pane:

® The Assigned Reports section of the Schedule tab displays the report definitions included in the report set. You
can Assign or Remove report definitions using this section.

® The General tab displays the default subject line and message used to notify users when the report set is
distributed.

Report Set Folder Trees

Report set definitions are organized using two folder trees in the middle pane, underneath Private and Shared cabinets.
Use the following options to manage objects in these folder trees:
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Always available

(Apply Filter) - Enter text in the filter edit box, then click the funnel 57 icon to apply filtering to the folder trees. Filtering is
case-insensitive. Match occurs if filter text is found anywhere in the folder trees.

When a cabinet is selected

® Collapse All - Collapses all branches of the folder tree.
® Expand All - Expands all branches of the folder tree.
When a folder is selected

® Folder Properties - Displays in the right hand pane. Displays the owner and effective rights of the folder (see "Folder
Rights" on page 168).

® New
— Folder - Creates a new folder underneath the selected cabinet or folder.

— Report Set- Creates a new Report set definition Fin the selected folder of the folder tree (see "Report Set
Definitions " on page 215).

— Legacy Report - Creates a new legacy report definition & in the selected folder of the folder tree (see "Legacy
Report Definitions" on page 254).

® Delete - Deletes a selected folder.
® Rename - Renames a selected folder.

® Share - Applies to Shared cabinet folders only. Shares a folder with user roles and individual users. See guidelines
for share rights to objects within folder trees in the "Folder Rights" topic.

When a report definition is selected

® New Report Set - Opens the report set editor to create a new report set definition in the selected folder of the folder
tree.

® Edit - Edits the selected report set definition.
® Copy - Copies the selected report definition.
® Delete - Deletes the selected report set definition.

® Schedule - Schedules publishing of the selected report set definition.

Note:  This Schedule button may be hidden for a standard user. This button is enabled using the System >
System Preferences > Enable Scheduling node on the "User Roles - Access Rights tab" tab.

Report Templates

Info Center > Configure & Design > Report Templates
The Report Templates page defines customizable report templates. For detailed information see:

® '"Folder Tree" on page 219
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® "Add/ Edit Report Template" on page 220
®* '"Table" on page 222

e "Bar Chart"on page 226

® "Pie Chart" on page 229

® "Line Chart" on page 232

® '"Report Images" on page 253

® "Custom Text Designer" on page 237

® "Name Value Part" on page 238

Terms and concepts

Report definitions

Report definitions contain all the settings that determine the content, layout and file format of a report. A report is
published from a report definition.

Report templates

A report definition is created by copying settings from a report template. Report templates define all the default settings
for the content, layout and file format of a report definition. There are two types of report templates:

® (Custom - Customizable report templates.
® |egacy - Fixed layout report templates provided in earlier releases (see "Legacy Report Definitions" on page 254).
Data sets

Customizable report templates are constructed from data sets. A data set is a collection of data, in table format, queried
from the Kaseya Server SQL server database. Predefined data sets are listed on the Report Parts page, organized by VSA
module folder. For example, in the Agent module folder, the following data sets are provided:

® Agent Configuration

® Agent Portal Access

® Agent Protection Settings
® Agent Status

Data columns

Each dataset is a collection of one or more data columns. For example, the Agent Status data set lists the following data
columns:

® agentGuid
® Computer Name
® Current User

® Group Name
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® Last Logged On User
® Machine ID

® Online

® Operating System

® OS Information

® Reverse Group Name
® Show Tooltip

® Timezone Offset

® Tooltip Notes

® Transition Time
Report parts

The content and layout of a report template or report definition is constructed out of report parts. When constructing a
report part, you select the columns of data in a data set you want to display in the report template or report definition.
Each part can only select columns of data from a single data set. Each report part also determines the display of data in
a particular format.

There are several types of report part formats:

® Table - Displays one or more columns of data in table format returned by a selected data set.

® BarChart-Displays a bar chart, based on two columns of data returned by a selected data set.
® Pie Chart - Displays a pie chart, based on two columns of data returned by a selected data set.

® Line Chart- Displays a line chart, based on two columns of data returned by a selected data set.
® ReportImage - Displays a selected report image.

® (Custom Text Designer - Displays a group of one or more static text and design controls.

® Name Value Part - Displays a single value with a user-defined label, based on a custom data set. For example: Open
Tickets: 247.

Report Part Options - Each report part can be configured using the following options:

* Aggregate Options - Aggregate options return a single numeric value calculated from multiple cells in a selected
column. For example, the aggregate option COUNT returns the number of non-null values in a selected column.
Except for COUNT or COUNT_BIG, aggregate functions ignore null values.

® Order by - Data can be displayed in a preferred order, using combinations of selected columns, aggregate options,
and ascending/descending sort orders.

® Group by - Returned rows of data can by organized into subheadings and subgroups by selecting "group by"
columns. Multiple levels of "group by" columns are supported. Applies to table parts only.

® Filtering - The data displayed can be limited by specialized data filters. These include:
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— Aspecified number of rows or percentage of rows of data.
— Comparing selected columns with specified values.
Custom fields

Custom agent fields—created using the Audit > "Machine Summary" or "System Information" pages—are supported in
views, procedures, legacy reports and in selected Audit category "Report Parts".

Coverpage, Header, Footer

The "Cover Page, Header, Footer" page defines presentation elements that are independent of the data displayed in the
report. You can use these elements to "brand" your reports by creating a unique look and feel. Assign different
combinations of coverpages, headers and footers to multiple custom report templates and custom report definitions.

Published / unpublished

A published report template can be used to create report definitions. Unpublished report templates are hidden from the
list of templates available to create report definitions.

Make template

A Make Template button in Reports saves a report definition to a selected Report Templates folder. For example, users
may create useful enhancements to their own report definitions. These in turn might be worth converting into report
templates that other users can use to create report definitions.

Reusing parts

Any time after a part is configured within a template you can optionally save a part to the "Report Parts" page This makes
it a "standard" part that can be reused in templates and report definitions. You can also copy a part directly from an
existing template into another template, without saving it as a "standard" part.

Import / export

Both report templates and report parts can be imported and exported using System >"Import Center" on page 536.

Folder Tree

Info Center > Configure & Design > Report Templates

Report templates are organized into a single folder tree in the middle pane underneath a Template cabinet. Use the
following options to manage report templates in this folder tree.

Note:  The categories you see when creating a new report definition (see "Report Definitions") are based on the top-
level folders in the Report Templates folder tree. By default a top-level folder is created for each installed
module.

When the templates cabinet is selected

® Collapse All - Collapses all branches of the folder tree.
® Expand All - Expands all branches of the folder tree.
When a folder is selected

Afolder for each installed module has been created for you. You can use these or create your own.
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® Add Folder - Adds a report template folder with a specified name.
® Add-Adds a report template in the selected folder.

® Share -Shares a folder with user roles and individual users. See guidelines for share rights to objects within folder
trees in the "Folder Rights" topic.

When a template is selected
® Add-Adds a new report template in the selected folder (see "Add / Edit Report Template" on page 220).

® Edit - Edits a selected report template (see "Add / Edit Report Template" on page 220).

Note:  System report templates iz cannot be edited or deleted but can be copied.

® Delete - Deletes a selected report template.
® Rename - Renames a selected report template.

® Publish / Unpublish - Toggles between these two states. Clicking Publish enables a report template to be used to
create a report definition. Clicking Unpublish prevents a report template from being used to create a report
definition (see "Report Definitions" on page 207).

® Copy - Creates a copy of an existing report template.

® Preview - Generates a report for the current user only, based on a selected report template.

Add/ Edit Report Template

Info Center > Configure & Design > Report Templates > Add Report Template / Edit
Report design description

® Name - The name of the report template.

® Template Title - The title displayed.

Note:  See "Report Definitions" for a description of options on the General tab and Cover Page, Header and Footer
tab.

Layouts tab

In the left hand pane, the Layouts tab displays a data object tree of data sets. A two-column table displays in the right
hand pane. You can drag-and-drop data sets from the data object tree into any of the cells of the two-column table. A

data set can only occupy one or both cells of a single row. A report part displays data returned by a data set in a specific
format.

There are several types of report part formats:

Table - Displays one or more columns of data in table format returned by a selected data set.

Bar Chart - Displays a bar chart, based on two columns of data returned by a selected data set.
® Pie Chart-Displays a pie chart, based on two columns of data returned by a selected data set.

® Line Chart- Displays a line chart, based on two columns of data returned by a selected data set.
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® Report Image - Displays a selected report image.
® Custom Text Designer - Displays a group of one or more static text and design controls.

® Name Value Part - Displays a single value with a user-defined label, based on a custom data set. For example: Open
Tickets: 247.

The data object tree also includes existing templates. You can drag and drop a part from an existing template into the
right hand pane, then modify this new copy of the part for your new template. The source template remains unchanged.
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Adding a report part to a layout
1 Drag-and-drop a data set from the data object tree in the left hand pane into one of the cells in the right hand pane.

2 Select the report part format. You can not switch formats after you make this selection. You can delete the report
part, re-add it, then select a different format.
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3 Click the gearicon %“Z# or double-click the cell to configure the report part. The report template cannot be saved until
a report part has been configured at least once. Unconfigured report parts display a red box around their cells.

8= x

4 Configure the report part. Configuring a report part depends on the type of report part selected. See:
® 'Table" on page 222
® "Bar Chart"on page 226
® "Pie Chart" on page 229
® "Line Chart" on page 232
® "Report Images" on page 253
® "Custom Text Designer" on page 237
® "Name Value Part" on page 238

5 Use the Resize 'Z/icon to expand a report part into two cells on a single row or collapse it back to a single cell.
Expanding a report part into multiple rows is not supported.

6 Any time after a part is configured within a template you can optionally save a part to the "Report Parts" page by
clicking the save icon 'E/, This makes it a "standard" part that can be used in templates and report definitions.

Table

Info Center > Configure & Design > Report Templates > Add Report Template / Edit > Gear Icon

A Table is configured using a three step wizard:
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"Step 1: Select columns"
"Step 2: Ordering and grouping" on page 224

"Step 3: Filters" on page 224

Step 1: Select columns

Format

Dataset Name - The name of the data set associated with this table.

Title - Enter a title for the report part.

Title Alignment - Left, Right, Center.

Show Title - If checked, the title displays on the published report with this report part. If blank, the title is hidden.

Page Break - If enabled, forces a page break next to this report part. Options include No Page Break, Before,
After, Before, and After. A break in either cell, before or after, has precedence over no break in the other cell. An
After page break is ignored if a table runs beyond the length of the page in the other cell.

Text Size - Extra Small, Small, Normal, Large.

Columns / column selections

Drag-and-drop columns from the Columns list to the Column Selections list.

Delete Row - Removes a selected column from the list.
Column - A column selected for inclusion in the published report.
Alias - Displays as the heading for a selected column, in place of the column name.

Aggregate - Aggregate options return a single numeric value calculated from multiple cells in a selected column.
For example, the aggregate option COUNT returns the number of non-null values in a selected column. Except for
COUNT Or COUNT_BIG, aggregate functions ignore null values.

— AVG- Returns the average of the values in a group. Null values are ignored.

— COUNT / COUNT_ BIG - Returns the number of items in a group. COUNT works like the COUNT_BIG function. The
only difference between the two functions is their return values. COUNT always returns an int data type value.
COUNT_BIG always returns a bigint data type value.

— MAX- Returns the maximum value in a group.

— MIN- Returns the minimum value in a group.

— STDEV - Returns the statistical standard deviation of all values in a group.

— STDEVP - Returns the statistical standard deviation for the population for all values in a group.

— SUM- Returns the sum of all the values in a group. SUM can be used with numeric columns only. Null values
are ignored.

— VAR- Returns the statistical variance of all values in a group.

— VARP - Returns the statistical variance for the population for all values in a group.
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® Weight - Determines the percentage width of each column by assigning a numerical value. For example, if four
rows are sequentially weighted with the values 4, 3,2,1, then:

The first row, with a weight of 4, is 40% of the sum of all weight values, 10.

— The second row, with a weight of 3, is 30% of the sum of all weight values, 10.

The third row, with a weight of 2, is 20% of the sum of all weight values, 10.

The fourth row, with a weight of 1, is 10% of the sum of all weight values, 10.
Step 2: Ordering and grouping
Order by

Determines the order data is displayed, from first to last. Multiple rows can be configured, with a higher row having
precedence over a lower row. A selected order by column does not have be displayed in the report.

® Add Row - Adds an order by row.
® Delete Row - Deletes an order by row.
® Column -Selects a column used to determine the order data displayed, from first to last.

®* Aggregate - If an aggregate option is selected, the sort order is applied to the numeric value returned by the
aggregate option instead of the selected column. See the description for each aggregation option described above.

® Sort Order - Ascending or Descending. Applies to either the selected column or to the aggregate option, if one is
specified.

Group by

Returned rows of data can by organized into subheadings and subgroups by selecting "group by" columns. Multiple
levels of "group by" columns are supported. Applies to table parts only.

® Add Row - Adds a group by row.
® Delete Row - Deletes a group by row.

® Column-The column selected to group returned rows of data.

Step 3: Filters

The data displayed can be limited by specialized data filters.

Note:  Additional filtering options display when a report definition or report template is run or scheduled.

Row filter
® Limit Type - The type of row limit specified.

— Top N - Limits data returned to the first N number of rows returned. Example: If the Limit is 10, the first 10 rows
of 300 rows available are returned. Result: 10 rows are returned.

— Top N % - Limits data returned to the first N % of rows returned. Example: If the Limit is 10 the first 10% of 300
available rows are returned. Result: 30 rows are returned.
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® Limit-The number specified for the Limit Type field.

® Select Distinct - If checked, duplicate rows are not returned. For all columns displayed in the report, the values in a
row must match the values of another row to be considered a duplicate.

Date filter
Date filters only display if date/time columns are included in the report part.

® Date Filter Column - Select a date/time column to filter the data queried by this part of the report.

Note:  You must select a date/time column for the other date filter options below to have any effect.

®* Time Range Type - Select a time period to filter the data queried for this part of the report.
— Predefined Ranges - This Week, Last Week, This Month, Last Month, This Quarter, Last Quarter.

— Inherit from Report-When you schedule orrun a report, Date Filter options display on the Filters tab and
determine the time period used to query data for this part of the report.

— Last N Days - Enter the value of N in the Number of Days field.
— Fixed Range - Enter a Start DateTime and End DateTime.

® Number of Days - Enter the value of N in this field if Last N Days was selected.

® Start DateTime - Select a start date and time if Fixed Range was selected.

¢ End DateTime - Select the end date and time if Fixed Range was selected.

Advanced filters

Rows can be limited by comparing selected columns with specified values.

® Add Row - Adds a comparison row.

® Delete Row - Deletes a comparison row.

® Field-Selects a column used to compare with a specified value.

® Operator- The operator used to compare a selected column with a specified value.
— Equal (=) Enteracomma separated list of values to create an OR statement.
- Not Equal ('=) Enteracomma separated list of values to create an OR statement.

- Like-If a selected column contains this specified value as a substring, then display this row. Enter a comma
separated list of values to create an OR statement.

— Not Like - If a selected column does not contain this specified value as a substring, then display this row.
Enter a comma separated list of values to create an OR statement.

— Greater Than (>)
— Greater Than or Equal (>=)

— Less Than (<)
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— Less Than Or Equal (<=)

— Between - If the selected column is between two string values, separated by a comma, display this row.
Comparison is from left to right. Examples:

® Number field format-1000,9999
® String field format - aaa, zzz
® Date field format-01-01-2014,03-31-2014
— Is Empty - If the selected column does not have characters, display this row.
— Is Null-Ifthe selected column is null, display this row.
— Not Empty - If the selected column has characters, display this row.
— Not Null-If aselected column is not null, display this row.

® Value - The specified value.

Bar Chart

Info Center > Configure & Design > Report Templates > Add Report Template / Edit > Gear Icon
A Bar Chart is configured using a two step wizard:
e '"Step 1: Layout"

® '"Step 2: Filters" on page 228

Step 1: Layout
Title
® Dataset Name - The name of the data set associated with this table.

® Show Title on Report - If checked, the title displays on the published report with this report part. If blank, the title is
hidden.

* Title - Enter a title for the report part.

® Description - A description of the report part.

Format

® BarChart Type - The orientation and shape of the bars in the chart.
— \Vertical Bar
— Vertical Cylinder Bar
— Horizontal Bar

— Horizontal Cylinder Bar

Note: Horizontal bar charts may require both columns of the report layout to display data correctly.
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® Show Chartin 3D - If checked, the chart is 3 dimensional. Cylinder bar options must be 3 dimensional.

® Page Break - If enabled, forces a page break next to this report part. Options include No Page Break, Before,
After, Before, and After. A break in either cell, before or after, has precedence over no break in the other cell. An
After page break is ignored if a table runs beyond the length of the page in the other cell.

® Do not show the axis titles - If checked, axis titles are not displayed.

Data properties

® Bar Category - Any column in the data set that you want to display varying numerical data for. For example, you
could display a numerical value for each machine group included in the published report.

® BarValue - Any other column in the data set that can be represented numerically. A value must either be numeric or
evaluate to numeric as the result of an aggregation. If a non-numeric column is selected, you can only use COUNT or
COUNT_ BIG as aggregates.

® Alias - Displays as the heading for a selected column, in place of the column name.

®* Aggregate - Aggregate options return a single numeric value calculated from multiple cells in a selected column.
For example, the aggregate option COUNT returns the number of non-null values in a selected column. Except for
COUNT or COUNT_BIG, aggregate functions ignore null values.

— AVG- Returns the average of the values in a group. Null values are ignored.

— COUNT / COUNT BIG - Returns the number of items in a group. COUNT works like the COUNT_BIG function. The
only difference between the two functions is their return values. COUNT always returns an int data type value.
COUNT_BIG always returns a bigint data type value.

— MAX- Returns the maximum value in a group.

— MIN- Returns the minimum value in a group.

— STDEV - Returns the statistical standard deviation of all values in a group.

— STDEVP - Returns the statistical standard deviation for the population for all values in a group.

— SUM- Returns the sum of all the values in a group. SUM can be used with numeric columns only. Null values
are ignored.

— VAR- Returns the statistical variance of all values in a group.
— VARP - Returns the statistical variance for the population for all values in a group.

Order by

Determines the order data is displayed, from first to last. Multiple rows can be configured, with a higher row having
precedence over a lower row. A selected order by column does not have be displayed in the report.

® Add Row - Adds an order by row.
® Delete Row - Deletes an order by row.
® Column -Selects a column used to determine the order data displayed, from first to last.

®* Aggregate - If an aggregate option is selected, the sort order is applied to the numeric value returned by the
aggregate option instead of the selected column. See the description for each aggregation option described above.
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® Sort Order - Ascending or Descending. Applies to either the selected column or to the aggregate option, if one is

specified.

Step 2: Filters

The data displayed can be limited by specialized data filters.

Note:  Additional filtering options display when a report definition or report template is run or scheduled.

Row filter
® Limit Type - The type of row limit specified.

— Top N - Limits data returned to the first N number of rows returned. Example: If the Limit is 10, the first 10 rows
of 300 rows available are returned. Result: 10 rows are returned.

— Top N % - Limits data returned to the first N % of rows returned. Example: If the Limit is 10 the first 10% of 300
available rows are returned. Result: 30 rows are returned.

® Limit-The number specified for the Limit Type field.

® Select Distinct - If checked, duplicate rows are not returned. For all columns displayed in the report, the values in a
row must match the values of another row to be considered a duplicate.

Date filter
Date filters only display if date/time columns are included in the report part.

® Date Filter Column - Select a date/time column to filter the data queried by this part of the report.

Note:  You must select a date/time column for the other date filter options below to have any effect.

®* Time Range Type - Select a time period to filter the data queried for this part of the report.
— Predefined Ranges - This Week, Last Week, This Month, Last Month, This Quarter, Last Quarter.

— Inherit from Report-When you schedule orrun a report, Date Filter options display on the Filters tab and
determine the time period used to query data for this part of the report.

— Last N Days - Enter the value of N in the Number of Days field.

— Fixed Range - Enter a Start DateTime and End DateTime.
¢ Number of Days - Enter the value of N in this field if Last N Days was selected.
e Start DateTime - Select a start date and time if Fixed Range was selected.
® End DateTime - Select the end date and time if Fixed Range was selected.
Advanced filters
Rows can be limited by comparing selected columns with specified values.
® Add Row - Adds a comparison row.

® Delete Row - Deletes a comparison row.
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® Field - Selects a column used to compare with a specified value.

® Operator- The operator used to compare a selected column with a specified value.

Equal (=) Enteracomma separated list of values to create an OR statement.
Not Equal ('=) Enteracomma separated list of values to create an OR statement.

Like - If a selected column contains this specified value as a substring, then display this row. Entera comma
separated list of values to create an OR statement.

Not Like - If a selected column does not contain this specified value as a substring, then display this row.
Enter a comma separated list of values to create an OR statement.

Greater Than (>)

Greater Than or Equal (>=)
Less Than (<)

Less Than Or Equal (<=)

Between - If the selected column is between two string values, separated by a comma, display this row.
Comparison is from left to right. Examples:

® Number field format-1000,9999

® String field format - aaa, zzz

® Date field format-01-01-2014,03-31-2014

Is Empty - If the selected column does not have characters, display this row.
Is Null -If the selected column is null, display this row.

Not Empty - If the selected column has characters, display this row.

Not Null - If a selected column is not null, display this row.

® Value - The specified value.

Pie Chart

Info Center > Configure & Design > Report Templates > Add Report Template / Edit > Gear Icon

A Pie Chart is configured using a two step wizard:

® 'Step 1: Layout"

® '"Step 2: Filters" on page 231

Step 1: Layout

Title

® Title - Enter a title for the report part.
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Show Title on Report - If checked, the title displays on the published report with this report part. If blank, the title is
hidden.

Format

Pie Chart Type - The orientation and shape of the pie chart.
— Standard Pie

— Exploded Pie

Show Chart in 3D - If checked, the chart is 3 dimensional.

Page Break - If enabled, forces a page break next to this report part. Options include No Page Break, Before,
After, Before, and After. A break in either cell, before or after, has precedence over no break in the other cell. An
After page break is ignored if a table runs beyond the length of the page in the other cell.

Display Pie Value inside of the Pie Graphic - If checked, values display inside each wedge of the pie chart. If blank,
the values display as callouts around the edge of the pie chart.

Data properties

Category - Any column in the data set that you want to display varying numerical data for. For example, you could
display a numerical value for each machine group included in the published report.

Value - Any other column in the data set that can be represented numerically. A value must either be numeric or
evaluate to numeric as the result of an aggregation. If a non-numeric column is selected, you can only use COUNT,
Or COUNT_BIG as aggregates.

Alias - Displays as the heading for a selected column, in place of the column name.

Aggregate - Aggregate options return a single numeric value calculated from multiple cells in a selected column.
For example, the aggregate option COUNT returns the number of non-null values in a selected column. Except for
COUNT Oor COUNT_BIG, aggregate functions ignore null values.

— AVG- Returns the average of the values in a group. Null values are ignored.

— COUNT / COUNT_BIG - Returns the number of items in a group. COUNT works like the COUNT_BIG function. The
only difference between the two functions is their return values. COUNT always returns an int data type value.
COUNT_BIG always returns a bigint data type value.

— MAX- Returns the maximum value in a group.

— MIN- Returns the minimum value in a group.

— STDEV - Returns the statistical standard deviation of all values in a group.

— STDEVP - Returns the statistical standard deviation for the population for all values in a group.

— SUM- Returns the sum of all the values in a group. SUM can be used with numeric columns only. Null values
are ignored.

— VAR- Returns the statistical variance of all values in a group.

— VARP - Returns the statistical variance for the population for all values in a group.
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Order by

Determines the order data is displayed, from first to last. Multiple rows can be configured, with a higher row having
precedence over a lower row. A selected order by column does not have be displayed in the report.

® Add Row - Adds an order by row.
® Delete Row - Deletes an order by row.
® Column - Selects a column used to determine the order data displayed, from first to last.

®* Aggregate - If an aggregate option is selected, the sort order is applied to the numeric value returned by the
aggregate option instead of the selected column. See the description for each aggregation option described above.

® Sort Order - Ascending Or Descending. Applies to either the selected column or to the aggregate option, if one is
specified.

Step 2: Filters

The data displayed can be limited by specialized data filters.

Note:  Additional filtering options display when a report definition or report template is run or scheduled.

Row filter
® Limit Type - The type of row limit specified.

— Top N - Limits data returned to the first N number of rows returned. Example: If the Limit is 10, the first 10 rows
of 300 rows available are returned. Result: 10 rows are returned.

— Top N % - Limits data returned to the first N % of rows returned. Example: If the Limit is 10 the first 10% of 300
available rows are returned. Result: 30 rows are returned.

® Limit-The number specified for the Limit Type field.

® Select Distinct - If checked, duplicate rows are not returned. For all columns displayed in the report, the values in a
row must match the values of another row to be considered a duplicate.

Date filter
Date filters only display if date/time columns are included in the report part.

® Date Filter Column - Select a date/time column to filter the data queried by this part of the report.

Note:  You must select a date/time column for the other date filter options below to have any effect.

®* Time Range Type - Select a time period to filter the data queried for this part of the report.
— Predefined Ranges - This Week, Last Week, This Month, Last Month, This Quarter, Last Quarter.

— 1Inherit from Report-When you schedule orrun a report, Date Filter options display on the Filters tab and
determine the time period used to query data for this part of the report.

— Last N Days - Enter the value of N in the Number of Days field.

— Fixed Range - Enter a Start DateTime and End DateTime.
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® Number of Days - Enter the value of N in this field if Last N Days was selected.

e Start DateTime - Select a start date and time if Fixed Range was selected.

® End DateTime - Select the end date and time if Fixed Range was selected.

Advanced filters

Rows can be limited by comparing selected columns with specified values.

® Add Row - Adds a comparison row.

® Delete Row - Deletes a comparison row.

® Field - Selects a column used to compare with a specified value.

® Operator- The operator used to compare a selected column with a specified value.
— Equal (=) Enteracomma separated list of values to create an OR statement.
- Not Equal ('=) Enteracomma separated list of values to create an OR statement.

— Like-If a selected column contains this specified value as a substring, then display this row. Enter a comma
separated list of values to create an OR statement.

— Not Like-If a selected column does not contain this specified value as a substring, then display this row.
Enter a comma separated list of values to create an OR statement.

— Greater Than (>)

— Greater Than or Equal (>=)
— Less Than (<)

— Less Than Or Equal (<=)

— Between - If the selected column is between two string values, separated by a comma, display this row.
Comparison is from left to right. Examples:

® Numberfield format-1000,9999
® String field format - aaa, zzz
® Date field format-01-01-2014,03-31-2014
— Is Empty - If the selected column does not have characters, display this row.
— Is Null-If the selected column is null, display this row.
— Not Empty - If the selected column has characters, display this row.
— Not Null-If aselected column is not null, display this row.

® Value - The specified value.

Line Chart

Info Center > Configure & Design > Report Templates > Add Report Template / Edit > Gear Icon
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A Line Chart is configured using a two step wizard. See these topics for details:
® '"Guidelines"
® 'Step 1: Layout"

® '"Step 2: Filters" on page 235

Guidelines

® Aline chart is most often used to represent time-based data with varying numerical values. Look for report parts
that include both a time-based column and a second column containing varying numerical values.

® Some report parts—like the Monitor Counter Logs report part —include a Time (UTC) that can be used to
construct time-based line charts. Use filtering to select the counter object, counter and counter instance you want
to display. MS Reporting Services automatically orients the Time (UTC) labels vertically while Kaseya Reporting
Services orients them horizontally.

® Enteratime based column in the Line Category field. Enter a varying numerical value column in the Line Value
column. You can also use a non-numerical column, but if so, you must select an aggregation of COUNT or COUNT_
BIG. Optionally enter a column used to group values into separate lines in the Line Series column.

®  You will probably want to Order By the time-based column, to ensure that time-based data is sorted left to right
accurately. A source table with time-based data may not have been populated in time-based order.

® After previewing the line chart, you may decide to filter out ranges of values, to produce more meaningful trend
lines.

Step 1: Layout
Title

® Dataset Name - The name of the data set associated with this table.

® Show Title on Report - If checked, the title displays on the published report with this report part. If blank, the title is
hidden.

® Title - Enter a title for the report part.
® Description - A description of the report part.
Format
® Line Chart Type:
— Standard Line - Displays straight line segments between data points.

— Smooth Line - Displays curved 'best fit' line segments between data points.

Note: Horizontal line charts may require both columns of the report layout to display data correctly.

® Multi Line Chart - If checked, a separate line is created for each Line Category included in the chart. If blank, a
single line is created that represents the sum of all line values of all line categories included in the chart. The Line
Series field displays when this option is checked.

® Show Chartin 3D - If checked, the chart is 3 dimensional. Cylinder bar options must be 3 dimensional.
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® Do not show the axis titles - If checked, axis titles are not displayed.

® Page Break - If enabled, forces a page break next to this report part. Options include No Page Break, Before,
After, Before, and After. A break in either cell, before or after, has precedence over no break in the other cell. An
After page break is ignored if a table runs beyond the length of the page in the other cell.

Data properties

® Line Category - Any column in the data set that you want to display varying numerical data for. For example, you
could display a numerical value for each machine group included in the published report.

® Line Value - Any other column in the data set that can be represented numerically. A value must either be numeric

or evaluate to numeric as the result of an aggregation. If a non-numeric column is selected, you can only use COUNT
Or COUNT_BIG as aggregates.

® Line Series - This option displays when the the Multi Line Chart checkbox is checked. Enter the column used to
group values into separate lines.

® Alias - Displays as the heading for a selected column, in place of the column name.

®* Aggregate - Aggregate options return a single numeric value calculated from multiple cells in a selected column.
For example, the aggregate option COUNT returns the number of non-null values in a selected column. Except for
COUNT Oor COUNT_BIG, aggregate functions ignore null values.

— AVG-Returns the average of the values in a group. Null values are ignored.

— COUNT / COUNT_ BIG - Returns the number of items in a group. COUNT works like the COUNT_BIG function. The
only difference between the two functions is their return values. COUNT always returns an int data type value.
COUNT_BIG always returns a bigint data type value.

— MAX- Returns the maximum value in a group.

— MIN- Returns the minimum value in a group.

— STDEV - Returns the statistical standard deviation of all values in a group.

— STDEVP - Returns the statistical standard deviation for the population for all values in a group.

— SUM- Returns the sum of all the values in a group. SUM can be used with numeric columns only. Null values
are ignored.

— VAR- Returns the statistical variance of all values in a group.
— VARP - Returns the statistical variance for the population for all values in a group.

Order by

Determines the order data is displayed, from first to last. Multiple rows can be configured, with a higher row having
precedence over a lower row. A selected order by column does not have be displayed in the report.

® Add Row - Adds an order by row.
® Delete Row - Deletes an order by row.

® Column - Selects a column used to determine the order data displayed, from first to last.
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® Aggregate - If an aggregate option is selected, the sort order is applied to the numeric value returned by the
aggregate option instead of the selected column. See the description for each aggregation option described above.

® Sort Order - Ascending or Descending. Applies to either the selected column or to the aggregate option, if one is
specified.

Step 2: Filters

The data displayed can be limited by specialized data filters.

Note:

Additional filtering options display when a report definition or report template is run or scheduled

Row filter

® Limit Type - The type of row limit specified.

Top N - Limits data returned to the first N number of rows returned. Example: If the Limit is 10, the first 10 rows
of 300 rows available are returned. Result: 10 rows are returned.

Top N % - Limits data returned to the first N % of rows returned. Example: If the Limit is 10 the first 10% of 300
available rows are returned. Result: 30 rows are returned.

® Limit-The number specified for the Limit Type field.

® Select Distinct - If checked, duplicate rows are not returned. For all columns displayed in the report, the values in a
row must match the values of another row to be considered a duplicate.

Date filter

Date filters only display if date/time columns are included in the report part.

® Date Filter Column - Select a date/time column to filter the data queried by this part of the report.

Note:  You must select a date/time column for the other date filter options below to have any effect.

®* Time Range Type - Select a time period to filter the data queried for this part of the report.

Predefined Ranges - This Week, Last Week, This Month, Last Month, This Quarter, Last Quarter.

Inherit from Report - When you schedule or run a report, Date Filter options display on the Filters tab and
determine the time period used to query data for this part of the report.

Last N Days - Enter the value of N in the Number of Days field.

Fixed Range - Enter a Start DateTime and End DateTime.

® Number of Days - Enter the value of N in this field if Last N Days was selected.

® Start DateTime - Select a start date and time if Fixed Range was selected.

®* End DateTime - Select the end date and time if Fixed Range was selected.

Advanced filters

Rows can be limited by comparing selected columns with specified values.

® Add Row - Adds a comparison row.
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® Delete Row - Deletes a comparison row.
® Field -Selects a column used to compare with a specified value.
® QOperator - The operator used to compare a selected column with a specified value.
— Equal (=) Enteracomma separated list of values to create an OR statement.
— Not Equal ('=) Enteracomma separated list of values to create an OR statement.

— Like-If a selected column contains this specified value as a substring, then display this row. Enter a comma
separated list of values to create an OR statement.

— Not Like -If a selected column does not contain this specified value as a substring, then display this row.
Enter a comma separated list of values to create an OR statement.

— Greater Than (>)

— Greater Than or Equal (>=)
— Less Than (<)

— Less Than Or Equal (<=)

— Between - If the selected column is between two string values, separated by a comma, display this row.
Comparison is from left to right. Examples:

® Number field format-1000,9999
® String field format - aaa, zzz
® Date field format-01-01-2014,03-31-2014
— Is Empty - If the selected column does not have characters, display this row.
— Is Null-Ifthe selected column is null, display this row.
— Not Empty - If the selected column has characters, display this row.
— Not Null-If aselected column is not null, display this row.

® Value - The specified value.

Report Image

Info Center > Configure & Design > Report Templates > Add Report Template / Edit > Gear Icon

A Report Image specifies a report image to add to a report. Available report images are based on the images uploaded to
the VSA using the Info Center > Configure & Design > "Report Images" page.

e Title - Enter a title for the report image.
® Show Title - If checked, the title displays on the published report with the report image. If blank, the title is hidden.

® Selected Image - The image selected for this report image. To select an image, select a row, then click the OK
button.

® Report Images
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Name - The name of the image.

— Type - The type of image—png, jpg, gif, bmp.
— Height-The height of the image in pixels.

—  Width - The width of the image in pixels.

— Thumbnail - A thumbnail of the image.

Custom Text Designer

Custom Text Designer controls enable you to insert presentation elements above, below, or between other elements of
your report or report template.

Custom Text Designer window

Drag and drop the Custom Text Designer control from the "Folder Tree" in the left hand pane of any report or report
template page layout into any cell on the right side. Once added, the grid cell displays the following icons:

e 57 -Configures the grid element. Added controls must be configured to save the element.
e [Z/-Resizes the grid element.

e [X/.Deletes the grid element.

Add or change the following in the header of the Custom Text Designer window:

® Name - The name of the element.

® Description - The description of the element.

® Show Name on Report - If checked, the name of the element displays on the report.
Custom Text Designer controls

The Custom Text Designer page layout is similar to the report or report template page layout. It enables you to add and
configure one or more of the following controls to a single "grouped" design element.

® Text Box-Specifies the text, alignment and format of a text box. Both the Text Box and Text Area controls support
the following embedded tags:

— <rt>=report name
- <xd> = report date
— <org> = organization filter
— <gr>= machine group filter
— <id>= machine filter
® Text Area - Specifies the text, alignment and format of a text area.
® Horizontal Line - Specifies the format and color of a horizontal line separating other rows of the grid.

® Spacer-Specifies the size of vertical white space separating other rows on the grid.
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Name Value Part

A name value part is a type of data object that can be added to a report template or report definition. A name value part
displays a single value, along with a user-defined label, based on a custom data set. These custom data sets are defined
using the "Name Value Parts" page. For example you might want to create a list of single value counts for ticket status.

Tickets Created Last <N> Days
Total Tickets Past Due
Tickets Closed Last <N> Days
Total Open Tickets

Note: Creating or editing of name value parts is not supported on the Kaseya Cloud platform. All Cloud-based
accounts can use pre-defined name value parts via the Control cabinet when creating a report template or a
new custom report.

Adding a name value part to a layout

1 Drag-and-drop a name value part from the folder tree in the left hand pane in to one of the cells in the right hand
pane.

2 Click the gearicon % to configure the name value part. The report template cannot be saved until the name value
part has been configured at least once. Unconfigured name value parts display a red box around their cells.
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3 Drag-and-drop a name value part from the folder tree in the left hand pane into the Name Value Container list in the
right hand pane. You can drop multiple instances of the same name value part into the same list. For example a
Name Value Container list can include two instances: Agents Online and Agents Offline.
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4 You can optionally edit an instance. Let's assume you want to change the Agents Offline instance to Agents
All:

® Select the row of the instance you want to edit in the Name Value Container list.

® Click Edit. Any changes you make only apply to this instance in the report template or report definition you are
editing.

— Name -The name displayed by this Name Value Instance in configuration dialogs.
— Name Label - The label displayed in the report with its corresponding value.

— Parameters - One or more parameters that determine the value returned for this name value part when a
report is published. The values a parameter can have are determined by the query or stored procedure
specified using the "Name Value Parts" page.

Note: Hover the cursor over each parameter's name to see a tooltip description of the acceptable values for
that parameter.
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Report Parts

Info Center > Configure & Design > Report Parts

The Report Parts page lists all pre-defined data sets used in custom reports. This page also enables you to configure
report parts outside of a report template or report definition. Report parts defined using this page provide default
"standard" configurations for report parts added to report templates and report definitions.

Note: See "Report Templates" on page 216 for a list of terms and concepts used in this topic.

Custom fields

Custom agent fields—created using the Audit > "Machine Summary" or "System Information" pages—are supported in
views, procedures, legacy reports and in selected Audit category reports parts. Custom reports do not support more than
40 custom fields.

Folder tree

Each module folder in the folder tree lists one or more data sets appropriate to that module. Click any data set in the
folder tree to see the columns and column descriptions included in that data set. Clicking an existing report part displays
its current configuration in table format in the right hand pane.

When a cabinet is selected

® Collapse All - Collapses all branches of the folder tree.
® Expand All - Expands all branches of the folder tree.
When a folder is selected

No actions are available.
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When a data set is selected

® New - Creates a report part, based on a selected data set.

Table - Adds a "Table" report part.

Bar Chart - Adds a "Bar Chart" report part.

Pie Chart - Adds a "Pie Chart" report part.

Line Chart - Adds a "Line Chart" report part.
When a report part is selected

® New - Creates a report part, based on a selected data set.

Table - Adds a "Table" report part.

Bar Chart - Adds a "Bar Chart" report part.

Pie Chart - Adds a "Pie Chart" report part.

Line Chart - Adds a "Line Chart" report part.
® Edit - Edits a selected report part.

® Delete - Deletes a selected report part.

® Rename - Renames a selected report part.

® Preview - Generates a preview of the report part.

Name Value Parts

Info Center > Configure & Design > Name Value Parts

The Name Value Parts page creates a custom data set that returns a single value from the SQL database at the time a
report is published. The value is displayed with a user-defined, descriptive name on a report. For example, a name value
part called onlineAgents could return a single number: a count of all online agents that match the filtering selected for
the report. For detailed information see:

® '"Folder Tree" on page 243

® "Add/ Edit Data Set" on page 244

® "Well Known Parameters" on page 245
® "Report Contexts" on page 249

® "Name Value Instances" on page 251

Note: Creating or editing of name value parts is not supported on the Kaseya Cloud platform. All Cloud-based
accounts can use pre-defined name value parts via the Control cabinet when creating a report template or a
new custom report.
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Terms and concepts

® Name Value Control - Name value parts are added to a "Name Value Part" cabinet on the Report Templates page.
Each Name Value Control in a report template can display a set of Name Value Parts in row or column format. For
example, you could create a Ticket Status section of the report that shows a series of counts, one for each of
the following "names":

Tickets Created Last <N> Days
Total Tickets Past Due
Tickets Closed Last <N> Days
Total Open Tickets

® Parameters - Each name value part can be passed a number of parameters. Parameters must have default
arguments. The argument of a user-defined parameter is entered or confirmed by the user when the report is
published.

®  Well Known Parameters - Certain parameters are already "well known" to the system and do not have be defined by
the user or provided an argument when the report is published. See "Well Known Parameters" on page 245.

® Name Value Instance - An instance stores the arguments assigned to user-defined parameters of a custom data
set. These name value instances can be added to a name value control, bypassing the need to enter arguments
manually each time a report template is created.

Folder Tree

Info Center > Configure & Design > Name Value Parts

Name value parts are organized into a single folder tree in the middle pane underneath a Name Value Parts cabinet. Use
the following options to manage name value parts in this folder tree.

When the name value parts cabinet is selected

® Collapse All - Collapses all branches of the folder tree.

® Expand All - Expands all branches of the folder tree.

When a folder is selected

A folder for each installed module has been created for you. You can use these or create your own.
® New Data Set - Adds a custom data set in the selected folder (see "Add / Edit Data Set" on page 244).
When a data set is selected

® Edit Data Set - Edits a selected custom data set (see "Add / Edit Data Set" on page 244).

® Add Name V